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Limited Warranty

DrayTek warrants that (a) the VigorACS 3 (henceforth called the SOFTWARE) will perform
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days from the date of receipt, and (b) any support service provided by DrayTek shall be
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DrayTek support engineers will make commercially reasonable efforts to solve any problems. To
the extent allowed by applicable law, implied warranties on the SOFTWARE, if any, are limited to
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Customer Remedies

DrayTek’s and its suppliers entire liability and your exclusive remedy shall be, at DrayTek’s option,
either (a) return of the price paid, if any, or (b) repair or replacement of the SOFTWARE that des
not meet DrayTek’s Limited Warranty and which is returned to DrayTek with a copy of your receipt.
This Limited Warranty is void if failure of the SOFTWARE has resulted from accident, abuse, or
misapplication. Any replacement SOFTWARE will be warranted for the remainder of the original
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To the maximum extent permitted by applicable law, DrayTek and its suppliers disclaim all other
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warranties of merchantability, fitness for a particular purpose, title, and non-infringement, with
regard to the SOFTWARE, and the provision of or failure to provide support services. This limited
warranty gives you specific legal rights. You may have others, which vary from state/jurisdiction

to state/jurisdiction.

Please read the license screen in the installation wizard. You must accept the terms of the license

in order to install VigorACS 3.
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Chapter 1 Introduction

VigorACS 3 is a software which provides centralized device management for TR-069 based CPEs
such as broadband gateway, XDSL router, VoIP gateway, wireless AP and switch. VigorACS 3 has
device status, monitor status of devices, or perform scheduling tasks such as firmware upgrade,
configuration backup/restore and parameter profile for mass deployment of CPE devices. It is
easy to use through intuitive Web-based GUI with security management. VigorACS 3 can be

installed on different kinds of platform e.g., Windows, Linux and so on.

1.1 Main Features and Benefit

Manage all kinds of Vigor devices complied with TR-069 specification.

VigorACS 3 server can be installed in Windows and Linux.

Intuitive Web-based GUI can be executed on all browsers like Edge, Firefox, Chrome and so
on.

Support scheduling firmware upgrade, configuration backup/restore and parameter profile

deployment.
Support auto-discovery to survey all TR-069 devices.
Provide device inform management.

Support security management.

1.2 System Architecture

The following figure shows an overview for the application between VigorACS 3 and CPE devices.

With TR-069 protocol, VigorACS 3 can communicate and manage devices with ease.

r - AaAS &8
T Eenyri =
TR-069 Standary
L AT .
[ s oo O
-
B
ACS3 Saryer N - ARAS &=
massalal
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Web service is a software system identified by a URI, whose public interfaces and bindings are
defined and described using XML. Its definition can be discovered by other software systems.
These systems may then interact with the Web service in a manner prescribed by its definition,
using XML based messages conveyed by internet protocols.
The basis for Web Services contains: XML, WSDL (Web Services Description Languoge), SOAP
(Simple Object Access Protocol), UDDI(Universal Description, Discovery and Integration). The
procedure for the structure of bottom layer: transform Web Service information into XML file
format, use WSDL statement to describe the objects for service. The remote end can get required
information through such description. It carries out transformation job to search or register from
UDDI by means of SOAP communication bottom layer.

For the designers of Java program: you can write java program to control VigorACS. Also,

VigorACSs will offer some API for you to write and call it. For example, you can get all the

connected CPE devices controlled VigorACS through web service.

Corresponding files are placed in -

WebServices _TROG9API.zip

The documentation for web services api is placed in -

WebServices_TRO69API/doc/

Sample program is placed in -

WebServices_TRO69API/example/src/tw/com/draytek/acs/test/TestMain.java

For the designers with other program language: you can define WSDL to control VigorACS

through SOAP(Simple Object Access Protocol)

VigorACS3 User's Guide 3
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Chapter 2 Install & Startup

Please follow the procedure listed below to install VigorACS completely. The installation for

different platforms might be different.

VigorACS 3 can be operated only by a host with 64-bit operation system.

2.1 Platform for Windows 10, 11

To start up the VigorACS, the normal procedure is listed as follows:
() Installation for Java,

() Installation for MariaDB

(m) Installation for VigorACS 3

(Iv) start MySQL/MariaDB Database.

(V) Edit VigorACS ip.

(V1) start VigorACS.

2.1.1Installation for Java

1. Install Java by clicking “zulu-17.38.21-ca-jdk-17.0.12-.win_x64" (or later) to execute the

installation.

R &R Application Tools Software \L‘E-
Home  Share  View Manage v 0

@ ) ll- « ACS » Software v & || Search Software o) ‘
.7 Favorites ﬁmariadb-lO.B.S-winx& (@ WinPcap
B Desktop 35'zu|u17.38.21-ca-jdk17.0.5-win_x64

.3 Downloads

D i !
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2.

The first page will be shown as follows. Click Next to get into next page.

(44) Azul Zulu JDK 17.38.21 (17.0.5), 64-bit Setup | @ ||

azul Welcome to the Azul Zulu JDK 17.38.21
(17.0.5), 64-bit Setup Wizard

The Setup Wizard will install Azul Zulu J0K 17.38.21 (17.0.5),
G4-hit on your computer, Click Mext to continue or Cancel to
exit the Setup Wizard.

Back E Mext [ Cancel

In this page, optional features will be listed for you to specify the destination folder for JAVA

driver installation. Choose the one you need and click Next.

13 Azul Zulu JDK 17.38.21 (17.0.5), 64-bit Setup ==
Custom Setup l
Select the way you want features to be installed. aLu

Click the icons in the tree below to change the way features will be installed.

------ Azul Zulu 1DK 17.38.21 x64
{ =3 ~ | Add to PATH

- ¥ | Set JAVA_HOME variable

=3 - | JavaSoft (Orade) registr

This feature reguires 308ME on
your hard drive, Ithas 2of 3
subfeatures selected, The
subfeatures require 1KE on your

hard drive.
' m | b
Location: C:\Program Files\Zulu\zulu-17Y
Reset ][ Disk Usage H Back “ Mext “ Cancel ]
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4. In the following page, just click Install.

3 Azul Zulu JDK 17.38.21 (17.0.5), 64-bit Setup =] = !ﬁ

Ready to install Azul Zulu JDK 17.38.21 (17.0.5), 64-bit azul

Click Install to begin the installation. Clidk Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

[ Back ]| | Install 1 [ Cancel ]

5.  Wait for a while to install the required features.

15 Azul Zulu JDK 17.38.21 (17.0.5), 64-bit Setup o] & =3

Installing Azul Zulu JDK 17.38.21 (17.0.5), 64-bit azu[

Please wait while the Setup Wizard installs Azul Zulu JDK 17.38.21 (17.0.5), 64-bit.

Status: IUpdating component registration

ack et Cancel
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6. When the following page appears, the installation is completed. Click Finish to exit the
installing program.

azul Completed the Azul Zulu JDK 17.38.21
(17.0.5), 64-bit Setup Wizard

Click the Finish button to exit the Setup Wizard.

2.1.2 Installation for MariaDB

1. Install MariaDB by clicking “mariadb-10.6.5-winx64” (based on your PC condition) it to
execute the installation.

Home  Share  View Manage v 0
@ - 1 ’i « ACS » Software v ¢ ! E Search Software pe) ‘
/¢ Favorites i3 mariadb-10.6.5-winx64 (@ WinPcap
B Desktop §8)zulu17.38.21-ca-jdk17.0.5-win_x64
3 Downloads
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2. When the welcome screen appears, please click Next for next step.

i

Welcome to the MariaDB 10.6 (x64)
Setup Wizard

The Setup Wizard will install MariaDB 10.6 (xG4) on your
computer. Click Next to continue or Cancel to exit the Setup
Wizard.

MariaDB

Back Mexdt Cancel

3. On this dialog box, check the box of “l accept the terms...” and click Next.

75 MariaDB 10.6 (x64) Setup - X

End-User License Agreement M e HCI D B o , ?

Flease read the following license agreement carefully Server s=—4.

GNU GENERAL PUBLIC LICENSE

Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc_, 51 Franklin
Street, Fifth Floor, Boston, MA 02110-1335 USA Everyone is permitted
to copy and distribute verbatim copies of this license document, but

changing it is not allowed.

Preamble

The licenses for most sofiware are designed to take away your freedom .,

[~]1 accept the terms in the License Agreement

Print Back MNext Cancel
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4. Select the way for the features to be installed. Then click Next.

75 MariaDB 10.6 (x64) Setup - X
Custom Setup MariaDB /7
Select the way you want features to be installed. Server s —‘.'_,4

Click the icons in the tree below to change the way features will be installed.

' =3~ Database instance
=3~ Client Programs

. =3~ | Backup utilities
gl Development Components
g| Third party tools This feature requires 143MB on your

o =3-| HeidisqL hard drive. It has 3 of 3 subfeatures
selected. The subfeatures require
72MB on your hard drive.

Install server

Location: C:\Program Files\MariaDB 10.6), T,

Reset Disk Usage Back Cancel

5. If you want to configure password for MariaDB server, please check Modify password... and
enter the password. It depends on your request. Otherwise, simply click Next.

ﬁ User settings — x

Default instance properties M a HC] D B f ¥

MariaDB 10.6 (x64) database configuration Server s—=—i.

Modify password for database user 'root’

New root password: || | Enter new root password

Confirm: || | Retype the password

Enable access from remote machines for "root’
D user

[ ] use UTF8 as default server's character set

Back Mext Cancel
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6. Modify the default instance properties if required. Then click Next.

ﬁ Database settings —
Default instance properties Ma r|C] DB Fif
MariaDB 10.6 (x64) database configuration Server s '--‘,'_,
[] Install as service
Service Name: MariaDB
Enable networking
TCP port: |33IZIG
Innodb engine settings
Buffer pool size: |1D|:|4 MB
Page size: 16 W KB
Back Mext Cancel
7. On this dialog box, click Install.
78 MariaDB 10.6 (x64) Setup - X
- /I 4
Ready to install MariaDB 10.6 (x64) M ara D B il
Server =744

Click Install to begin the installation. Click Back to review or change any of your installation
settings. Click Cancel to exit the wizard.

Back | !;Install Cancel
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8. The installation program starts to install required files for MariaDB to your computer. Wait for

severadl seconds.

75 MariaD8 10.6 (x64) Setup - X

Installing MariaDB 10.6 (x64) MariaDB 7;{

Server &

Please wait while the Setup Wizard installs MariaDB 10.6 (x64).

Status: Updating component registration

9. After finishing the configuration, please click Finish to exit the wizard.

7 MariaDB 10.6 (x64) Setug — .

Completed the MariaDB 10.6 (x64)
Setup Wizard

Click the Finish button to exit the Setup Wizard.

MariaDB

Back Cancel
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It is time to install VigorACS main program. Follow the steps below.

1. Click Setup to run VigorACS 3 setup wizard.

JILAE ACS | =[Ojx
Haome Share ey 6

@ * DL < ACS » ACS v ]| Search ACs 0
.7 Favorites Name Date mod
I Desktop jg??,l setup 6/17/201¢

2 Downloads

=i Recent places

2. When the following dialog appears, choose Local Database [ Remote Database and click
Next.

ﬁ' Setup - VigorACS —

Database Access Type Selection

Please select Local Database if you want to update or install the TRO69 database on
the local MySQL, or select Remote Database if the MySQL database is on a remote
host. *fou wil be askeci}r the connection details later.

Choose the one you need, and dick Mext.

(®) Local Database

() Remote Database
* Connect to an existed database after finishing the installation procedure.
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3. Select the directory that MariaDB being installed (done in 2.1.2) and click Next.

ﬁ%‘ Setup - VigorACS —

Select MySQL/MariaDB Install Path

Please specify the installation folder of MySQLMariaDB and then dick Next button.

|C: \Program Files\MariaDB 10.6 Browse...

4. Inthis dialog box, choose Rebuild Database (for rebuilding the VigorACS database) or

Upgrade Database (for upgrading the database). For the first time using, please choose
Rebuild Database. Then click Next.

ﬁ%‘ Setup - VigorACS —

VigorACS Install Type Selection

Please select Install or Uparade, then dick Mext.

. ?.Install
| This will remove exisiting data and careate a new VigorACS Database, and renew!
ithe “troa9. keystore” file,

() Upgrade
This will keep existing data and update your VigorACS Database, and keep the
“troagd. keystore™ file,
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5. Click Next. If you have configured MySQL/MariaDB previously and specified password for it,

you have to enter the password in this page and then click Next.

ﬁ Setup - VigorACSs -
MySQL/MariaDB Account Setting

s

Please specify password of root of MySQLMariaDB, this step can be ignored if
MySOLMariaDE database has not been configured.

root password

confirm root password

Check passward

ﬁ Setup - VigorACSs -

The VigorserviceController Install Path

Faolder

| Z:\supervisord Browse...

VigorACS3 User's Guide
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6. Then select InfluxDB v1 or v2 and click Next.

11_3.-' Setup - VigorACS

Time-Series Database
What Is Your Time-Series Database?

Please select InfluxDB v1 or InfluxDB v2, then dick Next.

© InfluxDB v1
() InfluxDB v2

i3 Setup - VigorACS

The InfluxDB Install Path as below

click Next button,
C: influxdb)

<Back | Next> Cancel

Browse..,

< Back MNext = Cancel
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@ Setup - VigorACS -

The InfluxDB Install Path as below

dlick Next button.

Setup X

If you upgrade the ACS (from the version before 2.4.0) for the first time,
please remember to run the rrd2influxdb tool to convert the existed/old
data after ACS upgrade. It will on the
Your_VigorACS\convert_rrd2_Influxdby path.For more explanaticn, you
may refer the
Your_VigorACS\bin\acs_utihconvert_rrd2_Influxdb\readme.bxt document.

s (o> ) coen

i3 Setup - VigorACS - »

Maximum And Minimum Memory
What is your maximum and minimum memory?

Please specify your maximum and minimum memory, then dick Next.

Maximum Memory:
(Default maximum memory is 1024MB)

Minimum Memory:
(Default minimum memory is 300MB, can not be less than S00MB)
Q00

coce
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7. Setup the system settings by clicking one of the options. Here, click "Use same port number..."

and click Next.

System Settings

By default, the port number is same for the VigorACS portal and CPE communication.

(®) Use same port number for the VigorACS portal and CPE communication.
(") Use different port for the VigorACS portal and CPE communication.

8. Setup ACS HTTP and HTTPS port. It is suggested using other port instead of default 80 and 443
port to prevent conflict.

ﬁ%‘.’-e:_:- qorACS _

HTTP And HTTPS Port
What is your HTTP and HTTPS port?

Please specify your HTTP and HTTPS part, then dick Mext.

HTTP Part:
50 |

HTTPS Port:
443 |

HTTPS Chatbot Port:
18443 |
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9. Click Next to enter the STUN Port, Syslog Port and the Netflow Port. Default values are 3478, 514
and 20314.

ﬁ Setup - VigorACSs -

Metflow, STUN And Syslog Port
What is your Metflow, STUN and Syslog port?

Please specify your Metflow, STUM and Syslog port, then didk Mext.

STUN Port:
|3478 |

Syslog Port:
|514 |

Metflow Port:

@ The port number defined here will be used for opening VigorACS later.

10. Specify the server domain.

ﬁ_,'-?—,! Setup - VigorACS —

Server Domain
What is your server domain?

Please spedfy your server domain,

Server Domain:
|,|a|:s.|:|raytek.cu:um
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i3 Setup - VigorACS -

System Settings

VigorACS po
() RESTful API Service use different port from VigorACS portal,

< Back | Next >

Cancel

Use the default item (standalone.xml) and click Next.

ﬁ;éf..‘- qorACS —

JBoss Configuration Selection
The JBoss configuration which VigorACS used for Web and CPE communication,

For enhanced security select TLS 1.3 (standalone-secure. xml)
For security and compatibility with existing CPEs we recommend TLS 1.2
(standalone. xml)

For compatibility with older legacy CPEs use TLS 1.0 {standalone-compatible. xml)

Choose the one you need, then dick Mext.

() standalone-secure. xml
* Supported Protocols: TLS 1.3 only

(®) standalone.xml (Recommended) %
* Supported Protocols: TLS 1.2 only

() standalone-compatible. sml
* Supported Protocols: TLS 1.0 or above

Cancel
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12. Determine the home path and click Next. The default directory used by this program is
C:|\Users. You can modify it if you want and please make sure the length of directory is not

over 100 characters, otherwise you might encounter problem of VigorACS in installation.

(]

Select Vigoracs user home path

Please specify the installation folder of Vigoracs user home and then dick Next button,
This folder is for storing the statistics and configurations

|C: WsersUser\AppDataFoaming Browse...

13. Determine the destination folder and click Next. The default directory used by this program is
C:\Program Files | VigorACS. You can modify it if you want and please make sure the length of
directory is not over 100 characters, otherwise you might encounter problem of VigorACS in

installation.

i

Select Destination Location
Where should Vigor ACS be installed?

Setup will install Vigor ACS into the following folder.

To continue, dick Mext, If you would like to select a different folder, dick Browse.,

C:\Program Files\WigoraCs Browse. ..

N

At least 998.0 MB of free disk space is required.
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14. Determine the start menu folder and click Next. The default directory used by this program is
VigorACS. You can modify it if you want and please make sure the length of directory is not

over 100 characters, otherwise you might encounter problem of VigorACS in installation.

ﬁ Setup - VigorACSs

Select Start Menu Folder
Where should Setup place the program's shortouts?

\ﬂ Setup will create the program's shortouts in the following Start Menu folder,
[ aas]

To continue, dick Mext, If you would like to select a different folder, dick Browse.,

igoracs]

Browse...

15. In this dialog, check the box of “Create a desktop shortcut” for your necessity. Click Next.

i

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing VigorACS,
then dick Mext,

Additional shortouts:

Create a desktop shortout
Other tasks:

Allow VigorACS access through Windows Firewall (Recommended)
Allow VigorACSChathot access through Windows Firewall (Recommended)

3
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16. Now, the program is ready to install necessary features and files to your computer

click Install to start.

. Please

ﬁ Setup - VigorACSs -
Ready to Install

Setup is now ready to begin installing Vigor ACS on your computer,

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location:
C:YProgram Files\VigorACS

Start Menu folder:
VigorACS

Additional tasks:
Additional shortouts:
Create a desktop shortout
COther tasks:
Allow VigorACS access through Windows Firewall (Recommended)

< Back Install

Cancel

17. Please wait for a while to complete the installation.

ﬁ_,'-’:,! Setup - VigorACS —
Installing

Please wait while Setup installs VigorACS on your computer,

Extracting files...
C:WUsers\User\appDataiLocalTempYs-53GP 2. tmp'supervisord \supervisord, exe

Cancel

VigorACS3 User's Guide
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18. While installing, the following screen will appear to show the procedure of database

generation.

EN CAWindows\system32\cmd.exe

Service "influxdbh” installed successfully!

Set parameter "AppParameters” for service "influxdb”.

Set parameter "AppDirectory” for service “influxdb”.

Reset parameter "AppExit” for service "influxdb” to its default.
Set parameter "AppPriority” for service "influxdb™.

Set parameter "Description™ for service “influxdb™.

19. When the following screen appears, it means the program has completed the installation.

Click Finish to exit it.

1:?;1 Setup - VigorACS

&

o @1 =

Completing the VigorACS Setup
Wizard

Setup has finished installing VigorACS on your computer. The
application may be launched by selecting the installed
shortcuts.

Click Finish to exit Setup.

Launch VigorACS
Launch VigorACSChatbot

Finish |
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2.1.4 startMysSQL/MariaDB Database

After installing VigorACS, install program will register MySQL/MariaDB to Windows Service. MySQL

/MariaDB will startup automatically after installing VigorACS or rebooting system.

Normally, you don't need to worry about this step on Windows. But if you find any problems on
VigorACS, you should check mysqgl/mariadb first. Please go to Windows Service check the

MySQL/MoriaDB Service starts or not.

2.1.5 Start VigorACS

Login VigorACS. Use a web browser and enter “localhost:portnumber”. Note that the port
number must be the one defined for HTTP and HTTPS port while installing VigorACS. For
example, if HTTPS is defined as 8011, then the URL will be “localhost:8011".

The login page of VigorACS will be shown as the following. Please type “root” as user name
and “admin123” as password and type the authentication code. Then click Login.

VigorACs

User Name

root

Password

Validation Code

5817

Remember me 58 17

For the first time to access into the web user interface, a warning message appears first.
Please click the Change password button to change the default password for network
security. If not, click Cancel to access into the web user interface of VigorACS and change the

password later.

Change password

4. After clicking Login, main screen of VigorACS 3 will be shown as below.
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If you start it first time, VigorACS will ask you to input the server bind IP. Refer to 2.1.5.

VigorACS 3 User's Guide



VigorACS is compatible with all of the Linux distribution, including Ubuntu, OpenSUSE, CentOS,
Debian and RedHat.

To start up the VigorACS, please execute "[usr/local/vigoracs/VigorACS/bin/vigoracs.sh”
instruction. A list of menu items will be shown as follows.

1. Start Mysql/MariaDB.

2. Shutdown Mysql/MariaDB.

3. Start InfluxDB.

4. Shutdown InfluxDB.

5. Start VigorACS.

6. Shutdown VigorACS.

7. Start VigorACS Chatbot

8. Shutdown VigorACS Chatbox
9. Edit bind IP of VigorACS Server (please keyin IP or servername).
10. Memory Configuration.

1. Port/Domain Configuration.
0. Exit.

Follow the steps listed below to install VigorACS under Linux:

1. Login Linux with root or the root privilege.

2. Download the ACS installation tar.bz2 package and extract it via below command:
#bzip2 -cd VigorACS _Unix_Like _xxxxxx_xxxxx.tar.bz2 | tar xvf -
or
#tar -jxv -f VigorACS _Unix _Like _xxxxxx _xxxxx.tar.bz2

3. Decompress the setup packages

bzip2 -cd VigorACS_Unix_Like _xxxxxx_xxxxx.tar.nz2 [tar xvf —

root@107224: /home/drayte
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Change the permissions mode of install.sh and uninstall.sh.
chmod 755 ./install.sh
chmod 755 ./uninstall.sh

Enter "y" to execute ./install.sh installation file.

Later, the system will ask to create vigoracs, enter “y” to proceed.

root@®107224: /home/draytek/3.3.1_r3770

m

Next, the system will ask you to install xfonts-base, fontconfig and libncursesb, just enter “y”

to proceed.

root@107224: /home/draytek/3.3.1

Lo ][]l

m
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8. Next, please select the item number which you want to execute. Note that VigorACS supports

Linux OS. The program will detect the system you have in your computer.

EB r0ot@107224: fhome/draytek/2.3.1 ===

m

(1) Install MySQLI/MariaDB

(2) change root password and security configuration of MySQL/MariaDB
(3) Backup MariaDB database

(4) Restore MariaDB database

(5) Install or Upgrade InfluxDB

(6) Change the password for user of InfluxDB

(7) Install or Upgrade Java

(8) Install VigorACs

(9) Upgrade VigorACS

(10) Redirect the database path of VigorACS to remote host
(1) Exit

Choose an option:

If your computer has installed MariaDB and java previously, ignore the installation of
them. Otherwise, install all the required items (MariaDB, Java and VigorACS) for your
system. ltem number 6 is used to upgrade VigorACS, so it is not necessary for you to

execute for the first time of installation.

9. Input1to install MariaDB first. Notice that it will setup blank as default password. You can

change the password by using the following command.

#[usr/local/mysql/bin/mysgladmin --defaults-file=/usr/local/mysqgl/my.cnf -u root

password 'new password'

The password set in this step is used for VigorACS 3 to login database.
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Follow the instructions on the screen to finish the MariaDB installation.

10. Input 5 to install InfluxDB.

root@107224: fhome/draytek/3 3.1
Moti

=[5 5]

m

Follow the instructions on the screen to finish the InfluxDB installation.
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1. Input 7 to install Java.

Follow the instructions on the screen to finish the Java installation.

12. Input 8 to install VigorACS. It is suggested to use ACS customized MariaDB database. When

asked to enter MariaDB password, press “Enter” if you haven't changed the password via the

command. Then, confirm that TR-069 database has been installed successfully.

=5 ]

root@107224: /home/draytek/3.3.1

m

Wait and follow the instructions on the screen to finish the installation.

VigorACS3 User's Guide
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root@107224: fhome/draytek/3.3.1_r3770

root@107224: /home/draytek/3.3.1_r3770

11 1 a T e

VigorACS 3 User's Guide



13. Input 11 to finish and exit the installation.

Step 14 is required for establishing remote database only. You can ignore it while building
local database.

To prevent port conflicts, we'll suggest that using other ports for HTTP and HTTPS instead
of default 80 and 443.
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After installing VigorACS, mysql/mariadb daemon has started. You can check it using "
[usr/local/vigoracs//VigorACS/bin/vigoracs.sh” instruction. Use the menu item 1/2 to start /

shutdown mysgl/mariadb.

£P root@107224: fhome/draytek/3.3.1 13770 = | 2| ]

HAVE A N DAY

After installing InfluxDB, access “/usr/local/vigoracs//VigorACS/bin/vigoracs.sh” and execute

“.[vigoracs.sh”. Next, it is necessary to start InfluxDB for VigorACS. Select item 3 to start InfluxDB.

[ ][& ||

root@107224: fhome/draytek/3.3.1

4.
5.

[=4]

-]

FEE
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After installing VigorACS, access “/usr/local/vigoracs//VigorACS/bin/vigoracs.sh” and select
item 5 to start VigorACS.

root@107224: fhome/draytek/3 3.1
- oy

E=SEo
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root@107224: fhome/draytek/3.3.1_r3770
d 0. .0 a 4

root@107224: /home/draytek/3.3.1_r3770
MAX Me What 7 (U

If you ever reboot the machine after installing VigorACS, just select item 1to start mysql/mariadb

first. Then, select item 5 to start VigorACS.
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Activate the chatbot server. The user account can check general information of VigorACS server
through specific mobile phone device and/or PC.

Select item 7 to start VigorACS Chatbot.

root@107224: fhome/draytek/3.3.1_r3770 [E=1(lc!

nter for 18443 port)?

o R

e |

Later, the VigorACS Chatbot process ID will be shown on the screen.

£P root@107224: /home/draytek/3.3.1 r3770 o[- B |23

number or Enter for 18443 1 ?
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When starting the VigorACS at first time on Solaris or Linux, startup program will ask you input
Server IP or input Enter key by using the IP address of the host. Once you input the IP address,
VigorACS will keep it on startway.txt. Next time, if you want to change it, you can select item 9 to
edit startway.txt using vi editor.
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2.3 Registering VigorACS

For the first time to activate VigorACS, the system will ask you to register VigorACS onto DrayTek

MyVigor server. Refer to the following sections to register VigorACS on different platforms.

@ While installing VigorACS, install program will register MySQL/MariaDB to Windows Service.
MySQL/MariaDB will startup automatically after installing VigorACS or rebooting system.
Normally, you don't need to worry about this step on Windows. But if you find any
problems on VigorACS, you should check mysgl/mariadb first. Please go to Windows
Service check the MySQL/MariaDB Service starts or not.

After installing VigorACS, the software will startup automatically. Normally, you don't need
to worry about this step on Windows. But, if you find any problem on VigorACS, you could
shut down VigorACS and start VigorACS again.

2.3.1 Registration for VigorACS via Windows Platform

Below shows the steps to register VigorACS:

1. Login VigorACS. Use a web browser and enter “localhost.portnumber”. Note that the port
number must be the one defined for HTTP and HTTPS port while installing VigorACS. For
example, if HTTPS is defined as 8011, then the URL will be “localhost.8011".

2. The login page of VigorACS will be shown as the following. Please enter “root” as user name
and “admin123” as password and enter the authentication code. Then click Login.

& EN ~

VigorACS

User Name

root

Passward

ssssssse -3

Dray Tek Validation Code

5817
Remember me 58 1 ?
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“root” and “admini23” are default settings.

3. Alicense Error dialog appears as follows. Simply click Active.

A login page for MyVigor web site will be popped up automatically. Type your account (user
name) and password in this page. Check the box of “'m not a robot”. Then, click Login.

“The MyVigor website does not record any personal identifiable information with the exception of your IP Address which is recorded after login for security purposes.

ENGLISH
Username
carrieni

Password

DrayTek

Create Account / Get Help

Return to old MyVigor

Terms of Service / Privacy Policy

If you do not have any account, simply click Create Account to create a new one for
using the service provided by MyVigor web site.
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5. MyVigor will verify and authenticate if the user account you typed is allowed to access into

the web site. If yes, the following screen will appear. Enter a nickname for VigorACS and click

Submit.

Product register ( Add Device )

Device Name

Model

MAC

Serial Number

VIgorACS3_carrie

VigorACS3

ACS3200700013

ACS3200700013

6. The information related to VigorACS has been added to the database and has been

registered to myvigor website successfully. Clilck Activate License.

My Product > VigorACS3_carrie > Service Status

VigorACS3 User's Guide

License Status ]

License Action Activate License Force Sync

License History

Today
20200131

Product Registration
20200131
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7.  When the following page appears, click Accept.

License Agreement for ACS 3

AR 1, A AR 1, Ay AL RIS IAAAALS L 1 S8 AR IR AER AL A1 e 1y SRS SRR A2 18 iR
Siates Government shall be governed by the terms of this License Miscellaneous. This License will be governed
by and construed in accordance with the laws of the State of California, U.S.A , without reference to its conflict of
law principles. If a court of competent jurisdiction finds any provision of this License invalid or unenforceable, that
provision will be amended to achieve as nearly as possible the same economic effect as the original provision and
the remainder of this

License will remain in full force. Failure of a party to enforce any provision of this License shall not waive such
provision or of the right to enforce such provision. This License sets forth the entire agreement between the
parties with respect to your use of the Supplier Software and supersedes all prior or contemporaneous
representations or understandings regarding such subject matter. No modification or amendment of this License
will be binding unless in writing

and signed by an authorized representative of Supplier. You will not export, reexport, divert, transfer or disclose,
directly or indirectly, the Supplier Software, Supplier Products or any technical information and maierials supplied
under this Agreement without complying strictly with the export control laws and all legal requirements in the:

relevant jurisdiction, including without limitation, obiaining the prior approval of the U.S. Department of Commerce.

8. Make sure the registration date of VigorACS. Click Next.

Activate License of ACS 3

License Trial

Activate Date 2020-01-31

January 2020

Su Mo Tu We Th Fr Sa

9. Confirm the content and click Activate.

Activate License of ACS 3

Please confirm the below information then activate the license.

Service  ACS
Service Provider ~ DT-ACS-3
License  Trial

Activate Date  2020-01-30

Expire Date  2020-02-29

coed
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10. When the License Information page appears, the service is ready for you to use. Click Login to

ACS to use VigorACS service.

DrayTek

VigorACS License Information

OPERATION 1000 : License Key OK
LICENSE IO 0002097

STARTDATE  2020-01-30
EXPIREDATE  2021-02-29

MAX NODE 00000020

TRIALLICENSE  No

1. The login page will appear as follows. Type the default settings of User Name (root) and
Password (admini23) and type the authentication code. Then, click Login.

@ EN ~
VigorACS
User Name
root
Password
esssssee @
Dray Tek Validation Code
5817
Remember me ; 5 !
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12.  Now, the main screen of VigorACS will be shown as follows.

= quyTek VigorAcs 3

| €7)  Dashboard

Map Overview

New Devices

Action 1P Address Device Name

102.168.143.10:8

= .
" - A 132910 mk_carrie
« 8 o m .tmem@ |
AutoRefresh: 1Minute ~ | G
Network Overview
Network Overview Map Overview
SubNetwork Ontine: Aarm New Devices
123 6 100136
© Roat Network Reset to defauit

Network Members Online  Offine

Hotspot

Routs

Device Type
Vigor2120m+
Vigor2sstac
Vigor2952Pn
Vigor2062p

Vigor3220n

< 1mos >

2.3.2 Troubleshooting for Unstable CPE Status

In some cases, the online status of CPE is unstable, which displayed offline when it is online.
Check the following if you meet such kind of problem.

o ®
"
— i TS °..
= | - -7
VigorACS 3

CPE

Allow TR-069 server access from the Internet

Please make sure you have enabled the TR-069 server remote access from System
Maintenance >> Management of CPE WebUI if your ACS server is on the Internet/WAN side.

System Maintenance »> Management

o

IPv4 Management Setup

IPvE Management Setup LAN Access Setup

Router Name | DrayTek

[CJ Default: Disable Auto-Logout
[[JEnable Validation Code in Internet/LAN Access

CAPTCHA auth code.

Note: |ES and below version does NOT support Dray0S

Management Port Setup
® User Define Ports O Default Ports

Internet Access Control

B Allow management from the Internet I

omain name ai owecl|

CJFTP Server

[_JHTTP Server [JEnforce HTTPS Access
HTTPS Server

Telnet Server

TROGY Server

[138H Servar

44

Telnet Port (Default: 23)
HTTP Port [0 |(Default: 80)
HTTPS Port (Default: 443)
FTP Port (Default: 21)

| TROSY Port {Default: 8069)
SSH Port (Default: 22)
Note:

Ports 8001 and 8043 are used for Hotspot Web Portal.

Brute Force Protection

[JEnable brute force login protection
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Enable Periodic Inform

The periodic inform option should be enabled from System Maintenance >> TR-069 of CPE

WebUL. It is recommended to configure the 900 seconds as the inform interval. Sending
inform too frequently may increase the loading of the ACS server.

CPE Client

Protocol @HTTP  OHTTPS
URL

Port 8069

Username viger

Password

Note: Please enable TR-069 server to allow access from Internet on System Maintenance >> Management
page.

Pericdic Inform Settings

@® Enable O Disable
Time Interval second(s)

Apply Settings to APs/Switches

O Enable ® Disable
AP/Switches Password

AP/Switches Password

OK Clear

Check TR-069 authentication

There are two sets of authentication info displayed on the CPE TR-069 setting page, which
have different meanings.

- Register to the network of VigorACS 3

ACS will check the username and password fields from the TR-069 setting and assign to the
corresponding network group.

Register ACS Network
VigorACS3 CPE
et etk ¥ DrayTek vencss - & Systom Maintenance >» TR.069 Setting )
Netweork Management
= ACS and CPE Settings. Reporting P
=
TR-069
PP
© 3220n_001DAASS47S8

Disable @ Enable

Primary ACS Server
General Settings

ACS Server On

Networkio

[Intemnet v}
Enable TRO59 Server on System Mai
URL [

> trol

Wizard

T Acqure URL from DHCP option 43
[ses
Password =

“STON Settings.

Server Address

A
A 4

Usemame

Enable ® Disable.
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4 28 RootNetwork(l)

© 32200 0010ARSS47S8

- Get CPE information
The authentication is required while ACS initiates the connection to CPE for information

requested. The username and password between System Maintenance >> TR-069 >> CPE
client (within CPE's GUI) and Network Management >> Device (on ACS) should be the same.

Get CPE Information

LT EEERE =

B

VigorACS3

CPE

System Maintenance >> TR-069 Setting o
vap

ACS and CPE Settings __Reporting Export Parameters.

TR-069 O Disable ® Enable

Primary ACS Server
ACS Server On

[Internet_ v]

Enable TROE9 Server on System Mai >> >> Internet A Control
ovic URL [ | Wizard
1
ModetName
Vigor3220n
note1 Nota2 CPE Client

Protocol @HTTP  OHTTPS

MAC Address ORL

0010ARS54758
Port 8069 ]
s
Usemame

Management port
“3

Check STUN setting

If the CPE is behind NAT, do not forget to enable the STUN setting. Also, the STUN server is

cpecuntip

19216810522

a

Password

vigor

oter

page.

HTO BCCese ToM Tt on System Mai >

Periodic Inform Settings

Enable @ Disable

Time Interval

900 second(s)

only allowed to use our ACS server. Please DO NOT use the 3rd party STUN server.

ACS and CPE Settings

Reporting Configuration

Export Parameters

TR-069

Primary ACS Server

) Disable @ Enable

ACS Server On

Enable TROES Server on System Maintenance >> Management == Internet Access Control

URL | |[ Wizard |
[JAcquire URL from DHCP option 43

Username |ac9 |

Password sanvesen |

STUN Settings

® Enable O Disable

Server Address |ac9faq.dra}rtek.ccm

Server STUN Port 3478

Minimum Keep Alive Period second(s)
Maximum Keep Alive Period second(s)

Check the ACL setting

Make sure the IP of ACS server is also added into your access list once you enable it.
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Access List from the Internet CVM Access Control

t}'-:“l'pplgr fecess Llir?;;)( Fne Description evi por (Default: 5000)
1 ”’q 11.2223.44.-'255.255_255_255 [JCVM SSL Port (Default: 8443)
2 [IP Object v|[None ] AP Management

3 [IP Object v |[None ~| E Enable AP Management

4 [IP Object v|[None v

5 | IP Object v || None v| Device Management

6 [IP Object v [None < [JRespond to external device

7 [IP Object v |[None v

8 [IP Object v|[None v

9 [IP Object v |[None v

10 [IP Object v|[None v

Check the firewall on ACS server

Make sure your ACS server has correct firewall setting which allows those incoming traffic:
- HTTP port (Default tcp port 80)

- HTTPS port (Default tcp port 443)

- STUN port (Default udp port 3478)

A

=

Open HTTP/HTTPS/STUN port

= . =
=i

VigorACS 3
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Chapter 3 Getting Started

3.1 Accessing Web Page of VigorACS

1. Login VigorACS. Use a web browser and type “localhost.portnumber”. Note that the port
number must be the one defined for HTTP and HTTPS port while installing VigorACS. For
example, if HTTPS is defined as 8011, then the URL will be “localhost.8011".

@ EN -

VigorACS
User Name
root

Password

esssssee @

DrayTek Vltton Gove

5817

Remember me

2. After clicking Login, main screen of VigorACS 3 will be shown as below.

= DrayTek vigorscs: | T - O O EEM e (R
1 (@) Dashboard AutoRefresh: IMinute v O &
& Network Overview
m Summary SD-WAN Map Overview
(o) Map Overview % Device Overview Clients
o y Routers APs Switch o BTeffc
E ' : 4 0 0 [ NewDevices
2 Device Name Model MAC
2865Vac 1449BC34FE08 STD 4521 Vigor2865Vac 14:49:BC:34:FE:08 Online 41days 23
% 2866Vac 1449BC3484C8 Vigor2866Vac  14:49:BC:34:84:C8 Online 41ldays23
2866Vac_1449BC3484D8 Vigor2866Vac  14:49:BC:34:84:08 Online 42 days 04
n
2927Lac 1449BC3E3C18 Vigor2927lac  14:49:BC3E:3C:18  Offline  0days 00+

M < 111 > M

& @ @

ek

Active Clients-Top 20 Olast2dhours . »  x Traffic-Top 20 Olast2ahours _
Total Total
0 0% I86liac 1440RCURACR /0 19992 MR '82.67TMR '117.25MB JRAAVAC 14 [RAGEMR T IR 5D -
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The Dashboard displays general information and quick overview for all the devices (CPE, Access
Point) managed by VigorACS.

Pcap
- 3:51:36 PM root
~ Q
Dray Tek visoracs3 B[ ] Cl@ P 3% |pumen R |D
T
€7 Dashboard AutoRefresh: 1 Minute ~ C &
Network Qverview E
Summary SD-WAN
Map Overview x Device Overview Clients
Routers. APs Switch Traffic
+ 4 0 0 New Devices
- Device Name Model MAC Reset to default
ra
v 2865Vac 1449BC34FE08 STD 4521 Vigor2865Vac  14:49:BC:34:FE:08 Online 41 days 23
an
2866Vac 1449BC3484C8 Vigor2866Vac ~ 14:49:BC:34:84:.C8 Online 41days 22
= 8%
el 2866Vac_1449BC3484D8 Vigor2866Vac  14:49:BC:34:84:D8 Online 42 days 04
sty
2927lac 1449BC3E3C18 Vigor2927lac  14:49:BC:3E:3C:18  Offline  0days 00
9 . .
India
[B5e
Vigt Nam
e ¥ Philippines. K < 1
Malaysia
tdanesia
Papua Niugini
" Active Clients-Top20 Olast2ahours _ - » Traffic-Top 20 Olast24hours  _ -~ x
Total Total
0 0 IRGEVAC 1449RCIARACR [0 19992 MR '8267TMR ‘117.25MR IRGEVAC 14. [RAGRMRT 3857

A:Menu Bar - Display the menu items related to the network.

B: Display Tab - Display current selected item, e.g., root network, group network and CPE model.
In this page, the Root Network is selected.

Pcap
C: ° Capture Packets - Offer options to view what packets that VigorACS server transmits or
receives. To enable the function, open System>>System Parameter and choose True for ID
number 81: PacketCaptureTool.

D: Selections - Display current used account and offer selections for setting password,
two-factor authentication, manage notification, theme change and logout.
E: Auto Refresh, Manual Refresh, and Widget - For the widget, there are six display views to

select, including Network Overview, Map Overview, New Devices and Reset to default. Only the
selected one(s) will be displayed on the dashboard.

 overview - There are three types (Network Overview, Map Overview, New Devices) of overview
under the Root Network.
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Under the selected network group (e.g., RD8 in this case), there are two tabs to choose. One is
Summary; the other is SD-WAN.

DrayTek [ o

Dashboard [ Auto Refres

Map Overview - Device Overview

Device Nama Moel MAC Sus  UPTime FumwarsVersion  Active Cliests VPN

Active Clients- Top 20 2R 2 hows x Traffic. Top 20 Last 24 hours

0 T o 0 Byte 0Byte 0Byte

- Totai

A:Menu Bar - Display the menu items related to the network.

B: Display Tab - Display current selected item, e.g., root network, group network and CPE model.

In this page, the group network (e.g., RD8) is selected.

Pcap
C: O Capture Packets - Offer options to view what packets that VigorACS server transmits or
receives. To enable the function, open System>>System Parameter and choose True for ID
number 81: PacketCaptureTool.

D: Selections - Display current used account and offer selections for setting password,
two-factor authentication, theme change and logout.

E: Auto Refresh, Manual Refresh, and Widget - For the widget, there are six display views to
select, including Network Overview, Map Overview, Clients, Traffic, New Devices and Reset to
default. Only the selected one(s) will be displayed on the dashboard.

& Overview - There are five types (Network Overview, Map Overview, Clients, Traffic, New
Devices) of overview for the Network Group.

summary and SD-WAN - There are two tabs bringing different page contents.
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This page offers device information such as system resource, connectivity and alerts for such
device, wireless LAN configuration, wireless station overview, WAN overview, LAN overview, VPN
overview, Port Status, Network Status, LTE Information, USB Modem Information, Map, VolIP Status,

and Quick Tools for the selected device.

= Draylek esc: 8} =lizzw]
:
2865Vac_L449BCIAFEDS [_p‘.m. Status: Marms:]  Active Chients:0  AutoRefreshs 1Minwte ~ O ] E
Port Status WAN Overview Fl —
. ® @ Vi o o
L ACT WANZ QoS o -4 i o s
e . ® == -
e o s
IR = |
T 286 0 Phowz o . s
A Device Information
Total
Davice Name . |
WANT |
1P Address ;
Network Name moTest SO-WAN i
Model WANI | (+0Byte 10Byte 0%
.
Flrmware Version 441510 WANY
MAC Address L44%BCMFE0E WANS
Up Time WANG

Connactivity and Alerts LAN Overview

Wt SueTime Claar T Typs Massage 1 Actren Cares

L Status P Mask BHCP

g-f-'ﬁ

Note +asd

\e

-
Quick Tools

load Last Config Reboot Now

A: Menu Bar - Display the menu items related to the selected device (CPE).

B: Display Tab - Display current selected item, e.g., root network, group network and CPE model.
In this page, a CPE device (e.g., Vigor2865 series) is selected.

Pcap

C: ° Capture Packets - Offer options to view what packets that VigorACS server transmits or
receives. To enable the function, open System>>System Parameter and choose True for ID
number 81: PacketCaptureTool.

D: Selections - Display current used account and offer selections for setting password,

two-factor authentication, manage notification, theme change and logout.

E: Status - Display current status (online/offline) of the CPE and allow to refresh current page.
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€7)

tls

52

F: Time Setting - Display the clients detected within 24 hours, 7 days or 30 days.

G: & Overview - There are several types (Network Overview, Map Overview, Clients, Traffic, New

Devices) of overview under the selected device (CPE).

H: Quick Tools - Offer a quick method to backup configuration, restore last configuration,

download last configuration and perform immediate reboot.

Display the menu items available for the network or network group or selected device (CPE).

Menu Bar for Root
Network.

Dashboard
Monitoring

Configuration

Maintenance
Reports
Provisioning
Network &

Service

Management
System
User

About

CHD

Configuration

VPN

AP Profile

Load Balance

Route Policy (SD-wan)

VolP WAN (5D

Menu Bar for Network Menu Bar for Selected
Group. CPE.
o Dashboard €7
L Dashboard
Statistics
. Statistics
Monitoring
Monitoring

Configuration

Configuration
Hotspot Web

Portal Advanced

Maintenance Maintenance

Reports

Reports
Provisioning Provisioning
Network & Network &
Service Service
Management Management
System System
User User
About About

Move the mouse cursor to each
icon to open the drop down

menu list.

Select the menu item and access

into the configuration web page.
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3.2.5 Root Network, Group Network, and Selected CPE

The information on the dashboard will be shown according to the root network, the network
group or a CPE selected.

3.2.5.1The Display Tab, Root Network

Click the Display Tab to display a drop-down list. This tab will display the name of the network
group or the name of the selected CPE based on your selection. In default, Root Network will be
shown on the Display Tab.

Root Network(267)

£ RD3(14)
2 RD5(9)
& RDEE)
2 RDI(15)
& ROB(S8)
& RD8I(1)

25 RD999(1)

When the Display Tab shows a network group / CPE, and you want to return to Root Network,
please move the mouse cursor on the Display Tab. Click to display the drop-down list and select
the Root Network.

3.2.5.2 The Display Tab, Network Group

Click the Network Tab. Move the mouse cursor on the network groups. Scroll and click the one
(e.g. RD8) you want. Later, the selected network group will be shown on the Display Tab.

Lem— )

Root Network(267) Dashboard

Summary  SDWAN

& RDI(L4) ﬁ Map Overview

£ RDS(9)
e wmERR

& RO6(3)
& RDI(15)

&5 RDB()

5 RDI%()

3.2.5.3 The Display Tab, CPE Device

Click the Model Tab. Next, click the > button to list other CPE devices with the same model as the
selected device. Select the device you want, then the selected CPE will be shown on the Display
Tab.
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2862Vac_001DAAFTCOEQ VJ

Network 2862Vac_001DAAFTCOEQ

£00LBC_UUIURADLUTRD

Root Network(267)

25 Vigor2830(1)

2862Vac_001DAAF1CTOL Port Status - -
& Vigor2832(1)

2862Vac_001DAAED3840

5 Vigor2860(16) r ~ T
® 8 ® [ovTolr
S Vigor2862(9) . ‘g WANz Lne ST ACR

2862Lac_001DAAG21018 i . ® —
& Vigor2865(9) U DSL Phonet

2862n_OD1DAAEAZEAS sy . »
& Vigor2866(1) %l 245G Pnonez e o

@
-]

DrayTek

2 Vigor2912(6)
2862Vac_001DAAFTCOCO

£ Vienr2Q152

3.2.6 Capture Packets

54

Offer options to view what packets that VigorACS server transmits or receives.

The system administrator might want to inspect what packets that VigorACS server transmits or
receives. He/she can perform the packet capturing by using Wireshark or use the Capture
Packets icon on the top-right of VigorACS web page. The captured packets information between
VigorACS server and CPE client will be the basis of debugging.

Pcap

(=)

Select a network interface to capture packets:

=]
P

MAC: 04:42:13:20:-70:49
I1Pw4: 192.168.105.141

55
MAC: 54:66:b3:04:23:18

This function can be enabled or disabled on System>»>System Parameter, ID 81
PacketCaptureTool. In default, it is disabled.

If no WinPcap or Libpcap installed on VigorACS server, the following message will be
shown on the screen instead of Capture Packets icon.

A=ld A No network device detected, please check if libpcap/WinPcap is installed. &

After clicking the Capture Packets icon, all of the network interfaces possessed by VigorACS
server will be shown on a drop-down list. Under the network interface, corresponding IP address
and MAC address also will be listed.
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Click one of the network interfaces to configure settings for and perform the packet capturing.

Pcap

€

¢ Select another network Interface

Capture Settings

Selected Network Interface

MAC: 0d:42:1a:20:T0:49
IPv4: 192.168.105.141

Filter Examples

{Mone)

You can type filter normally, for more expression syntax,

please visit:

Custom Filter

Timer

«©

Timer (1~ 15 Minutes|

‘ Cancel ‘ M Start Capturing

These parameters are explained as follows:

Item

Capture Settings

Timer

Start Capturing

VigorACS3 User's Guide

Description
Filter Examples — Choose d filter for filtering the packet
corresponding to the type selected.

For example, when TCP Only is selected, only TCP packets will be
captured and recorded. When IPv4 address 127.0.0.1 is selected, then
only the packets coming from/sending to that IP address will be
captured and recorded.

Custom Filter — Variation of Filter Examples will change the setting in
Custom Filter. However, the system administrator can define the filter
by entering correct syntax (e.g., host 172.16.2.222) if required. Packet
capturing will be executed according to Custom Filter setting.

Switch the toggle to enable/disable the setting.

If enabled, VigorACS server will capture the packets within the time

limit defined below.

Timer (1-15 Minutes) - Enter a value as a time limit.

Click to start packets capturing.

After clicking it, VigorACS server will continuously capture the
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packets until time up or manual stop. While capturing, the
system administrator can perform any job on VigorACS still. The
status will be shown as the following figure. If Time Limit is

disabled, the status bar will not show the timer information.
O Pcap

| 445 o

When the time is up or stop the job manually, the status of Pcap

will be stored as a file on the hard disk. Later, use the tool of

Wireshark to check the content of the file.

In considering the network security, when someone performs the
packet capturing on VigorACS server, other users are not
permitted to use Capture Packets until the one finishes or stops
the job. Only the one who performs the packets capturing can

download the packet capture file.

A Pcap is now in use by “root”, please wait for current capturing finished. &

Click the Refresh button on the right side of Pcap status bar to check

if someone else uses Pcap or not.

The default file format of Pecap file: user ID_date (YYYY-MM-DD.hhmmss). The following example

figure shows the content of pcap file by using Wireshark.

users_1514856005133_2018-10-23.175412.pca
peap

File Edit View Go Capture Analyze Statistics Telephany @ireleﬁs Tools Help

>

> Internet

dm g iDRE Res=zFaEEaaan
(W 200l o display flter -+ <Ctil/> =0 ~| Expression~  +
To. Time Sonrce Destination. Frotocol  Lengfh  Info
3 @.e01608 192.168.50.10 192.168.1085.59 TCP 54 64750 + 8069 [ACK] Seg=1 Ack=1 Win=64248 Len=-@
i 4 0.001821 192.168.50.1@ 192.168.185.59 HTTP 155 GET /cwm/CRN.html HTTP/1.1
< 5 0.004382 192.168.185.59 192.168.58.18 HTTP 262 HTTP/1.1 401 Authentication Failed
8 8.085541 192.168.185.59 192.168.50.10 TCP 68 8069 » 64758 [ACK] Seq=209 Ack=183 Win=25688 Len=0
10 6 60cA0Y 107 169 to 10 107 169 10 ca Tro LA AATEA o 90RQ TACKT CAn—101 Arl—110 Win-£AB2D | An—O A
< >
> Frame 4: 155 bytes on wire (124@ bits), 155 bytes captured (124@ bits)
» Ethernet IT, Src: AsustekC_56:f7:99 (88:d7:f6:56:¥7:99), Dst: Draytek_69:4a:e8 (08@:1d:aa:69:4a:e8)

Protocol Version 4, Src: 192.168.58.1@, Dst: 192.168.185.59
» Transmission Control Protocol, Src Port: 64750, Dst Port: 8069, Seq: 1, Ack: 1, Len: 101

0000
ee1e
0020
0e3e
ee4e
8858
0068
0a70
eese
0099

ee 1d
00 8d

aa
16

69 3b fc
fa f@ 1d

52 de
ad Ba
6b 61
74 79
73 74
35 39

2e
55
72
43
3a
3a

69 42 e8 88 d7
fa 48 00 80 86
ee 1f 85 3c 14
16 @8 ee 47 45
68 74 6d 6c 28
73 65 72 2d 41
74 61 20 43 of
6c 69 65 e 74
28 31 39 32 2e
38 30 36 39 ad

f6 56 7
00 88 @
c@ 8e e5
54 28 2f
48 54 54
67 65 6e
6d 6d 6f
2f 33 2e
31 36 38
@z 0d @a

99
a8
83
63
58
74
6e
31
2e

2]
32
EH
77
2f
3a
73
ad
31

@0 45 @@  ---iJ--- V----E-
@a c® a8 ----@-- --- B
64 58 18 i; << oo -dP-
6d 2f 43 - GE T /fcum/C
31 2e 31 RN.html HTTP/1.1
20 4a 61 --User-A gent: Ja

2d 48 74  karta Co mmons-Ht

@a 48 of tpClient /3.1--Ho

3@ 35 2e  st: 192. 168.185.
59:8069. - - -

O 7 uoers 1514856095133 _2018-10-23 175419 peap

|| Packets: 502 - Displayed: 502 (100 0%) || Profile: Defsult
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3.2.7 Set Password, Two-factor Authentication, Manage Notification, Change and Log
Out

Display current used account and offer selections for setting password, two-factor
authentication, Manage Notification, theme change and logout.

15:16:21 mk_carrie
122124 System Administrator

i Auto Logout @ ()
EE English ~
5 Set Password
Z+ Two Factor Authentication
£\ Manage Notification
4 Change Theme

[+ Logout

3.2.7.1Change Language

The web pages of VigorACS can be expressed with different languages. Select the one you want.

Auto Logout @

EE English ~

Change language

3 (EiE)
Deutsch
English
Nederlands

FR (1ERS)
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3.2.7.2 Set Password

The login password for current user account can be changed simply and easily by using Set

Password from the drop down menu on the top-right corner.
Set Password
Account:

MNew Password -2

Confirm Password £

3.2.7.3 Two-factor Authentication

Usually, the system administrator can access into VigorACS by using user account and password.
If network security is highly concerned, two-factor authentication will be strongly recommended.
For using two-factor authentication for accessing VigorACS;

1. Get and install Google Authenticator (iOS/Android) first.

2. Login VigorACS 3 by using the user account and password.

VigorACS

DrayTek P——
5817
Remember me ‘5847

3. Open Root>>Two-factor Authentication and enable the button of Enable two-factor
authentication.
e

« Tum on Two Factor Authentication please follow the Instructons below.
+ Choose Default’ means Two Factor Authentication Is based on TOTP Authenticator.
+ Getand Install Google Authenticator | )

+ Scan the QR-Code or manual Input secret key

+ Click the save button to verify the code generated from APPs

+ Recommendation: You should backup the secret key or QR Code

Description mk_carmie@VIgorACs.
Display in App: VigerACS{mk_carmie@VigorACS)

QRCode

Manual Input 3HKBRILHIGLRO3GM

Verification Code.

- -
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4:52
< App Store

o146 @)

=  Google Authenticator

VigorACS (root@VigorACS)

443 987 ¢

+

Code and click the Save button.
Two-factor authentication

Enable two-factor authentication [ @)

= Tum onTwo Factor Authentication piease follow the Instructions below.

- Choose"Default” means Two Factor Authentication Is based on TOTP Authenticator.
- Getand Install Google Authenticator { | )

- Scanthe QR Code or manual Input secret key

= Click the save button to verlfy the code generated from APPs

- Recommendation: You should backup the secret key or QR Code:

5. A key will be created randomly on the cell phone

Description mK_carmle@VigorACs
Display in App: VigorACS{mk_carrie@VigorACS)

QR-Code

Manual Input 3HKBRILHIGLROIGM

Verification Code 278804

Logout VigorACS 3.

VigorACS3 User's Guide

Cancel m

4. Use your cell phone to scan the QR-Code shown on the Two-factor Authentication page.

. Enter that key on the box of Verification
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7. Re-login VigorACS 3. The first login web page requires you to enter the original user account

and password.

@ EN v

VigorACS

User Name

root

Password

essscses @

DrayTek

Validation Code
5817

Remember me

After clicking the Login button, the second login web page appears. Please enter the

verification code (created randomly) obtained from the APP (Google Authenticator) on your
cell phone and click the Verify button.

EEN -

VigorACS

123 456

Verification code

Copyright © 2017-2021 DrayTek Corp. All Rights Reserved.
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This option is available when the role of the user accessing the VigorACS server is the System

Administrator.

Manage Notification

Emall Notification [ @)

Email

SMS Notification

Telephone

Chatbot Notification

App Notification

©

Q

These parameters are explained as follows:

Item

Email Notification

SMS Notification

Chatbot Notification

App Notification

Save

VigorACS3 User's Guide

Description

Switch the toggle to enable [ disable the function.

When it is enabled, an email will be sent to the user as a notification

when the connected device gets alarms.

Email - Enter the email for communication between the user and
VigorACS server.

Switch the toggle to enable / disable the function.

When it is enabled, an SMS will be sent to the one listed here as a

notification when the device gets alarms.

Telephone - Enter the telephone number for receiving the SMS
notification.

Switch the toggle to enable [ disable the function.

When it is enabled, a notification will be sent to the user with a
pop-up message when the device gets alarms, events, notifications

and information related to VigorACS.

If enabled, this user account can check general information of

VigorACS server through specific mobile phone device and/or PC.

Switch the toggle to enable / disable the function.

If enabled, use the DrayTek Router App to scan the QR-Code for APP
Notification.

Save the settings.

61



62

3.2.7.5 Change Theme

Click Change Theme icon to choose light theme or dark theme for screen display.

Change Theme

Theme

& Automatlically detect system or browser theme (Detected: Light Theme)

Light Theme Dark Theme

CI=NED Doy ik x

3.2.7.6 Logout VigorACS

Click Logout icon to logout VigorACS immediately. Or, switch the toggle of Auto Logout to enable
the function of exiting VigorACS after five minutes without any operation.

Auto Logout @ ‘:)
EE English ~

5 Set Password

S+ Two Factor Authentication

£\ Manage Notification

4" Change Theme

[: > Logout ]
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3.2.8 Auto Refresh, Manual Refresh, and Widget

Auto Refresh: 1 Minute ~ | & &

Item Description

Auto Refresh Select the time interval for refresh the web page automatically.

Auto Refresh:| 1 Minute =~

1 Minute

5 Minute
10 Minute
Disable
Manual Refresh Click to refresh the web page immediately.
Widget There are six display views to select, including Network Overview, Map

Overview, Clients, Traffic, New Devices and Reset to default. Only the

selected one(s) will be displayed on the dashboard.

AutoRefresh: 1 Minute ~ | & &
Metwork Overview
Map Overview
Cllents
Traffic

Mew Devices

Reset to default

Available quick overviews on the dashboard will vary according to the
root network, selected group network and selected CPE.
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There are several types (Network Overview, Map Overview, Active Clients, Traffic, New Devices) of
overview. The types will vary according to the root network, selected group network and selected
CPE. Use the Widget drop menu to select or deselect the type of the overview.

Active Clients Tep 20 Last 24 hours . Traffic- Top 20

27 100 % 251.28 GB 30.38 GB - 220.90 RD3/17267GB1 20.52GB | 143.15GEB .
GB 4

New Devices

F

ction IP Address [

Device Type

CoBoE

This area displays the Network Overview or the Device Overview.

Item Description
Category Switch between Network or Device.
Network
[ Network |
Device
- / - - (Minimize) - Hide the page.

<" (Fullscreen) - Display the page in fullscreen.

x (Close) - Delete this widget.

Under Network Overview, all of the networks with names can be seen on this area. Use the scroll
bar to view others networks. Icons of W, V and L represent WAN Alarm, VPN Alarm and LAN Alarm.
The digit next to the word, Alarm, indicates the number of warning message received by that

network. The number next to ONLINE indicates how many devices are active; the number next to
OFFLINE indicates how many devices are inactive.
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AutoRefresh:| Disable ~ | & &

Network Overview - X
Sub Network Online Alarm | [Network ~
123 4 100138
@ Root Network
Alarm
MNetwork Members Online Offline Go To Dashboard
Total WAN VPN LAN

@ directly-under-Root Network 0 13 13 0 0 0 i
@ AutoTestMNetwork 0 1 3 2 1] 0 &
@ AutoTest Dev 2 T T 0 1] 0 &
@ AutoTest_SD-WAN 0 2 2 0 0 0 &
® AutoTest VPN 1 0 0 0 0 0 &
@ Hotspot_Web_Portal 0 2 2 0 (1} 0 &
® Router_App_Network 0 2 2 0 0 0 &
® T _2024-07-22 Wholesale GA D 0 0 0 0 0 0 &

Under Device Overview, move the scroll bar left and right to check basic information for each
device. Click » (Next) or << (Previous) arrow to display next page for checking information for

other devices.

Device Overview - S X
Routers APs Switch | [ Devie
141 99995 6
Device Name Model MAC Status UP Time Firmware Version  Active Clients VPN

202T7Lac 1449BC023768 Vigor2927Lac  14:49:BC:02:37:68 Online 0 days 02:50:16 4423 0 1
2120n O01DAATFF2A4 stun Vigor2120n+  00:1D:AA:TF:F2:A4  Online  41days20:00:29 3.8.10 0 0
28651 ac 1449BC3DTAO8 Vigor28e5Lac  14:49:BC:3D:TA:08  Offline 0 days 00:00:00 445 5TD 0 0
2952Pn 001DAAFBD818 https Vigor2952Pn  00:1D:AA:F8:D8:18 Offline 0 days 00:00:00 39.7.2 0 0
2062P 1449BC39F110 hitps Vigor2962p 14:49:BC:39:F1:10 Online  46days 19:57:10 4.3.2.6 0 1
3220n 001DAASSATSE Vigor3220n 00:1D:AA:55:47:58  Offline 0 days 00:00:00 3974 0 0
AP 810 001DAATCIBS0 VigorAP 810  00:1D:AA:TC:2B:50 Offline  0days00:00:00 1.3.4 0 0
AP 902 D01DAA3FISOE stun VigorAP 902 00:1D:AA:3F:15:0E  Offline 0 days 00:00:00 134 0 0

K { 111518 > x|
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3.2.9.2 Map Overview

This map displays the location of the devices managed by VigorACS. The number on the map
points the quantity of the devices classified under the root network or network group. Move your
mouse on the number and click it. The map will be zoomed in with more detailed information.

Map Overview will vary according to the root network or the network group selected.

Dashboard
Map Overview Sox
Map  Satellite i

o&

PRl = 0 o +

g g —

Map data £2020 Google Terms of Use  Report @ map emor

R0 v DrayTek

Dashboard
Summary SD-WAN
Map Overview X
HE EEER g

i
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It is available for Group Network and CPE Device selected.

This area displays the top 10 clients or top 20 clients accessing into VigorACS during the last 24

hours, 7 days or 30 days.

Active Clients-Top 20 ©last24hours — 7 X
Total
8 100 RD2 /8 100%
10 Total
ALANWEN / 0 0%
8
|
6 “‘ ‘ ‘ Alvaco /0 0%
4 v
T T TTT I TTT TTTTEYTTTEIN - W, AnPhat VN /0 0%
2 VATANAAT VAN VARAY VAN WAL A VAANA -
Angela [0 0%
12:00 16:00 20:00 00:00 04:00 08:00 =
o
Item Description

Last 24 hours

-/

VigorACS3 User's Guide

Use the drop down list to specify the time period, last 24 hours, 7 days
or 30 days.

- (Collapse) - Hide the page.
<" (Fullscreen) - Display the page in fullscreen.

x (Delete) - Delete this widget.
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3.2.9.4 Traffic

It is available for Group Network and CPE Device selected.

The figure displays the traffic for top 10 or 20 groups/devices during the last 24 hours, 7 days or 30

days.

Traffic- Top 20

Total
5.54 GB

3.26 GB
2.T9GB
233GB
186 GB
140 GB
833.67 MB
476.84 ME
0 Byte

Item

Last 24 hours

-]

101.25MB " 5.44 GB

2  Total

12:00 16:00 20:00 00:00 04:00 08:00

Description

©Last24 hours — 7" X

RDZ /554 GE T 10L.25MB | 5.44 GB

100%

ALANWEN /0 Byte T 0 Byte | 0Byte

Alvaco /0 Byte T 0Byte | 0Byte

AnPhat_VN/0Byte T 0Byte | 0 Byte

Angela /0 Byte T 0Byte | 0 Byte

0%

0%

0%

0%

Use the drop down list to specify the time period, last 24 hours, 7 days

or 30 days.

- (Collapse) - Hide the page.

<" (Fullscreen) - Display the page in fullscreen.

x (Delete) - Delete this widget.
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3.2.9.5 New Devices

New added device(s) can be found on the field of New Devices. When you move your mouse on
the device name of the device and click it, a detailed information page for that device will be
displayed on the screen.

New Devices -

Action 1P Address Device Nam Device Type
- - e T TR Vigor2926LVac
ig0r2926Vac
2862Vac_00 8C0
Port S5tatus
2 20 Lyany ek Yecesiie
Rl I 1 1 1 e =l |
Device Information
Device Name 2862Vac_001DAAEA3RCD
IP Address
Network Name AutoTestNetwork
Madel Vigor2862Vac
Item Description
- / - - (Collapse) - Hide the page.
gl . .
< (Fullscreen) - Display the page in fullscreen.
x (Delete) - Delete this widget.
b
Click the button to add a new device onto the network.

Refer to "Applications, A.3 How to Assign a New Added CPE to a
Network?" for detailed information.

3.2.9.6 Reset to Default

Use the Widget drop menu to select or deselect the type of the overview. Or, click Reset to default
to restore the factory default overviews on the dashboard.

Auto Refresh:| 1 Minute » | & &

Network Cverview
Map Cverview
Clients

Traffic

MNew Devices
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3.2.10 Icons Used in VigorACS 3

Item Description
+ Add a new device.
— / - Hide the page / Display the page in fullscreen.

Delete the selected widget.

b4
D / Switch these two icons by click the mouse cursor on it.

() - means “Enable”.

- means “Disable”.

3.3 Operation Procedure

Follow the instruction listed below to operate VigorACS 3:
Create networks.
Create users and user groups.
A user can own several CPE devices; however, each CPE device can be assigned to one
“user group” only.
User shall be assigned under different user groups. RootGroup is the default user group.
Edit and modify the settings for the TR-069 devices.

Below shows a brief illustration to describe the relationships among CPE, user group, network and
network group.

Network

Network

Group1 Group2

Network1

— AN . |

User Group1 User Group2 User Group3
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Applications

A.1How to Register a CPE onto VigorACS 3?

This section briefly shows a simple way to register a CPE onto VigorACS 3 with few steps. For
detailed information, refer to Chapter 4.

The CPE to be managed by VigorACS 3 must be configured and restarted. Here we take
Vigor2927Vac as an example.

Note that STUN setting is required if CPE is behind a NAT device, for the purpose of keeping the

connection between VigorACS 3 and Vigor device up.
1. Access into the web user interface of Vigor router.

2. Open System Maintenance>>Management.

System Mai e >>» Manag
IPv4 Manag Setup IPvG Manag Setup
Router Name DrayTek
Default:Disable Auto-Logout Management Port Setup
Enable Validation Code in Internet/LAN Access ® User Define Ports Def:
Telnet Port
Internet Access Control HTTP Port
+
Allow management from the Internet HTTPS Port
Domain name allowed
FTP Port
FTP Server
TRO69 Port
HTTP Server L) Enforce HTTPS Access
SSH Port
HTTPS Server
Telnet Note:
SInek Server Ports 8001 and 8043 are usec
# TROGD Server
SSH Server Brute Force Protection
SNMP Server Enable brute force login p
¥ Disable PING from the Internet FTP Server

- Allow management from the Internet — Enabled.
- TR-069 Server — Enabled.
3.  Open System Maintenance>>TR-069.

System Maintenance »>> TR-069 Setting d
ACS and CPE Setting Reporting C i Export Parameters
TR-069 O pisable ® Enable
ACS Server On LANAPN 7
ACS Server
URL hitp:/192.168.1.110:801 //ACS Server/senices/ACSSene
Acquire URL from DHCP option 43

Username acs
Password _

Test With Inform | Event Code | PERIODIC M

Last Inform Response Time :Sat Jan :(NA) .

CPE Client
Protocol @ HTTP O HTTPS

URL http:##192.168.1.1:6069/cwr/CRIN. htmil
Port 8069

Username :vigor

Password

Note: Please enable TR-069 server to allow access from Internet on System Maintenance >>
Management page.
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- Specify the interface for ACS Server On.
- Set URL, username, password for network group.

Click OK and click Test With Inform. When the green light appears (on the Last Inform

Response Time), the settings on CPE have been configured well.
Last Inform Response Time :Sat Jan 11 0:12: 587 2020

Open the homepage of VigorACS 3.
Now, Vigor2927Vac has been registered onto VigorACS 3 and displayed on the homepage.

New Devices — 7 X
Action  IP Address Device Name Device Type
172.17.5.151:4433 3910_001DAATBE740 Vigor3910
4.161.2.165:443 2912Fn_001DAASCOROC Vigor2912Fn
123.20.123.2:443 2912_001DAASTFAEL Vigor2912
14.167.99.211:443 2926_001DAABR040C Vigor2926vag
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VigorACS allows the administrator to build several networks (and sub-network) for different CPE
devices under the root network.

1. Only the administrator has the right to create a new user group.
2. From the MENU bar, click Network & Service Management.
B ot >
/
0 /
/
/
+ i ol L
L P
Ll 498
i / BUE
\ / M e [THE
U5 64 .,--ul..,ll’_ bedl28
est Tuisa™ =
."i.\ \
3.

Select Network Management. When the following page appears, click the link of +Add New
Network.

General Settings

Network ID

Location

4. A pop-up window appears. Type the required information.
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+ Add Network

Parent Network

Root Network

Name

Marketing_carrie v

Location

HsinCHu

User Name

carrie

4

- Name - Enter a new name of the network.
- Location - Define the location of such network.
- User Name — Enter a user name for such network.
- Password — Enter a password for such network.
5.  Click +Add to save the settings. The new created network will be seen under the Root

Network.

Network Management

Search by Device ID/Name/Model/MAC/IP Address =
4 & Root Network(63)

I aa 2020-01-14_Wholesale_GA_D{0)

[» & 2020-01-14_Whaolesale_GA_E(D)

I* & 2020-01-14_addNetwork_A[D)

I i @#FHARF_ )" Tea/-H0)

[ ah AutoTestMetwark(1)

I[ & Marketing_carrie(0) ]

6.  Click the Map tab. Manually input specific location of the device on the input box;
GoogleMap will show the location for the new created network.

Network Management

Search by Device ID/Name/Model/MACHP Address = Sett ,,{ Map ]
4 & Root Network{63) - . e
: #E @gEks _
I s 2020-01-14 Wholesale_GA_D(0) - — HsinChy
o YT J
b sk 2020-01-14_Wholesale_GA_E(D) nan T BRmE
S ERED
[ & 2020-01-14_addNerwork_A[D) mxH
. “HERE  Soman
[ i @#GHAR*_+{}"T>c/-+{0) L +tEHR . EaiT ] d
[ & AuroTestNetwork(1) g BEE A . MET
P - _
I aln Marketing_carri=(0) BEmE i
B R
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A.3 How to Assign a New Added CPE to a Network?

New added device can be grouped under Network. If no assignment, the new device will be
grouped under Root Network in default.

1. On the Dashboard, locate the device from New Devices. Here, we take Vigor3910 as an
example.

Active Clients top 20

Ulast2dhoursy — S X Traffic.top 20 ®
Totat
Total
27 100 % RDZ/14 35.96 GB 479.24 35.49 GB RD2/34.04 GB
e MB
30 o Toul
M ancel 110 S ceal AD1/180GE | 46.13MB | 17668 s
2 M e
il w
‘ Jv RD1/3 1% ‘ anel 180.99 MB 1 45,81 MB o
15 — ‘| ‘|} -
10 1 o .‘M_\.'v\ RD8 /30,77 M8 B 5 M8
. 11 -
‘ 1111708y 1 0Byt | OByee
0 on: 0 a
. .
New Devices
Action 1P Address Device Name Device Type
Vigor3910
Vigor29126n
Vigor2912
Vigor2912
l VigorAP 10 ]

146 >

2. Click the add icon (+). The following dialog will appear.

| -+ Add New Device

Add to Network Root Network

1

| M
Device name: 3910_001DAA1SET40
Location:

Emergency phone:

set to known device: o

- Add to network — Choose the network from the drop down list.
- Location - Enter the location of the selected device.
- Emergency phone - Enter the mobile phone for communication.

- Set to known device — Click to make the device visibly or invisibly.

3. Click Apply to save the changes.
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A.4 How to Create a New User Group?

Only the administrator can create a new user group.

1. From MENU bar, open the User menu.

User

User Management
Group Management
Network Group
External Authentication Server
Mail Server
Function Management
Wholesale Wizard
@ SMS Server

SNMP Server

Notifications & Events

&ﬁ_‘ Syslog Server

Group Parameter

Link with Router App

2. Click Group Management. The following page will appear.

User / Group Management

Setting Management Ul Customization
+Add
Group 1D +7  Group Name Max Nodes Used Nodes Enable Expire Date
1 RootGroup 200 1205 [ Disabled ]

RootGroup is a default setting.

3. Click +Add to open the following page for creating a new one.

User / Group Management (6]
Setting Management Ul Customization
Add Group
Nodes 10 ~
(-1:No Limit Nodes )
Enable CPE Notify Mail/SMS/SNMP C
Enable Global Mail Server
Enable Global SNMP Server o
Enable Expire Date ()

Expire Date 2024/08/31

Cancel m

- Group name - Enter a new name.
- Nodes —Use A or ¥ toadd or decrease the number of nodes.

- Enable Global Mail Server — Click to enable or disable the service.
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- Enable Global SNMP Server - Click to enable or disable the service.

- Enable Expire Date - Click to enable the Expire Date mechanism.

- Expire Date - If it is enabled, click the entry box to choose the date.

Click Save to save the settings and exit the dialog. The new network group has been created

and displayed on the screen.

User / Group Management

Setting Management Ul Customization
+Add
Group 1D 4+ Group Name Max Nodes
1 RootGroup 200
2 Marketing2024 Mo Limit Nodes
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Chapter 4 SD-WAN Solution

Traditionally most business applications were running on the private servers in the HQ, and MPLS
that routes all traffics to the center site made this model quite efficient.

However, with adopting more and more Saas and private/public cloud applications, we need
new technologies that can efficiently and dynamically route different traffics either to the central
site or to the cloud directly.

SD-WAN is the solution to make the complex routing scheme simple and intuitive. Based on
traditional load balancing and failover functions, SD-WAN further improves user experience by
focusing on interface and application quality.

Take a look at the following two figures. The right one expresses a traditional network connection
which is tunneled via the central site at a higher cost. However, the left one shows the direct
Internet access with lower cost with the feature of SD-WAN.

Branch1

Direct Internet Access with lower cost Tunneled via Central Site with hlgher cost

4.1 Topology of SD-WAN, Edge Router and ACS Server

80

VigorACS is the central software where network administrators perform the configurations,
provisioning, and monitoring the activity. The multitenant capability makes xSP services easy.

Branch

e
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The physical routers installed in HQ and branches are named edge router.
The network administrators can establish VPN tunnels (IPsec by default) from the branches to the
HQ to form a Hub-and-Spoke topology. These routers can receive SD-WAN configurations from

the VigorACS server, perform the edge computing according to SD-WAN policies, and upload the
data to the VigorACS server for monitoring.

At present, the edge router (supporting SD-WAN) includes Vigor2927 series and Vigor2865 series.

To enable SD-WAN function on VigorACS, simply open Network & Service Management and
select Network Management under Root Network.

Specify a network group (e.g., RD8) which contains the CPEs supporting SD-WAN features. On the
Setting page, turn on the toggle button of Enable SD-WAN. Then click Reset Bulk Data Profiles to
Default to use the bulk data with the default values. At last, click Save.

Pcap .

_ ) ~ 9:05:42 AM carrie

= M ¢ n

= DrayTek vioracss oot Network 165) 0 50219 | Syamicmimarmr | C
Network & Service Management / Network Management

Search by Device ID/Name/Model/MAC/IP Addr (¥ == seting Map Lo Sctins

4 %3 Root Network(165) “+Add NewNetwork  Delete This Network  ¢%; Change Network
[ s alan(13)
b i feel) General Settings
[ &k kevin(0)
D &3 mis(0) Network D eemame
b lapp@) 10 rd8network .
I % pac(3) name Password
b gk rdl(T) rd8 v
1 B D §hrd2(29) Location
b &% rd3(1l)

D g3 rd5(8)

[ &%a rd6{60) Advanced Settings

[ g2 rd7(20)
Enable SD-WAN
b sZards(ll)

b &% tyrone(0)

IDelete Devices

433 rd5(8)
&% 1d6(60) AHvanced Settings

%3 1d7(20)
Engggie SD-WAN

©

Bulk Data Settings

&% rd8(L)
<% d9(0)

v v v v v v

53 tyrone(0)

Set the category of data to be collected for statistical analysis. You can freely select the data you want to count, use drag and drop to place each category in the
corresponding profile and specify the report interval at which the profile returns bulk data to the ACS. If you disable bulk data categories, it will affect the SD-WAN

operation.
TDelete Devices Profile #1 Enable Profile #2 Enable Avallable / Disabled Bulk Data Categorles
Report Interval {sec) Report Interval (sec)
= WAN and VPN Size: 8
120 / ‘ | 300 Ve
= Users and Apps Size:4
BulkData Categories Bulk Data Categories
= VoIP Size:1

9 Reset Bulk Data Profiles to Default ~ ©@Disable All Bulk Data Profiles

The main features for SD-WAN are manifested in three aspects:
Auto VPN
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VolP WAN, and
Full Traffic Control with SD-WAN Route Policy

There are two types of Auto VPN, Hub and Spoke and Full Mesh.
For Hub and Spoke(s)
Select one of the devices as a hub router; other devices will be regarded as "spokes’.
VigorACS server will automatically create one IPsec tunnel, with AES256 encryption method,
from each spoke to the hub router. If a subnet conflict occurs, VigorACS server is capable to

design and suggest LAN subnets for all devices.

For Full Mesh
VigorACS server will create tunnels between each router automatically. If a subnet conflict
occurs, VigorACS server is capable to design and suggest LAN subnets for all devices.
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4.1.3 VolP WAN

The router can automatically detect the best quality interface, named with VoIP WAN, from
existed WAN interfaces to optimize VolIP performance.

SIP registrations will follow the VoIP WAN to make sure the upcoming inbound & outbound VolP

Call will be sent via VolP WAN.

WAN1 : mos4.3 »
WANZ : mos 4.0 e

WAN3 : mos 3.6

E—

In a Route Policy, the Administrator can select VolP WAN as the Interface for VolP. So VolP will

always been sent via best quality WAN.
Real-time Call Quality Monitoring

Every single call is continuously monitored with MOS (mean opinion score), from the
beginning till the end.

Supported interface including WAN and VPN.
Live Failover when Having Poor Call Quality

Even being sent via best-quality WAN, sometimes call quality could still be poor due to
some hops along the path.

If enable this function, router will failover the RTP sessions for the poor quality calls (while
good quality calls remain with VoIP WAN).

Live Failover Scenarios
Interface is selected as VolP WAN => failover to 2nd VolP WAN.

Interface is selected as VPN to Hub=> manually select your failover interface.

VigorACS3 User's Guide
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4.1.4 Full Traffic Control with the Route Policy

SD-WAN provides complete routing control by allowing Network Admin to specify the desired
route for selected applications/domains to make sure the specific routing scenarios can be
accomplished.

Please select a network, but do not select the Root Network.

Root Network (1)

Model

{  RootNetwork > RD8

& 2927vac_1449BC22C588

Then open Configuration>>Route Policy>>+Add New Route Policy.

+ Add a New Route Policy

Enable C

Comment

Source Any hd
Destination | App Services v |J
App Service Profile Create a new profile From an existing profile

Selected App Service | WhatsApp ® | v
Send via Interface WAN 1 ~
Send via Gateway Default Gateway Specific Gateway

Packet Forwarding to WAN/LAN Force NAT Force Routing

Cancel [ Save and set to CPEs
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4.2 Dashboard for SD-

WAN Network Group

To display the SD-WAN dashboard, select a network group first. Find the one you want from the

Network list under the Root Network. In this case, we choose RD8 as an example.

RD8

Root Network(251)

&= RUL4)
& RD2(T)
2= RD3(14)
= RD5(8)
&5 RD6(2)

== RDT(15)

& RD8-1(1)

Dre

a5 jaytest(2)

#% richard(2)

a2 robin_test(2)

=% sdwantest2(0)
2132Fvn_001DAAEABECE
2133Vac_001DAAGGEDZ0

2135Vac_1449BC03B060

Click the SD-WAN tab to display the page of dashboard (for monitoring).

I # Dashboard (5 Auto Refresh: | 5 minutes -
MOS Compliancy
3Bwzw
~ 3%
Active Physical WAN Active VPN Active VolP Call = Detected 67117 . Failovered 33451
Wired 0 1PSec N Last 1 hour )
® Wireless 2.4G /56 0 ® ssL 0 \
WAN Ondine ® LTE 0 VPN Online LR 0 / / I'/\_
® UsB 0 . PPTP 0
Active Physical WAN Quality Active VPN Guality ctive Call Quality
Great 4.3-5.0 2 GORat 4.3-5.0 ee— 3 Greatd.3-5.0 « 360
Good 4.0-4.2 o GOOH A.0-4.] w— 1 GOOA 4.0-4 ] se— 30098
Okay 3.6-39 wm— 1 Okay 36-3.9 mmmm 1 Ohay 36739 e— 38613
Poor3.1-35 2 Poor 3.1-35 0 Poor 3.1-3.5 146
Bad L.0~30 5 Bad 1.0-3.0 4 Bad 1.0~3.0 o
2 Routers are H.:m.m,/_ Poos km/-mvm.uwmu\.mw 4 Tunnels are Having Bad Active VPN [)tlj\:.‘.y |Dnmlmh\w.nwlnzsm( ‘Active Call Quality.
S Routers are I\Tmnmli-n]klm‘l‘lrf\ntll WAN Quality,
. . More More More
Item Description
Wired WAN / Wired and Wireless WAN (including wireless 2.4G/5G WAN, LTE WAN,
Wireless WAN and USB WAN) quality monitoring are separated as wired WAN usually
provides better quality. Only VPN tunnels that are established by the
SD-WAN VPN tool are counted for VPN MOS.
IPsec VPN [ Other Display the quality levels (Great, Good, Okay, Poor and Bad) for active

VPN
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VolP

More

Every NATed VolP call is monitored with MOS (routed calls or VolIP via

VPN are not counted at the moment).

VigorACS only captures the signals from the SD-WAN CPE with VolIP

feature.

Click to access the Monitoring>>WAN, VPN, or VoIP web page to get

more detailed information.
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4.3 Statistics for SD-WAN Network Group

The page offers statistics for all the devices listed under root networks, including usage overview,
wireless clients Overview, data traffic, device ranking, and client ranking. By clicking Last 24 Hours,
Last 7 Days, Last 30 Days or Custom setting (define the period), the administrator can obtain
various statistics within the time period.

Statistics

Las24Hours | Laxc7Doys | Lost30Days | Cusom | Sars 2020008 | Ends| 2020m308
Usage Overview -, -7 % Wireless Clients Overview - %
Total Number of Clients Wireless Clients ‘Wired Clients
2 1 (50%) 1 (50%)
Download Uplosd
254.05 MB (93.8%) 16.75 M8 (6.2%)
e
rrent Client Aug. Number of Hourly Client @ . 1000%
1 W Ancrod W iOS M Windows
w2 mse 2578 i ange Lo W Omers
jents - ox
raffic -

0 00 00 0 0400 0600 08 0 0 140
Device Ranking SCiertw — 7 % Client Ranking STrafiicr — o %
Device MAC Client Host Name MAC Traffic
28658¢_001DAADO00D0 001DAADD0000 1 1 MKHL 40BCBFS25BFF 265.83 MB (99.6%)
2026Vs<_001DAAT033E0 001DAAT033E0 1 2 AngelaCYsiPhone DCOCSCEES83E 986,13 KE (0.4%)

In addition, the statistics can be exported as “.XLS" file if you click the Export button on the top
side.

4.4 Monitoring for SD-WAN Network Group

Monitoring menu offers options for monitoring the normal and abnormal actions for network
group and CPE.

Monltoring
] lﬂ Alarm
| Logs
Devices
Clients

Cellular Data Usage
Floor Plan

Rogue AP Detection
WAN (SD-WAN)

VPN (SD-WAN)

VolP (SD-WAN)

Data Usage (SD-WAN)

In which, the usage and settings for Alarm, Logs, Devices, Clients, Cellular Data Usage, Floor Plan
and Rogue AP Detection are totally the same as the network group without SD-WAN enabled. For

detailed information, refer to Chapter 8 Network Group Menu.
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This section will describe configuration pages for WAN (SD-WAN), VPN (SD_WAN), VolP (SD-WAN)
and Data Usage (SD-WAN).

4.4.1 WAN (SD-WAN)

88

This page displays the location, name, interface/IP, uptime, usage, latency;, jitter, packet loss and

interface MOS of the routers within the group.

Dray Tek v
Menitoring / WAN [ rd8 (C AutoRefresh: | 2minutes ~
WAN Status
I & nE
-
", +
< Re-Center et -
B 02020 Google BN EErEED
WAN List (© Last 2 hours
é Total Source Sear
5 -
Usage Latency
Router Interface | IP Uptime T Jitter Packet Loss Interface MOS.
Upload Download Low Peak Average
> 2927Lac_14498C023720 \l’Y]AZNlZGS AT 0days 06:15:14 60.87 KB 3.06 MB 42ms 216 ms 42ms 15ms 0.00% 42
> 2926Vac_001DAAT033ED WANl nected 0Byte 0Byte oms oms oms oms 0.00% 0.0
> 3910_001DAA2125B8 WANl 0Byte 0Byte oms oms ams ams 0.00% 0.0
These parameters are explained as follows:
Item Description
WAN Status Display the location of the network group.
WAN List Display the total number of CPEs within the selected group.

Click the name link of the router to get the following page.
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DrayTek wrac: -

Monitoring / WAN / rd8 / 2927Lac_1449BC023720 C utoRefresh: | 2minutes ~ |

2027Lac_14408C023720

oL Vigo 144980023120 422 R02
DrovTek Y2927
st L ay e .
—
o =
L]

S

</ Re-Center -

MEAF €202 Google M B
WANOverview = WANL ~ WAM2 | WANZ [WISloss24G) | WANA (WIreless56) | WANS(LTE) | WANG (USB) (© st 2 hours
192.168.105.120 101:36:28

Usage
= upicad = Download

Interface MOS
Interface MOS Score

4.4.2 VPN (SD-WAN)

The monitoring page will vary based on VPN established or not. Before establishing VPN, the page
will be shown as follows:

Pcap
— . ; B o A 904S5AM root
= Dray Tek vigoracs 3 AutoTest_SD-WAN (4) o} o § o || e R

Monitoring / VPN (SD-WAN) C Auto Refresh: | 5minutes » |
VPN Status @
@ q"& ERR% Mt
7at
| = Tarw R
LX) =
- & L]
& ¥ mATE wE
i 2 Tunnel(s) ki
® Great 1 EW{LT LEH
[
® Good 0
® Okay 0 / et EEE
Poor 0
® Bad 0 sat
]
Disconnected 1 4
2,
o > 181
+ Add
3
@ BEAE
Remove All VPN Tunnels 47 Re-Center SRR
A
Tunnel List @ Last 2 hours ~
Total 5
otal Source — o
2
Usage Latency
¥ Source Destination Type uptime t Jitter " PacketLos§  Interface MOS
Upload Download’ Low ' Peak Averagé
1 JARRVAr 1440RCIARANR JRARVAr 1440RCURACR  IPSar Tunnal  Diccannortad NRvta 0 Rvts Nms  Nme Nmc  Ome 000G non

4.4.2.1 AutoVPN Establishment

As a Hub-and-Spoke network,
®  VigorACS will create 11Psec tunnel from each spoke to the hub.

®  VigorACS can auto create tunnels among the Routers.
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®  Vigor ACS is capable to design and suggest LAN subnets for all CPEs if meeting subnet
conflicts.

4.4.2.2 Creating VPN with Basic Mode

1. Click +Add. In default, the settings based on Basic Mode will be shown as follows.
VPN Setup
Type Hub and Spoke Full Mesh

Enter Server Hostname ()

Server Hostname

Hulb Devices 2865L_1449BC3TETA0 (Vigor2865L) &
292TVac_1449BC22C588 (Vigor292TVac) @
Support spokes count 32

+ Advanced Mode

x Cancel & Save and set to CPEs

These parameters for Basic Mode are explained as follows:

Item Description

Type Hub and Spoke - Simply select a router as the hub router, the rests

would be spokes automatically.
VPN Setup

Type Huband Spoke  Full Mesh

Enter Server Hostname o

Server Hostname

Hub Devices 2865L_1449BC3TETA0 (Vigor28651) &
2927Vac_1449BC22C588 (Vigor2927Vac) &

Full Mesh - It is effective only when there are more than three CPEs
on the group.

VPN Setup
Type Hub and Spoke Full Mesh
Full Mesh Devices
+ Advanced Mode
Enter Server Switch the toggle to enable/disable the function.
Hostname Server Hostname — Enter the hostname, URL of the server to establish
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the VPN connection.

Hub Devices [ Lists the name of the hub device or full mesh device. Select one
Full Mesh device as the hub device.

Devices

Support spokes | Display the total number of devices, excluding the main device.
count

+Advanced Click to open the configuration page with more options.

Mode

Save and Set to
CPEs

Save the above configuration and set to CPE devices.

2. Click Save and set to CPEs.

DrayTek veoss:

Creating VPN Hub and Spoke Connections...
Qo Plesewaitiorawhit

®Succeed:0 @ Processing 0 @ Waiting0 @ Failed: 0

3. The VPN tunnel has been set successfully.

4.4.2.3 Creating VPN with Advanced Mode

1.  Click +Add VPN Tunnel to get the following page.
VPN Setup

Type Huband Spoke  Full Mesh

Enter Server Hostname D

Server Hostname

Hub Devices 2865L_1449BC3TET40 (Vigor2865L) @
| 2927Vac_1449BC22C588 (Vigor2927Vac) &
Support spokes count 32

+ Advanced Mode

% Cancel @ Save and set to CPEs

2. Click +Advanced Mode to get the following page.
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VPN Setup

Type

Enter Server Hostname

Hub Devices

Support spokes count

Spoke Devices

VPN Connection Through

Dial Type

IPsec

Customize IKE Pre-Shared Key (/

IKE Pre-Shared Key

IPsec Security Method

Hub and Spoke Full Mesh

2977Vac_1449BC2IC588 (Vigor2927Vac) @

WANI First ~

IPsec Tunnel PPTP L2TP SS5L

% Cancel [E) Save and set to CPEs

These parameters for Advanced Mode are explained as follows:

Item
Spoke Devices

VPN Connection
Through

Dial Type

Description
Lists the name of the devices. Select one device as the spoke device.

Select a WAN interface.

WANDX First - While connecting, the router will use WANXx or LTE as the
first channel for VPN connection. If WANXx or LTE fails, the router will use

another WAN interface instead.
WANX Only - While connecting, the router will use WANXx or LTE as the
first channel for VPN connection. If WANX or LTE fails, the connection
will be off.
Select one of the tunnels for this VPN profile.

IPsec Tunnel

PPTP

L2TP

SSL

IPsec - IPsec Tunnel is selected as Dial Type

IPsec

92

Customize IKE Pre-Shared Key - Click to enable or disable the IKE
PSK setting.

IKE Pre-Shared Key - Enter a string as PSK.

IPsec Security Method - Authentication Header (AH) means data will

be authenticated, but not be encrypted. The Encapsulating Security
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Payload (ESP) protocol can be used to provide authentication and
encryption to IPsec traffic. Three encryption standards are supported
for ESP: DES, 3DES and AES, in ascending order of security.
DES_NO_AUTH, 3DES_NO_AUTH and AES_NO_AUTH means the

packets will be encrypted with no authentication.

AES h

AH
DES_NO_AUTH
DES
3DES_NO_AUTH
3DES

AES_MO_AUTH
AES

PPTP - PPTP is selected as Dial Type

PPTP

Username - Enter a username for establishing VPN connection.
Customize Password - Click to enable the password configuration.
Password - Enter a username for establishing VPN connection.

PPP Authentications - Authenticate dial-in users using the PAP
protocol only or PAP/CHAP/MS-CHAP/MS-CHAPV2.

VJ Compression - Click to enable Van Jacobson (VJ) header

compression to improve throughput on slow connections.

Dial Type IPsec Tunnel = PPTP  L2TP | SSL
PPTP

Username Generate automatically

Customize Password

PPP Authentications PAP/CHAP/MS-CHAP/MS-CHAPv2 -

V.J Compression (/

L2TP - L2TP is selected as Dial Type

L2TP

VigorACS3 User's Guide

L2TP with IPsec Policy - Allow the remote dial-in user to make a L2TP
VPN connection through the Internet. You can select to use L2TP
alone or with IPsec. Select from below:
None - Do not apply the IPsec policy. Accordingly, the VPN
connection employed the L2TP without IPsec policy can be
viewed as one pure L2TP connection.
Nice to Have - Apply the IPsec policy first, if it is applicable
during negotiation. Otherwise, the dial-in VPN connection
becomes one pure L2TP connection.
Must - Specify the IPsec policy to be definitely applied on the
L2TP connection.
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Username - Enter a username for establishing VPN connection.

Customize Password - Click to enable the password configuration.

Password - Enter a username for establishing VPN connection.

PPP Authentications - Authenticate dial-in users using the PAP
protocol only or PAP/CHAP/MS-CHAP/MS-CHAPV2.

VJ Compression - Click to enable Van Jacobson (vJ) header

compression to improve throughput on slow connections.

Dial Type

L2TP

L2TP with IPsec Policy

Username

IPsec Tunnel PPTP L2TP

SsL

Customize Password ()
Password Require:
PPP Authentications PARICHARPMS-CHAP/MS-CHAPY2 ~
VJ Compression @
SSL Server Port (for SSL Tunnel) - Enter a port number for SSL Tunnel. The

default is 443.

Username - Enter a username for establishing VPN connection.

Customize Password - Click to enable the password configuration.

Password - Enter a username for establishing VPN connection.

PPP Authentications - Authenticate dial-in users using the PAP
protocol only or PAP/CHAP/MS-CHAP/MS-CHAPV2.

VJ Compression - Click to enable Van Jacobson (vJ) header

compression to improve throughput on slow connections.

SSL

Server Port (for SSL Tunnel)

Username
Customize Password
Password
PPP Authentications

VJ Compression

-Basic Mode

Save and Set to
CPEs

Click to return to configuration page with less options.

Save the above configuration and set to CPE devices.

3.  After finished and save the above settings, the VPN tunnel has been set successfully.
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o Dray Tek v = @

Monitering | VPN | simulator  huto fisfresh: | 2 minutes

VPH Status ]
| 8 #®  wmEws . Sgy gy AWE &2 'y s o
- 3 F . oy & 3
3 - . i
v A= . - i, ~ . ]
o te . p
h R ¥ & oS
9 Tunnel(s) ) o ® ry . ? - . A ) g
. ® Great " " ~ . , a P! o o
® Oy ; o . 1 i Féy
® Paor . * . - ‘
o Bad 3 5 L NI
| Disconnected Pl W Fr o +
. ; # s %,
-'_' er AlLVPN Tunnels <7 Re-Center -
r WERE ©2020 Goodle feFEE EPRERA
Turinel List () Last 2 hours
G Tt souee e
G
usage Latency
* Source Destination Type uptime T Jitter Packet Loss. Interface MOS
uplead Download 1 Low | Pk Average
2952Pn_001DAADD0N0S 2952Pn_001DAAO0O00L .-
T or16813./26 15216601/ 1PSec Tunnel Ldays 21:27:05 nTeytes  201K8 ®/ms  16Tms  soms W 300% 13
2952Pn_0010AAD0000S 7952Pn_001DAAOCO00L i
4 192168131724 192.168.0.1/24 1Psec Tunnel 1days 21:27:05 177 Bytes LIS KB 2ms 193ms asms 2ms 4.00% a5
F952Pn_001DAAG0000A 7952Pn_001DAA000001
9 197168181724 192.1681.1/24 IPSec Tunnel 1 days 20:22:01 245 Bytes 236 KB 12ms 18T ms s2ms Bms 4.00% i1
2952Pn_001DAAD00002 2952Pn_001DAAD00001
9 FEae Frain 1PSec Tunnet Ldays 191515 SeBjtes  A51KB 3ms  1%8ms  60ms Bms 400% 34

To have a sankey diagram, please click the right-top icon to display the following page.

== 2 Dray Tek vesc:

Monitoring [ VPN / simulator

G Auto Refresh:

Sankey Diagram

] =]
o . 2952Pn_001DAA000002
. 2952Pn_0010AAD00003

[0 sz s

. 2952Pn_0010AAO0000S

2952Pn_DOLDAROODODA - 2952PN_ODLDAAG0001 25390 _001DAAGO000L
528 KB

1552Pn_001 DAADDOOOS
[ 520 oonoasononce.

2952Pn_0010AKI00004

N I 2552Pn_001DAA00000T
& I 2552Pn 001DAAO000S.

Tunnel List ) Last 2 hours
Total Source
Search.
9
Usage Latency
#° Source Destination Type Uptime T Jitter 1° Packet Loss. Interface MOS
Upload Download Low Peak Average
2952Pn_001DAAD0000S 852Pn_001DAAD00001 e
2 192168131124 1921681124 IPSec Tunned 1days 21-3828 496 Bytes 434 KB 1ms 181 ms aTms 12ms 200 % 31
FS52Pn_001DAADOOO0T T852Pn_001DAADOO00L
T lsateeaeint T IPSec Tunnel 1days 20:2105 245 Bytes 221K8 2ms 19lms  48ms Mms 200% 41
2352Pn_001DAADOOOCS 2953Pn_001DANDOO00L
4 192168121124 192.168.1.124 1PSex Tunnel 1days 20:20:57 177 Bytes 195 KB ms 193ms 48ms 24ms 4.00% 35
2952Pn_001DAADDO00A 20952Pn_001DAAD0000L
9 187 1AR 1R 104 187 1RR 1 174 IPSec Tunned 1 days 20:28:37 450 Bytes 484 KB 12ms 190ms S0ms Zms 5.00 % 13

From the Tunnel List, click any CPE link to display the detailed information (e.g., Usage,

Interface MOS, Latency and etc.) of the CPE. Here we take Vigor2952Pn as an example.

VPN Overview © Last 2 hours -
O To2952Pn_DDLDAADODOO3 192.168.105.52
Total
| To1952Pn 0010AAG00002 sage mUpload = Download
, To2952Pn_0D1DAAGO003
S

;3 To2952Pn_0010AAD0004

Interface MOS
4 ToZ952Pn_D0IDAADOOOS = Interface MOS Score
5 To2952Pn_DOIDAADIO00S
5 To2952Pn_0010AAG0000T

Latency (ms) =low =Average = Peak
; To2952Pn 0010AAGO008

Py

To2952Pn 0D1DAADDO0OY
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(® Last 2 hours
Last 1 hour

e

Last 2 hours
Last 3 hours
Last 6 hours
Packet Loss Last 8 i

Custom...

o [ ox |

VolIP call list displays the communication status related to incoming and outgoing calls via VolP
WAN.

Monitoring / VoIP / simulator C
VolP Call List @ Last2 hours
1414 1 991 408 4 0
iy ® Great ® Good ® Okay Poor ® Bad
ota
50-43 42-40 39-36 35-3.1 30-1.0
Q All(1598) | Active (788) | Finished (810) ROWs| 10 v K < e > N @
Latency
# Status. LANIP Peer 1P Call ID! Via Interface Start Time Failovered Interface Up Time Jitter Packet Loss MOS!
Low Peak Average

2020/03/19 03:53:30 PM
1 D 192168120118 40.197.130.34 8850  WAN1 _ _ - 00:00:53  15ms  484ms  220ms 12ms 0% 4
Local Time: 2020/03/19 03:52:37 PM

2 % 192.168.120.119 231.2427.112 8849  WAN3 2020/03/19 03:53:30 PM - 00:01:04  7ms 467ms  240ms 1ams 1% 4
Local Time: 2020/03/10 03:52:26 PM

/03/19 03:53:3C
3 D 192168120120 140.51.54.84 8848 WAN1 2020/03/19 35330 M - 00:00:33  18ms  478ms  279ms 12ms 0% 4
Local Time: 2020/03/19 03:52:57 PM

4 D 192168120116 98.108.133.232 8846 WAN1 2020103119 035330 PV - 00:00:44  10ms  493ms  252ms 12ms 0% 38
Local Time: 2020/03/10 03:52:46 PM

#03/19 C
H GO 192168120117 147.116.111.78 8845 WAN1 2020/03/15 035530 M - 00:00:49  7ms 481ms 237 ms 14ms 0% 4
Local Time: 2020/03/19 03:52:41 PM

2020/03/19 03:53:30 PM

These parameters are explained as follows:

Item Description

Great, Good, Okay, All the VolP calls will be separated with different levels according to its
Poor, Bad quality.

Enter the IP address (LAN IP/ Peer IP) as a condition to search the VolP
call.

Status Display the status of the phone call.

\S

e

- Active call. Quality level is Good.

- Finished call. Quality level is Good.

- Finished call. Quality level is Okay.
LANIP Display the IP address of the local side.
PeerIP Display the IP address of the peer side.
CalllD Display the ID number of the caller.

Via Interface Display the interface that VolIP call passing through.
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Start Time
Failovered Interface
Up Time

Latency

Jitter
Packet Loss

MOS

Monitoring / Data Usage / rd8

Source Map

I & #E

<7 Re-Center

App Source Overview

& Total Source
7

2927Lac_1449BC023720

Uploa
90.88MB

2926Vac_001DAAT032E0

Display the start time of the VolIP call.

Display the failover interface for VolIP calls passing through.

Display the time length of the VolIP call.

Display the transmission latency data (low, peak and average values)

of the VolIP call.

Display the packet jitter value of the VolIP call.

Display the packet loss of the VolIP call.

Display the mean opinion score of the VolIP call. 1 means the worst; 5

means the best.

quy Tek visoracss

sort By

2865ac_001DAA000000

Download Upload
211.02MB 469.23KB

2027Lac_1449BC023740

Device Name | Trafficd

ownioa
11556 KB

- ” ame

C Auto Refresh: | 5 minutes

2865ac_1449BCOSF1AB

Uploat Download
0Byte 0Byte

2927Lac_1449BC023TES

Click a device link (e.g. Vigor2927Lac in this case).

VigorACS3 User's Guide
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2977Lac_14498C023720 v DrayTek VigorACs 3 = % are

Monitoring / Data Usage | rd8 | 2927Lac_1449BC023720 (C Auto Refresh: | Sminutes

2977Lac_1449BC023720

==
I = Usage Sorting by Application Client Device © Last 2hours
Instant Message um vip 13
301’“ ‘89 sopleSarvices 7
w Sream L ® Tumeing 810
® Webp 10562 Remate Control ass

Traffic Line Chart | Upload/Download By Interface

= Upload = Download

UsageListby | Application  Cllent Device

These parameters are explained as follows:
Item Description

Usage Sorting by Display a pie chart related to various application usage.
Application - Click to display a pie chart for various application usage.
Client Device - Click to display a pie chart for the selected CPE.

Traffic Line Chart Display a line chart related to data upload/download, or traffic via the
WAN interface.
Upload/Download - Click to display data upload/download.
By Interface - Click to display a line chart related to traffic via the WAN
interface.

Usage List by Display the data usage for common Apps or for connected client.

Application - Click to display the data information related to various
applications, including name of application, number of users, upload
and download usage.

= oo Dray Tek vewscs: (- conreries | = @
I/
53.74 3018 volp. B
e ® WebHD 329
it i

Client Device - Click to display data information for the selected CPE,
including host name, IP address, MAC address, connection type,
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operation system, upload and download usage.

Traffic Line Chart_ Upload/Downlead

oy intertace

usageListby ppplication | Clienk Devie,

# 4 Hosthame

1 adammep

2 Unknown
3 RioooTs

4 VRCsiphone
5 ghoyon

& viger

1P Address

1216812012
19216812430
116812010
11681201
19216812013
1921681204

MAC Address

acasooncsssr
osorraEs
saoTFGSGrTIS
Bo1scsDceoE:
esraescoBTIa

149BC023TES

Connection Type

 Wircless (56)
£ Wied

red

F Wirsless 56)
= Wireless 56)

dswied

Upload
108 Bytes
20248

10148
suasKE
asoks

13KE

usage
Download
1528
21k
auun
wsme
1K

135K8

=l
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Chapter 5 SD-WAN CPE

The menu items related to a CPE:

[ 65'3 ——— Dashboard
il ———— Statistics
@ Monitoring
—0—
= Configuration

&

Advanced

5.1 Dashboard for SD-WAN CPE

To display the SD-WAN CPE dashboard, find the one (a CPE with SD-WAN feature) you want from
the list under the Model tab.

Root Network(3)

2% MKT_manual(3)

292TLac_1449BC023T720

3220n_001DAAS54T58
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In this case, we choose Vigor2865 series (e.g., Vigor2865Vac) as an example.

2865Vac_1449BC34FE98 Q

thh B B 3

N

& e’

@

Dray Tek vigoracs

2865Vac_1449BC34FE9S ]

Port Status

o
e

-

= %

T Vigor286SVoe
[delnd-4 N D ety Pl

Device Information

Device Name 2865Vac_1449BC34FES8
IP Address hitp://192.168.106.141:80
Network Name AutoTest VPN
Model VIgor286svac @
Firmware Version 442 STD
MAC Address 14:49:BC:34:FE:98
Up Time 95 days 18:42:00
‘ v
- show more
System Resource
CPU 1%
-
1%
10%
%
%
1520 2040 0200 0720
Connectivity and Alerts
Id T StartTime Clear Time

DSL Information

DSL Status TRAINING
DSL Type VDSL2
Download Speed(kbps) (]

Upload Speed|(kbps) (]

SNR Margin 0

Loop Attenuation(0.1dB) (]

CRCErrors 0

- show more
5 Last 24 hours

Memory 83%
100%

5%

50%

25%

0%

1520 2040 0120
Type

No data avallable

3 M e mk_carrle g
- 3 System Administrator
Device Status: & Online  Alarms:0  ActiveClients: 0 Auto Refresh: Disable ~ C
WAN Overview (5 Last 24 hours-
TBLISKE @ Total
58594 K
0063 KB
19531 KB
oByte
1200 16:00 20:00 00:00 04:00 08:00
Total ‘ (1269MB J22.10MB} 100%
WAN1 | (T0Byte L0Byte) 0%
a
WAN2 ‘ (12.69MB 422.10MB}) 100%
WAN3 | (t0Byte 10Byte) 0%
-
WAN4 | (10Byte L0Byte) 0%
.
WANS | (10Byte 40Byte) 0%
-
WANG | (T0Byte L0Byte) 0%
-
WAN 17 Line/Mode P uptime Active Mode
WANL VDsL2/— 0d 00h 00m Always On
WAN2 Ethernet / Static IP 192.168.106.141 41d 20h 53m Always On
WAN3 Wireless_2.4G/— 0d 00h 0om Always On
WAN4 Wireless_5G / — 0d 00h 00m Always On
WANS USB /- 0d 00h 00m Always On
WANE USB/— 0d 00h 00m Always On
@tast2ahours-

LAN Overview

o Active Clients.

VigorACS3 User's Guide
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5.2 Statistics for SD-WAN CPE

The page offers statistics for all the devices listed under root networks, including usage overview,
wireless clients Overview, data traffic, device ranking, and client ranking. By clicking Last 24 Hours,

Last 7 Days, Last 30 Days or Custom setting (define the period), the administrator can obtain
various statistics within the time period.

Dray Tek v ‘
Statistics c
Lest24Hours  Lost7Days  Last30Days  Custom | Searm:| 202000308 End:| 20200309 -“"""‘
Usage Overview -, - *x Wireless Clients Overview - x
Total Number of Clients Wireless Clients Wired Clients
2 1(50%) 1(50%)
Total amount of Traffic Download Uplosd
270.79 MB 254.05 MB (93.8%) 16.75 MB (6.2%)
1000%
Max. Number of Concurrent Client Aug. Number of Hourly Client @ 1000%
2 1 W anarsia WOS W Windows
w2 mse W 2928 ek sngets 2 - = o
Clients — s x
Traffic -
Wired Wireless
w O Wirele
19073 MB
14305 MB
NIETTE 95.37 ME
\f \ 47.68MB
1600 1800 2000 2200 0000 0200 0400 0600 0800 1000 1200 1400 600 1800 o 00 00:00 0200 0400 0600 0800 1000 0 140
Device Ranking SCiertw — 7 % Client Ranking =Trafficr —
Device MAC Client Host Name MAC Traffic
28650¢_001DAADO0000 001DAAD00000 1 1 MKHL 40BCAFS25BFF 26583 MB (99.6%)
2026Vs<_001DAAT033E0 001DAAT033E0 2 AngelaCYsiPhone DCOCSCEES83E 986,13 KB (0.4%)

In addition, the statistics can be exported as “.XLS" file if you click the Export button on the top
side.

5.3 Monitoring for SD-WAN CPE

Monitoring menu offers options for monitoring the normal and abnormal actions for network,
group and CPE. This section offers Monitoring menu items for a selected SD-WAN CPE.

In this section, we choose Vigor2927Vac/Vigor28650c series as an example.

Moniltoring

| [oal Alarm

| ! Logs
WAN (SD-WAN)
VPN (SD-WAN)

VolIP (SD-WAN)

Data Usage (SD-WAN)
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5.3.1 Alarm

Alarm message will be recorded on VigorACS 3 server when there is a trouble happened to the

selected device (CPE).

DrayTek VigorACs 3
Monitoring / Alarm
Alarm @ History

No. Ack Status  Time

1044838  Not Ack

Pcap
9:28:14 AM root
2927Lac_1449BC3E3C18 v Q
b 2026-07-28 System Administrator
2026/06/28 to 2026/07/28 Search No./ Device Name / MAC @

@Delete Al L.Download K . /1 > ] c
Device Name Network Name MAC Address Alarm Level  Alarm Message Alarm Type A
2026-07-289:10:20AM 2927l ac 1449BC3E3C1 AutoTest SD-WAN  14:49:BC:3E:3C:18 A\ Critical ~ Device Loss Connection  Device Lost Connection

DrayTek VigorACS 3
Monitoring / Alarm
Alarm € History
@Delete All  LDownload
No. Time
974825  2026-07-27 11:13:50 AM
974824 2026-07-27 11:13:50 AM
904796  2026-07-219:51:13 AM
850198  2026-07-17 5:25:21 PM
834681  2026-07-07 2:47:04 PM
764678  2026-07-07 2:09:46 PM
694666  2026-07-07 11:26:10 AM

Pcap

~ 9:29:14 AM root
2927Lac_1449BC3E3C18 v ja
2026/06/28 to 2026/07/28 - Search No. / Device Name / MAC Q
« Wl v e

Device Name Network Name MAC Address Clear Time Alarm Level  Alarm Message

2927lac 1449BC3E3C1 AutoTest SD-WAN 14:49:BC:3E:3C:18 2026-07-28 8:42:10 AM Critical Device Loss Connection
2927lac 1449BC3F3C1 AutoTest SD-WAN 14:49:BC:3E:3C:18  2026-07-28 8:42:10 AM Critical Device Loss Connection
2927lac 1449BC3F3C1 AutoTest SD-WAN 14:49:BC:3E:3C:18  2026-07-27 10:51:15 AM Critical Device Loss Connection
2927lac 1449BC3F3C1 AutoTest SD-WAN 14:49:BC:3E:3C:18  2026-07-219:34:08 AM Critical Device Loss Connection
2927lac 1449BC3E3C1 AutoTest SD-WAN 14:49:BC:3E:3C:18 2026-07-17 5:00:26 PM Critical Device Loss Connection
2927lac 1449BC3E3C1 AutoTest SD-WAN 14:49:BC:3E:3C:18 2026-07-07 2:15:220 PM Critical Device Loss Connection
2927lac 1449BC3E3C1 AutoTest SD-WAN 14:49:BC:3E:3C:18 2026-07-07 1:48:52 PM Critical Device Loss Connection

These parameters are explained as follows:

Item

Alarm [ History

Delete

Ack Alarm/UnAck
Alarm

Delete All

Download

VigorACS3 User's Guide

Description

Alarm - Display the alarm records recently.

History - Display all the alarm records that have been solved and

cleared.
Clear the alarm record which has been solved by VigorACS 3.

Ack Alarm = Click to mark the selected alarm as acknowledged. This
indicates that an administrator has reviewed the alarm and is
handling it.

UnAck Alarm - Click to mark the selected alarm as unacknowledged.

This indicates that no administrator has acknowledged the alarm.
Clear all of the alarm records which have been solved by VigorACS 3.

Click to save alarm log as a XLS file.
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No.

Ack Status

Time

Device Name

Network Name

MAC Address

Alarm Level

Alarm Message

Alarm Type
Ack Time

Ack User

Display the index number of the alarm. It is offered by VigorACS 3

automatically.

Display the status of the records with the type specified here (Not Ack

or Acked).

Display the time of the device to be monitored.

Display the name of the monitored device.

Display the name of the network group.

Display the MAC address of the monitored device.

Display the alarm message with the severity (e.g, Critical) specified.

Display a brief explanation for the alarm sent by VigorACS 3

automatically.

Display the type of the alarm (e.g., Device Lost Connection).

Display the time when the alarm was acknowledged.

Display the administrator who acknowledged the alarm.

Log provides administrator records for all CPE Actions, Device Reboot, Reboot by CPE, Reset

System Password, Set Parameter, File Transfer, Setting Profile, Device SysLog, CPE Notify, Device

Register and Device Operate. Click each tab to get more detailed information.

The following page shows the log for all CPE actions executed, device name, MAC address, Device

IP, and Current Time for CPE device managed and monitored by VigorACS.

= DrayTek VigorACs 3

Monitoring / Logs

Device Reboot  RebootByCPE  Reset System Password  Set Parameter

. Device Reject  Add Object Delete Object

. HDeleteAll  -.Download
D Device Name Device ID MAC Address
212081 2865Vac_l449BC34FEI8 104956 14:49:BC:34:FE:38
212080 2865Vac_l449BC34FEIR 104956 14:49:BC:34:FE:98
212041 2865Vac_l449BC34FE98 104956 14:49:BC:34:FE:38
212038 2865Vac_l449BC34FEIR 104956 14:49:BC:34:FE:98
212035 2865Vac_1449BC34FEI8 104956 14:49:BC:34:FE:38
212034 2865Vac_l449BC34FEIR 104956 14:49:BC:34:FE:98
212023 2865Vac_l449BC34FE98 104956 14:49:BC:34:FE:38
212000 2865Vac_l449BC34FEIR 104956 14:49:BC:34:FE:98
211998 2865Vac_l449BC34FEI8 104956 14:49:BC:34:FE:38
211965 2865Vac_l449BC34FEIR 104956 14:49:BC:34:FE:98
211962 2865Vac_l449BC34FE98 104956 14:49:BC:34:FE:38
211955 2865Vac_l449BC34FEIR 104956 14:49:BC:34:FE:98
211938 2865Vac_1449BC34FEI8 104956 14:49:BC:34:FE:38

2865Vac_1449BC34FE98 ~

File Transfer

Current IP

192.168.106.141

192.168.106.141

192.168.106.141

192.168.106.141

192.168.106.141

192.168.106.141

192.168.106.141

192.168.106.141

192.168.106.141

192.168.106.141

192.168.106.141

192.168.106.141

192.168.106.141

Setting Profile

mk_carrle M

8 O Bk

72324 | SystemAdministrator
2024/06/23 to 2024/07/23 scarch I / Device Name / Device Q
Device Syslog CPE Notify Device Register  Device Operate
B

Logged IP Action ActionID Time

192.168.106.141 Inform = 2024/07/2312:36:41
192.168.106.141 Inform = 2024/07/23 10:51:39
192.168.106.141 Inform = 2024/07/2305:21:33
192.168.106.141 Inform = 2024/07/2305:06:31
192.168.106.141 Inform = 2024/07/2305:00:13
192.168.106.141 Inform = 2024/07/22 16:36:19
192.168.106.141 Inform = 2024/07/22 14:21:17
192.168.106.141 Inform = 2024/07/2208:51:13
192.168.106.141 Inform = 2024/07/2208:36:13
192.168.106.141 Inform = 2024/07/22 05:06:09
192.168.106.141 Inform = 2024/07/22 05:00:15
192.168.106.141 Inform = 2024/07/21 20:36:00
192.168.106.141 Inform = 2024/07/21 16:35:57
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These parameters are explained as follows:
Item Description

Log Type Click one of the tabs (e.g., All CPE Actions, Device Reboot, Reboot By
CPE, Reset System Password, Set Parameter, File Transfer, Setting
Profile, Device SysLog, CPE Notify, Device Register, Device Operate and

etc.) to display related log on this page.

Q, Enter the condition for VigorACS to search and display relational

information.
Delete Clear the selected record.
Delete All Clear all of the records.
Download Click this button to save log as a XLS file.

Vigor router adopts the function of NetFlow to collect the quantity and data of incoming and
outgoing packets. With analysis of the collected data, the network administrator can get the
source and destination IPs of the packets, type of network service, and the reason for network

congestion.

Type 1: The working diagram among VigorConnect, Vigor router, and Standalone VigorACS.

-
=

E Stun - 30 seconds
- FErr—

Router

Standalone VigorACS

VigorConnect
Type 2: The working diagram among VigorConnect, Vigor router, XMPP Server, and Cloud/Cluster
VigorACS.
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E Stun - 30 seconds, XMPP E
.

2 TR — 2 Node (VigorACS)
Router o
NGINX
XMPP
Server

VigorConnect

Node (VigorACS)

Ja2l

The following page appears if visiting this page for the first time.

DrayTek veess

Monitoring / Flow

E \4

root
R

Login Device

Click Login Device to display the advanced page.

The device must support and enable the NetFlow protocol. In addition, it has to be

registered to both VigorACS and VigorConnect first.

5.3.3.1 Device Overview

NetFlow uses several types of data to identify the data flow, for example, source IP address,

destination IP address, source port number, destination port number, IP protocol, interface, and

so on.
This page displays the pie charts and tables related to the IP address(es) and the transmission

data usage of the selected device.
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@

| E

&

1449BCI3E640 7

Monitoring / Flow

Device Overview Device Attack Monitor Device Attack Defense Setting

Inspect SourcelP | 192.168.237.234 v | Inspect DestiP | 192.168.237.234 v

‘Top 10 Destinations From 192.168.237.234

Destination IP usage ~
192.168.105.111 947.7k8
192.168.105.180 8420k8
192.168.105.238 1393k8
192.168.105.188 1253k
192.168.105.235 83k8
8888 6.6k8
192.168.105.234 41k8
22400251 08
Flow Usage
total +
— Downstream  3.5M8
— Upsteam  31M8

5.3.3.2 Device Attack Monitor

quy Tek visoracss

Source IP

192.168.105.180

192.168.105.111

192.168.105.188

192.168.105.238

192.168.105.235

192.168.105.234

8888

2240051

® root

System Administrator

© Lastohous v @ & 5m v
Top 10 Sources To 192.168.237.234

Usage ~

17M8

1.4M8

296.6 kB

73.0kB

08

08

0B

R

L3 Protocol Visit Rate
percentage ~

— e 728%
—Tep 22%
— others 00%

This page displays data information related to attacks on the device. Use the scroll bar to the

right side of each column to get/view the detailed information.

B =

tht

AN

&

2927_1449BC13E640

Monitoring / Flow

Device Overview Device Attack Monitor Device Attack Defense Setting
Packets Per Min
w0
— Lo 1ot
‘ == Length: 65~96
0 M — L 97128

= Length:257-512
= Length: 5131500

KM J}'W\'m MW‘W Moyl Nwﬁ'v\ﬁ

b

“WV‘%W/AU‘ N‘A‘MJW“

100
|
o L
1400

0
1000 1100 1200 1300 1500 ‘ »

SYN Flood Monitor

illﬂ'hﬂllhlh\lh‘{lmnw m Jl W‘ ‘”1 I Ml’uw \lOny M
|W Wn i .‘MMWW Vlﬂnh { nHWl“WM MW W Mln mWI

— SYNvACK.
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DrayTek VigorAcs 3

Time v
20220112 15:58:38
20220112 15:58:38
2022-0112 15:58:38
2022:01-12 15:58:38
2022:0112 15:58:38
20220112 15:58:38

2022-0112 15:58:38

Time v

2022:0112
15:58:24

2022:0112
15:58:23

2022:0112
15:58:11

2022:0112
15:56:00

0 root

System Administrator

© Lastshous v @ Q smv

Packets Information
Source IP. Port Length Destination IP port
192.168.237.234 53688 513~1500 192168.105.111 20314
192168.105.111 20314 513~1500 192.168.237.234 50872
0000 0 1~64 0000 0
0000 0 164 0000 0
0000 0 164 0000 0
0000 0 164 0000 0
192.168.237.234 53686 513~1500 192168105111 20314

12 03 4 05 6 7 8 9
SYN Flood Monitor
Message

‘The tep.flags=syn+ack, It sends to the destination<192.168.105.188:39718> from the
source<192.168.237.234:9292>

‘The tep.flags=syn+ack, It sends to the destination<192.168.105.188:30718> from the
source<192.168.237.234:9202>

‘The tep.flags=syn+ack, It sends to the destination<192.168.105.188:60479> from the
source<192.168.237.234:9202>

‘The tep.flags=syn+ack, It sends to the destination<192.168.105.188:57150> from the
source<192.168.237.234:9202>

Tha ten fla

msan 1t cands th tha Aactinatinn.
12

B
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The purpose of this page is to configure the attack defense settings to detect the router from
being attacked by external hackers or system attacks. When the volume of the transmitted
packets arrives at a certain value and reaches the timeout, the system will notify the

administrator through the mail, SMS, or SNMP service.

DrayTek v o “ &

Monitoring / Flow

Device Overview Device Attack Monitor Device Attack Defense Setting

Device Upstream Flow

Enable
Frequency 30min v

Volume 1 GB v

Device Downstream Flow

Enable
Frequency 30min v

Volume 1 GB v

Inspect Source Flow

Enable

Frequency 30min v

(=]
These parameters are explained as follows:
Item Description
Device Upstream Flow [ Device Downstream Flow
Enable Switch the toggle to enable the function of monitoring all upstream

flow / downstream flow via this router.
o - means “Enable”.

- means “Disable”.
Frequency Set the timeout value.
Volume Set the threshold value.

See the following example figure

Top 10 DownStream Usage

030 %0 e 1200 230 500 1530 400 430 500 1530 1600

Top 10 UpStream Usage
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Inspect Source Flow [ Inspect Destination Flow

Enable

Frequency

Volume

Switch the toggle to enable the function of monitoring the data flow
for specified source IP [ destination IP.

Set the timeout value.

Set the threshold value.

See the following example figure

Monitoring / Flow

Device Attack Monitor

APP Flow

Enable

Frequency
Volume
SYN Flood

Enable

Frequency
Volume
ICMP Flood

Enable

VigorACS3 User's Guide

Device Attack Defense Setting

Top 10 Sources To 192.168.237.234
Usage v

2758

Switch the toggle to enable the function of monitoring the data flow

coming from various APPs via the router.
Set the timeout value.

Set the threshold value.

Switch the toggle to enable the function of monitoring SYN flood
defense.

When the arrival rate of SYN packets exceeds the Threshold value, the
router will start to randomly discard TCP SYN packets for a period of
time as defined in Timeout. This is to prevent TCP SYN packets from

exhausting router resources.
The default values of threshold and timeout are 2000 packets per
second and 10 seconds, respectively.

Set the timeout value.

Set the threshold value.

Switch the toggle to enable the function of monitoring ICMP flood

defense.

When the arrival rate of ICMP packets exceeds the Threshold value,
the router will start to randomly discard TCP SYN packets for a period

of time as defined in Timeout.

The default values of threshold and timeout are 250 packets per

second and 10 seconds, respectively.
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Frequency
Volume
UDP Flood

Enable

Frequency
Volume
Land Flood

Enable

Frequency

Volume

Tiny Fragment

Enable

Frequency

Volume

Push ACK Flood

Enable

Frequency
Volume
RST Flood

Enable

Frequency
Volume

Save

Set the timeout value.

Set the threshold value.

Switch the toggle to enable the function of monitoring UDP flood

defense.

When the arrival rate of UDP packets exceeds the Threshold value, the
router will start to randomly discard TCP SYN packets for a period of

time as defined in Timeout.

The default values of threshold and timeout are 2000 packets per

second and 10 seconds, respectively.
Set the timeout value.

Set the threshold value.

Switch the toggle to enable the function of monitoring LAND attack

events.
Set the timeout value.

Set the threshold value.

Switch the toggle to enable the function of monitoring SYN packet

fragments.
Set the timeout value.

Set the threshold value.

Switch the toggle to enable the function monitoring the ACK Flood

attack.
Set the timeout value.

Set the threshold value.

Switch the toggle to enable the function of monitoring the RST Flood

attack.
Set the timeout value.
Set the threshold value.

Click to save the settings.
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5.3.4 Diagnostics

The menu items for Diagnostics will vary based on the CPE model. In this case, we take Vigor2865

series as an example.

5.3.4.1Ping

Q

2865ac_001DAADO0D00 | Monlitoring / Diagnostics

€ Configuration

Pratocol 1P -

Ping Through Auto -

Ping To DN5S-8.888

Saurce IP Auto

1P Address

@ Note:
1. H you want to ping a LAN PC or you don't want to specify which WAN to ping through, please select ‘Auto’ in Ping Through

= .M you select "Auto” In Source IP, we will Il Source IP according to the interface you ping through.

=
These parameters are explained as follows:
Item Description
Protocol Select the protocol (IPv4 or IPv6) to perform the ping operation.
Ping Though Select a WAN interface from drop down list to through which you want

to perform the ping operation, or choose Auto to be let the router
select the WAN interface.

Ping To Select the type of target (Host/IP, DNS, Gateway) to which you wish to
ping.
‘ DN5-8.8.8.8 v |
Host/IP

DNS-B.8.8.8
Gateway2-192.168.105.1

Source IP Select a WAN IP as the source IP.

If Auto is selected, the source IP will be specified according to the
interface chosen for ping through.

IP Address Enter the IP address of the Host/IP that you want to ping.
Run Click to perform the job.
5.3.4.2 Trace Route

This page allows you to trace the routes from router to the host. Simply Enter the IP address of the

host in the box and click Run. The result of route trace will be shown on the screen.
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€ Configuration

ARP T2

DHCP Table

Sessions Table

2865ac_001DAAD00000 / Monitoring / Diagnostics

e

Type 1P
Trace through WANL
Protocol icne

1P Address / Domain

upp

These parameters are explained as follows:

Item
Type
Trace through

Protocol

IP Address [ Domain

Description

Select the IP version (IPv4/IPv6) used to perform the trace route.

Select the WAN interface used to perform the trace route.

Select either UDP or ICMP used to perform the trace route.

Click to perform the job.

5.3.4.3 Routing Table

This page displays the IPv4/IPv6 routing information.

 Conliguration

Piog

Trace Route:

ARP Table
DHCP Table

Sessions Table

2865ac_001 I / Di
IPv4 Routing Table

Index Destination
1 00.00
2 192.168.105.0
3 192.168.100
4 192.168.1.0
5 211100880

Key
C:Connected  S:Static  R:RIP  *:default

IPv6 Routing Table

Show Detall

Destination Profix Longth
FESO: o
FESO: 64
FESO: ]
FEA0: 64
FESD 64
FES0: 64
FEA0: 64
FES0 64
FEA0: 64
FRO0: H
FFO0:: 8

Subagt Mask
00.0.0
255.255.255.0
255.255.255.255
256.265.255.0
255,355 255 265

- private

B: BGP

Gatoway
192.168.105.1
directly connected
192.168.1.2
directly connacted

19216813

c €€ € e € € &

Enter the hostname or the IP address of trace route destination.

Kay ace
WANZ

c WANZ
5 LANL
[ LANL
5 LANL

Motric Naat Hop.

256

156

256

256

156

25

156

56

256

15

56
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5.3.4.4 ARP Table

This page displays the contents of the ARP (Address Resolution Protocol) cache held in the router.
The table shows the mappings between Ethernet hardware addresses (MAC Addresses) and IP

addresses.
2865a¢_001DAADO0000 | Monitoring / Diagnostics (e
@ Cloar
LAN WAN
Show LAN ALL LANS v
Show VLAN ALL VLANS w
Index »P MAC Address HOSTID Intertace VLAN Part Device Description Comment
15 192.168.L10  18-06-C7-01-A2-34 RI0006TS LANL P2
00 Di. i o
 Configuration 2865ac_ ! / :
ng B Cloar
Trace Route LAN WAN
Routing Table
Show WAN ALLWANS v
DHCP Table
Index L4 MAC Address. HOST 1D Interfacs VAN Port Davice Description Comment
S 1 192 16810552 00-10-AA-F8-D8-19 WAN2 -
2 182.166.105.58  00-10-AA-66-E0-21 WAN2 — -
3 10216810562  00-1D-AA-FT-CO-E2 WAN2 - -
] 19216810571 00-S0-TF-FL00-16 WAN2 -
5 19216810581 00-10-AA-TD-65-14 WAN2
5 19216810556 00-10-AA-BA-BE-C9 WAN2
7 19216810557 00-10-AA-BA-BE-S1 WAN2 -

These parameters are explained as follows:
Item Description

Show LAN / VLAN / Select the LAN(s), VLAN(s) and WAN(s) to display ARP table

WAN information.

By default, information on all LANs, VLANs and WANSs is displayed.

5.3.4.5 DHCP Table

This page provides information on IP address assignments. This information is helpful in
diagnosing network problems, such as IP address conflicts, etc.

2865ac_f I / Di. e

IPv4 Address Assignment Table

Name L Mask StartIP EndIP DHCP Server

LANL 192.168.1.1 255.255.255.0 192.168.1.10 192.168.1.209 Cn

Please click on a specific LAN to display the detailed information of the DHCP client.

IPVE Address Assignment Table

Interface 1PV Address. W0 Link-Layer Address Leased Time DU

/N
(419

No data mallable
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5.3.4.6 Sessions Table

This screen shows the 128 newest entries in the NAT sessions table.

& Configuration / / Diagrosti =
Private IP Private Port Psaudo Port Pesr IP Peer Port Intertace
- 192,168 1.10 64325 3831 8844 5 wiN2
Trace Re 192,168 110 64325 383 8888 E WAN2
Rowting Table 192,168,110 65188 33608 216.58.300227 a0 WAN2
-. 192,168,110 6519 33708 5227920630 a3 WAN2
SIS 192,168,110 65289 3801 40.90.189.152 3 WAN2
A 192.168.1.10 65133 33045 204,79.197219 a3 WAN2
192.168.1.10 49270 S0550 21061.142.105 30613 WAN2
192,168,110 49300 0580 1921681211 8069 WAN2
192,168,110 49304 sose4 1T216313% 8069 WANZ
192,168,110 4032 50602 192.1682.1 8069 WAN2
192,168,110 49364 E 2018457167 3 WAN2
192,168,110 49365 50646 210561142105 0513 WAN2
192,168,110 49388 50668 19216812415 8069 WAN2
192.168.1.10 4939 50679 19216812411 8069 WAN2
192.168.1.10 49437 071 1921685017 8069 WAN2
192.168.1.10 49448 0728 19216850101 8069 WAN2
192.168.1.10 49463 0749 192168201 8069 WAN2
192,168 1.10 s0192 s14m 5227920630 a3 WAN2

5.3.4.7 DNS Cache Table

This screen shows the cache information related to DNS.

= DrayTek vioncss \ LRI )

P norg 2001:67C-4E8:F004::9youtube-ui.l.google.com T
RoutingTable youtube-ui.Lgoogle.com 2404:6800:4012:5::20youtube-ui.|.google.com 70
o youtube-ui.Lgoogle.com 2404:6800:4012:6::20youtube-ui..google.com 70
) youtube-ul.l.google.com 2404:6800:4012:2::20c tile.openstreetmap.org 1
ctile.openstreetmap.org 2A04:4E42:48:347 30

- www.youtube.com 2404:6800:4012:6:20www.youtube.com 189

www.youtube.com 2404:6800:4012:4:20www.youtube.com 189

www.youtube.com 2404:6800:4012:5::20pki-goog. | google.com 189
pki-goog.L.google.com 6800 d lla.net 35

content-signature-2.cdn.mozilla.net 2600:1901:0:92A9:: 203
butile.openstreetmap.org 2ADA:4E42:48::347 30

entry of which TTL shows "Stati
Delete when an entry’s TTL is larger than *
$
o [
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5.3.5 GPS

It is available only when the selected CPE supports GPS feature.

The GPS page will display the moving path (including time and coordinate position, latitude, and

longitude) of the Vigor device.

Last24Hours ~ Last7Days Last30Days | Custom  start: 2020/07/31 End:| 2020/08/07

History Dat

Time Latitude

2020-08-05 04:53:26 24.865368817836288

2020-08-05 04:56:19 24.86404495205629

2020-08-05 04:58:18 24.86831826194333

2020-08-05 05:01:20 24.87464521485344

2020-08-05 05:04:19 24.837843169216325
i

5.3.6 WAN (SD-WAN)

It is available when the selected CPE supports SD-WAN feature.

Longitude

120.99603583167725

120.99264551948242

120.98884751151733

120.98488857101135

120.98745276282959

3o

#EEE 02020 Google R EEHIBE

This page displays the location, MAC address, firmware used, uptime of the selected CPE and

WAN overview.

DrayTek vous:

Monitoring / WAN / rd8 / 2927Lac_1449BC023720

29270ac_1449BC023720

144980023720

2 days 054121

it
[t}

<7 Re-Center

WANOVerview — WANL | WAN2 | WAN3 (Wireloss2.4G) | WAN4 (Wireless56) | WANS(LTE) | WANG (USB)

192.168.105.120 101:36:28

A A
[\
g

Usage

carrle

W Capture Packets {5

422 R

G mutoRefresh: |2 minutes ~ |

2020-09-14 15:07:15

T €200 Google LR DT

(D) tast2 howrs

= Upload = Download

Interface MOS

Interface MOS Score

These parameters are explained as follows:

Item Description
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Google Map

WAN Overview

Display the location of the selected CPE.

Click the number of the WAN interface to display information related
to traffic usage, estimated MOS score, latency, jitter, packet loss and

SO on.

This page displays the location, MAC address, firmware used, uptime of the selected CPE and the

traffic for data download/upload by VPN.

The monitoring page will vary based on VPN established or not. Before establishing VPN, the page

will be shown as follows:

pET g rm—— -

Monitoring / VPN / RD / 2927Lac_1849BC023720

2027L3¢ 14980023720

7 RaCenter

VPN Overvie

| o285 001DAA00000

== c

C Auto Refresh: | 2 minutes

Dray Tek verncs:

144980023720 2280

Lday 507 2020.09-30 11:52:06
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VolIP call list displays the communication status related to incoming and outgoing calls via VolP

Monitoring / VoIP / simulator C
VolP Call List (O Lest2hours
1414 " 991 408 4 0
iy ® Great ® Good ® Okay Poor ® Bad
50~43 42~40  39~36  35-~31  30~10
All(1598) | Active(788) | Finished (810 Rows 10 [ ]
Latency
#  Statusil LANIP PecrIP Call D" Via Interface 11 Start Time Failovered Interface ©* Up Time Jitter 11 PacketLoss /1 MOS,
Low Peak Averag
1 GD 192168120118 40.197.13034 8850 WAN1 000053  15ms  4sams  220ms 12ms 0% 4
2 Ry 1s2aesizonts 2312627412 8849 WAN3 00:01:04  7ms  467ms  240ms 14ms 1% 4
192168120120 140515484 8848 WAN1 2020/03/19 032330 PV 00:00:33  18ms  478ms  279ms 12ms 0% 4
Local Time: 2020/03/10 03:52:57 M
4 D 192168120116 98.108133.232 8845  WANI 2020/03/19 035330 P 00:00:44  10ms  493ms  252ms 12ms 0% 38
Local Time: 2020/03/19
5 . 2020/03/1 N . .
5 GO 192168120117 14711611178 8845 WANI b 00:0049  7ms  48Tms  237ms 4ms 0% 4

0: o

These parameters are explained as follows:

Item

Great, Good, Okay,
Poor, Bad

Status

LANIP

Peer IP

CallID

Via Interface

Start Time
Failovered Interface
Up Time

Latency

Jitter

VigorACS3 User's Guide

Description

All the VolP calls will be separated with different levels according to its
quality.

Enter the IP address (LAN IP/ Peer IP) as a condition to search the VolP
call.

Display the status of the phone call.

3

- Active call. Quality level is Good.

- Finished call. Quality level is Good.

- Finished call. Quality level is Okay.
Display the IP address of the local side.
Display the IP address of the peer side.
Display the ID number of the caller.
Display the interface that VolIP call passing through.
Display the start time of the VolIP call.
Display the failover interface for VolIP calls passing through.
Display the time length of the VolIP call.

Display the transmission latency data (low, peak and average values)
of the VolIP call.

Display the packet jitter value of the VolIP call.

17



Packet Loss Display the packet loss of the VolIP call.

MOS Display the mean opinion score of the VolIP call. 1 means the worst; 5
means the best.
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This page displays the data usage for a SD-WAN CPE.
DrdyTek VigorACs 3 W Capture Packets ~ e e

Monitoring / Data Usage / rd8 / 2927Lac_1449BC023720 O Auto Refresh: | 5minutes
2927Lac_1449BC023720

= Usage Sorting by~ Application  Client Device (© Last 2 hours

Iz
A

91.35 Others

Total 21 Instant Message 131

109.63 VoI 120 ® Tunneing 82683

MB
Apple Services 769.39 @ WebHD 20.76

Traffic Line Chart  Upload/Download By Interface

= Upload Download

Usage List by  Application Client Device
These parameters are explained as follows:
Iltem Description

Usage Sorting by Display a pie chart related to various application usage.
Application - Click to display a pie chart for various application usage.
Client Device - Click to display a pie chart for the selected CPE.

Traffic Line Chart Display a line chart related to data upload/download, or traffic via the
WAN interface.
Upload/Download - Click to display data upload/download.
By Interface - Click to display a line chart related to traffic via the WAN
interface.

Usage List by Display the data usage for common Apps or for connected client.

Application - Click to display the data information related to various
applications, including name of application, number of users, upload
and download usage.
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by doplction

4 apphame

1 Facsbooinsagam

N 5374

raficune chare | UpGadibaniaad | 6y mertace

viers

o

DrayTek veses:

plesd
oae

usge
Dounioss

one

Client Device - Click to display data information for the selected CPE,

including host name, IP address, MAC address, connection type,

operation system, upload and download usage.

Usage Listby  Appucation

# 4 HostName

1 sdamuge
2 Unksown
3 RioooeTs
4 vRCsiphone
5 shoyn

6 wior

Client Device.

1P Address

116812012
19216812420
1921681280
19216812011
1921681203
1921681204

MAC Address

acasoozeses?
onsoresace?
SmoTFeSErT
BOISCEDCE0E2
EBFREICIRIAS

149BC23TES

Connection Type

 Wireless 56)
EWied
dswied
= Wireless 56)
= Wireless (56)

Sswired

5.4 Configuration Menu for SD-WAN CPE

120

Upload
108 Bytes
292k8

100148
61a23K8
g0k

13K8

WANL = WANY

usage
Dowrload
1meytes
210k8
asus
w1

1363K8

=l

135K8

The configuration menu will vary in accordance with the CPE model. For more detailed

information, refer to Part V, Chapter 9 Device Menu, Section 9.4 Configuration.
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Chapter 6 System Menu

System menu contains:

6.1 Maintenance

122

Maintenance

Reports

Provisioning

Network Management

System

User

About VigorACS

Settings in Maintenance can be applied onto numerous TR-069 CPEs instead of configuring

settings for each CPE one by one.

1 €2

Maintenance

Scheduled Backup

Configuration Restore

Device Reboot

Firmware Upgrade

System Password Reset

Schedule Profile
File Manager

Batch Activation
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Maintenance menu is available only for the role of System Administrator, Group

Administrator, Administrator and Standard (limited in VigorACS cloud version).

6.1.1 Scheduled Backup

6.1.1.1 Networks & Devices

This page is used to specify a backup profile for the device | network. Later, the configuration

backup for the device/network will be executed automatically by VigorACS.

Maintenance / Scheduled Backup

User Group : l RootGroup et ] 13

Networks & Devices  Backup Settings Profile

Name File Type Backup Setting
4 (@ Root Network(10) Configuration File Empty v

b @ 20260520(0) Configuration File As Parent ~

[ (& AutoTest_SD-WAN(4) Configuration File As Parent v
I @ prv_fwUp_test(4) Configuration File As Parent >
@M 2865L_1449BC3TETA0 | Configuration File As Parent ¥
@ 2927_1449BC6BOD58 | Configuration File As Parent ¥
These parameters are explained as follows:
Item Description
User Group Specify a user group for applying the backup settings profile.

Each user group can be configured with different backup settings

profiles.
File Type Display the file type used for the device.
Backup Setting Choose a profile defined in Backup Settings Profile for applying onto

the selected CPE.

| As Parent -
Empty
Default

As Parent - The backup setting for the selected network [ device is

the same as the top setting.
Empty - No backup setting for the selected network [ device.

Default - Use the default backup setting for the selected network /
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device.
Others - In addition to As Parent, Disable and Default, profiles defined

in Backup Settings Profile also will be listed in this drop-down list.

save Save the current settings.

This page determines the trigger time and method for firmware backup.

Malntenance / Scheduled Backup

User Group: | RootGroup -

Networks &Devices  Backup Settings Prof
Add

Name Period(Days) Type Time Interval Action
Default 1 The Last 20 Now Edit @ Delete

il 1 The Last 20 Now Edit 1 Delete

These parameters are explained as follows:
Item Description

User Group Specify a user group for applying the backup settings profile.

Each user group can be configured with different backup settings

profiles.
+Add Click to create a new profile.
Edit Click to modify, change the selected profile.
Delete Click to delete the selected profile.

The following setting page appears when +Add is clicked.

Maintenance / Scheduled Backup

User Group : l RootGroup e I 12

Networks & Devices ~ Backup Seti

Name
Backup Period (days) 1
@ Warning
* Backup will not be triggered again until the configured Backup Period has elapsed since the
last successful backup.
Keep Files The Last 20 All
Backup Time Now Scheduled Schedule Profile
Schedule Profile default v

oot [0

These parameters are explained as follows:

Iltem Description
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User Group

Name
Backup
Period(days)

Keep Files

Backup Time

Scheduled

VigorACS3 User's Guide

Specify a user group for applying the backup settings profile.

Each user group can be configured with different backup settings

profiles.
Enter a name of the backup profile.

The number typed here means the interval for the backup executed

by VigorACS. The unit is “day”. If you type 1, that means the backup will

be executed one time by one day.

Choose to keep all of the files (router's configuration files) or the last
20 files.

Set a time interval for executing the backup work for networks and
devices.

Now - The backup work will be executed immediately after
clicking the Save button.

Scheduled - The backup work will be executed at the specified

time and date after clicking the Save button.
Schedule Profile - The backup work will be executed according

to the selected schedule profile after clicking the Save button.

Start Time [ End Time - Click Select time to display a clock. Set the

hour and minutes by clicking the number on the clock.

00
55 % 05
50 10
45 : 15
40 20 2 Prafile
35 30 25
| eloct tim | ‘oz:m

Specify Start Date — Click to enable the time setting.

Date - Click to pop up a calendar to choose a date as the starting

date.
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Schedule Profile

Save

Su

16

23

30

Jan

Mo

10
17
24

31

Tu

11

18

25

We

12

19

26

2022

Th

13
20

27

Fr

14

21

28

Sa

15

22

29

Choose a trigger profile from the drop down list. In which, VigorACS

offers default schedule profile.

reset_password wizard

reset_password_wizard

default
testl
test2
test3
test4
tests
test6
testT
ttl

reboot_wizard
restore_wizard
backup_wizard

Save the changes on this page.
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6.1.2 Configuration Restore

6.1.2.1 Apply to Devices

This page can determine which device or network will be applied with restore profiles. Later, the

configuration restoration for the device/network will be executed automatically by VigorACS.

Maintenance / Configuration Restore

User Group: [ RootGroup = ‘ 12

Apply to Devices  Restore Settings Profile

¥ Quick Setting

Name Apply File List Restore Profile

4 (® Root Network(10)
b @ 20260520(0)
b (@ AutoTest_SD-WAN(4)
b @ prv_fwUp_test(4)
™ 2865L_1449BC3TET40 Empty e

@™ 2927_1449BC6BOD58 Empty e

These parameters are explained as follows:
Item Description

User Group Specify a user group for applying the restore settings profile.

Each user group can be configured with different restore settings

profiles.

Quick Setting This wizard offers a series of steps to specify configuration file which
can be applied to multiple APs / Switches at one time.

¥ Quick Setting

Common Config File /AP903_20190715.cfg v

/i Notice:

To apply ACL CFG file to APs, please make sure the firmware version is 1.2.5 or newer. With old
firmware, your AP might be reset to factory settings, so the selected AP with old firmware will be
ignored automatically.

Commen Restore Profile ~
Device Filter APs Switches
Select Devices

Name Model Name Firmware Version
4 ® Root Network(50)

@ ALANWEN(0)

@ AnPhat_UN(6)

@ AriesTest(0)

@ Cshih(0)

@® David_Test_n1(0)
@ FAE(L)

@® Marketing_carrie(0)
@ OCTOBER(0)

@ RD1(Y)

® SEG1(0)

% Close Next >
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In which, click the Common Config File to select a “cfg” file. Then select
a restore profile and specify the device filter (AP or switch). From the
Select Devices list, select one or more APs/Switches required to apply

the configuration file. Click Next to get the following page.

¥ Quick Setting

Common Config File JAP903_20190715.cfg

/™ Notice:

To apply ACL CFG file to APs, please make sure the firmware version is 1.2.5 or newer. With old
firmware, your AP might be reset to factory settings, so the selected AP with old firmware will be
ignored automatically.

Common Restore Profile

DeviceID Device Name Model Flrmware Version User Group
126288 AP 903_00507FF19216 VigorAP903  1.3.5RCT RootGroup

X Close < Previous

4

Check if the selected devices are correct or not. If yes, click Apply. The
selected configuration file will apply to all of the selected devices.

Apply Click the icon to enable configuration restoration for the selected CPE.

File List Open a dialog to choose one of the files for the file restoration of the
selected CPE.

Select a config file

Filename + File Path

/i Notice:

&

* To restore a CFG file from a different model, please make sure the firmware on both devices is up to date.

= To apply ACL CFG file to APs. please make sure the firmware version is 1.2.5 or newer. With old firmware. your
AP might be reset to factory settings. 50 the selected AP with old firmware will be ignored automatically.

Restore Profile Choose a profile defined in Restore Settings Profile for applying onto
the selected CPE.
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Save

Empty v

restore_wizard
Default
MRD8TestTestTest
1111

2222

3.333

Empty - No restore setting for the selected network [ device.

Default - Use the default restore setting for the selected network /

device.

Others - In addition to Empty and Default, profiles defined in Restore

Settings Profile also will be listed in this drop-down list.

Save the current settings.

This page can determine the trigger time and method for firmware restoration.

DrayTek VigorACS 3

Maintenance / Configuration Restore

Pcap
- 3 0:42:45 AM
Root Network (70016) v Q - 104 - g f root R
2026-07-28 System Administrator

User Group :

RootGroup

Apply to Devices Res
+Add

Name

Default

Trigger Profile Time Interval Action

Now # Edit 17 Delete

These parameters are explained as follows:

Item

User Group

+Add

Name

Trigger Profile
Time Interval

Action

Description

Specify a user group for applying the configuration restore settings
profile.

Each user group can be configured with different configuration

restore settings profiles.

Click to create a new profile.

Display the name of the restore setting profile.

Display the time schedule selected for the restore setting profile.
Display the time period to trigger the setting restoration.

Edit - Click to modify, change the selected profile.

Delete - Click to delete the selected profile.

The following setting page appears when +Add is clicked.

VigorACS3 User's Guide
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Maintenance / Configuration Restore

User Group : | RootGroup e 12

Apply to Devices

Name

Restore Time Now Scheduled Schedule Profile
Start Time

End Time

Specify Start Date

e m

These parameters are explained as follows:
Item Description

User Group Specify a user group for applying the restore settings profile.

Each user group can be configured with different restore settings

profiles.
Name Enter a name of the restore setting profile.
Restore Time Set a time interval for restoring the configuration settings for networks

and devices.

Now - The setting restoring work will be executed immediately
after clicking the Save button.

Scheduled - The setting restoring work will be executed at the

specified time and date after clicking the Save button.

Schedule Profile - The setting restoring work will be executed
according to the selected schedule profile after clicking the

Save button.
Now The configuration restore will be executed after clicking Save.

Scheduled Start Time [ End Time - Click Select time to display a clock. Set the

hour and minutes by clicking the number on the clock.

55 ® 05
50 10
45 : 15
40 20 2 Profile
35 20 25
| | ‘01:10

Specify Start Date — Click to enable the time setting.
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Date — Click to pop up a calendar to choose a date as the starting
date.

< Jan v 2022 v 2

Su Mo Tu We Th Fr Sa

s 1r 18 19 20 21 22
23 2 B » T ¥ B

30 31

Schedule Profile Trigger Profile — Choosing a trigger profile from the drop down list. In
which, VigorACS offers default schedule profile.

reset_password_wizard W

reset_password_wizard
reboot_wizard
restore_wizard
backup_wizard

default

testl

Save Save the current settings.

6.1.3 Device Reboot

You can define the time schedule for rebooting the selected CPE(s) automatically by VigorACS.

Open Maintenance>>Device Reboot to display the following page.

6.1.3.1 Networks & Devices

This page is used for configuring the reboot setting for network(s) & device(s)
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Maintenance / Device Reboot

User Group: | RootGroup = 12

Networks & Devices Reboot Settings Profile

Name Model Name Firmware Version Modem Version Reboot Setting
4 (@ Root Network(10) Empty
[ @ 20260520(0) As Parent
) AutoTest_SD-WAN(4) As Parent
b @ prv_fwUp_test(4) As Parent
@ 28651 1449BC37ET40  Vigor2865L  45.2.3 STD Annex_A_STD As Parent
@@ 2927_1449BC6BOD58  Vigor2927 4458 No DSL As Parent
These parameters are explained as follows:
Item Description
Reboot Setting Choose a profile defined in Reboot Settings Profile for applying onto

the selected CPE.

Reboot Setting

Empty v

As Parent
Empty
reboot_wizard
Default

As Parent - The reboot setting for the selected network [ device is the

same as the top setting.

Empty - No reboot setting for the selected network [ device.

Default - Use the default reboot setting for the selected network /

device.

Others - In addition to As Parent, Empty and Default, profiles defined

in Reboot Settings Profile also will be listed in this drop-down list.

Save Save the current settings.

This page can determine the trigger time and method for device reboot.

Malntenance / Device Reboot

User Group:  RootGroup v
Networks & Devices ettings Profile

Add
Name Period(Days) Time Interval
reboot_wizard 365 00:00-23:59
Default 1 00:00-00:00
1 1 Now

1] 365 01:05-03:15

cshih_test 1 13:15-1705

These parameters are explained as follows:

Item Description

132

Action

Edit

Edit

Edit

Edit

Edit

A Delete
7l Delete
f1 Delete
f1 Delete

il Delete
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User Group Specify a user group.

+Add Click to create a new device reboot profile.
Edit Click to edit / modify the settings for the selected profile.
Delete Click to delete the selected profile.

The following setting page appears when +Add is clicked.

Maintenance / Device Reboot

User Group : l RootGroup e ] 13

Networks & Devices  Reboot Settings Profile
Name
Period (days) 1
Reboot Time Now Scheduled Schedule Profile
Start Time
End Time
Specify Start Date o

Date

ot [

These parameters are explained as follows:

Item Description
Name Enter the name of the profile.
Period(days) Determine the frequency for the CPE reboot by VigorACS. The default

value is 1 day.

Reboot Time Set a time interval for executing the device reboot.
Now

Scheduled - The device reboot will be executed at the specified

time and date after clicking the Save button.

Schedule Profile - The device reboot will be executed according

to the selected schedule profile after clicking the Save button.

Scheduled Start Time [ End Time - Click Select time to display a clock. Set the

hour and minutes by clicking the number on the clock.
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Schedule Profile

Cancel

Save

03:10

Specify Start Date — Click to enable the time setting.

Date — Click to pop up a calendar to choose a date as the starting

date.
< | Jan v| 2022 v o>
Su Mo Tu We Th Fr Sa
1
2 3 4 5 6 8
g 10 11 12 13 14 15
16 17 18 19 20 21 22
23 24 25 26 27 28 29
30 31

Trigger Profile - Choosing a trigger profile from the drop down list. In

which, VigorACS offers default schedule profile.

reset_password_wizard ~
reset_password_wizard

reboot_wizard
restore_wizard
backup_wizard
default

testl

test2

test3

testd

Discard current settings and return to previous page.

Save the current settings.
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When VigorACS server receives information from CPE about firmware upgrade, it will check if the
received model name, modem firmware version, and software version correspond to the
information recorded in VigorACS server. If everything can match but software version not,
VigorACSs will judge that the remote CPE requiring firmware upgrade. Next, VigorACS server will
execute firmware upgrade with the file listed in Job List automatically at specified time.

This web page allows you to specify required information for matching with the CPE device. The
profiles created here will be regarded as a basis that VigorACS server uses to compare
information coming from CPE router with the information stored in VigorACS server’s database.

The firmware upgrade profile created in such page can be applied to single and selected
devices (but not applied to the whole network).

For applying an upgrade provision profile to the whole network / group, please go to

Provisioning>>Firmware Upgrade for more detailed information.

Maintenance / Firmware Upgrade C

User Group: | RootGroup h 12

Firmware Upgrade Job List

+ Add [ Delete All Complete Jobs

Name ¥ File Path Schedule Device Count Status Result Action

FGJ_Carrie ./[RootGroup/SharedFirmware/v2865_453_MDM3.all 01:25-0%:45 1 Processing Success:0 Fail:0 ? Edit il Delete & View Log

These parameters are explained as follows:

Item Description

User Group Specify a user group. The job list under that group will be displayed on
this page.

+Add Click to create a new job profile.

Delete All Complete  Click to delete all profile.

Jobs

Edit Click to edit / modify the settings for the selected profile.
Delete Click to delete the selected profile.

View Log Click to view the record of the firmware upgrade for the CPE

The following setting page appears when +Add is clicked.
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Maintenance / Firmware Upgrade

User Group:  RootGroup e >

Firmware Upgrade Job Settings

Status Disable Enable
Name

Upgrade Time Now Scheduled
Date Select adate

Start Time Select time

End Time Select time

@ Note:
. will only request the firmware upgrade while it receives TR-069 inform from CPE during the

scheduled time.
 For batch upgrade by Network, please go to

Apply Firmware

Schedule Profile

Cancel Save

These parameters are explained as follows:

Item
Status
Name

Upgrade Time

If Scheduled is
selected

Description
Click Enable to activate the firmware upgrade profile.
Enter a name of the job profile.

Set a time interval for executing the firmware upgrade job for

networks and devices.

Now - The firmware upgrade job will be executed immediately

after clicking the Save button.

Scheduled - The firmware upgrade job will be executed at the
specified time and date after clicking the Save button.

Schedule Profile - The firmware upgrade job will be executed
according to the selected schedule profile after clicking the

Save button.

Date — Click to pop up a calendar to choose a date as the starting

date.

< | Jan v 2022 v 2

Su Mo Tu We Th Fr Sa

5 17 18 19 20 21 22
23 024 | X | %6 21T 28 | 29

30 31
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Start Time [/ End Time - Click Select time to display a clock. Set the

hour and minutes by clicking the number on the clock.

01:14 —f‘ P—

If Schedule Profileis | Trigger Profile — Choosing a trigger profile from the drop down list. In
selected which, VigorACS offers default schedule profile.

reset_password_wizard ~

reboot_wizard

restore_wizard
backup_wizard
default

testl

test?

test3

testd

Apply Firmware Click to open a dialog to select a firmware file. VigorACS will upgrade
the selected CPE with the selected file.

select a firmware
Filename Property Tt Size Last Modified File Path

JRoatGroup

[ReerGroup

- B- -]
L] 5
8

% Close.

Protocol Options Select the mechanism for performing firmware upgrade.
TRO69 - This is the default setting.
HTTP - VigorACS will authenticate the router/CPE by router name and

the password and then perform the firmware upgrade for the CPE.

Router Username - Enter the name (e.g., admin) of the router as

the username for accessing the router.

Router Password - Enter the password (e.g., admin) of the

router for accessing the router.
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Send Report by Send a firmware upgrade notification to the specific user.
Email Recipients (User) - Select the user from the drop-down list.

Recipients (Email) — Click +Add to enter the email address
which will receive the report email.

Device to Upgrade Click the Filter icon to set the filtering conditions.

Device to Upgrade

Filter

Device Name

MAC Address

Model All b
Firmware Version All ~
Modem Version All ™

Can(EI m

Device Name - Enter the name of the device to be shown on the
table.

MAC Address - Enter the MAC address of the device to be shown on
the table.

Model — Select a model of CPE.

Firmware Version — Select a firmware version. CPE with the selected
firmware will be shown on the table.
Modem Version - Select a modem version. CPE with the selected

modem will be shown on the table.

Apply - After clicking Apply, the table below will show the devices

according to filter conditions.

If Treeis selectedas | Select one device or more devices to apply the firmware upgrade

the Select by provision.

Device to Upgrade v

Name MAC Address  Model Name Firmware Verslon Modem Verslon

4 @ Root Network(91)

4 @ ALANWEN(3)

™ 2952n_001DAAEOGIES 001DAAEOG1EB  Vigor2952n 39.1.1_RC3 No DSL
@ 2960_0050TFFF3900 00507FFF3900  Vigor2960 1.3.0_Beta undefined
™ 3910_001DAA1BET40 001DAA1BET40 Vigor3910 3.9.2_Betarl064_84359 NoDSL

b @ AnPhat VN(8)

[ @ AriesTest(0)

Model Name - Display the model name for identification.

Firmware Version — Display the firmware version that the model used
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If Device Pool
selected as the
Select by

Cancel

Save
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currently.

Select one device or more devices to apply the firmware upgrade

provision.
Device to Upgrade
Select by Tree Device Pool
Device Pool Profile L Template

Target Devices 0 Devices &

Device Pool Profile — Use the drop down menu to specify one profile.

Or click Template.

Target Devices - Click the edit button to select one device or devices

to apply the firmware upgrade provision.

Select Devices

Included Excluded

0 macAddress Model

Total 0/0 Devices

=] “

Discard current settings and return to previous page.

Save the current settings and exit the page.

The firmware upgrade job will be performed based on the above

conditions automatically.
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This page is used to reset the default factory password for the administrator of CPE.

Maintenance / System Password Reset

Reset Time Now Scheduled
Start time 00:00

End time 23:59

Start Date 2026-07-28

Select devices

Name Model Name Firmware Version Modem Version
4 (@ Root Network(70016)

b @ 20260520(0)

| @ AutoTestNetwork(1)

b @ AutoTest_Dev(2)

|> @ AutoTest_SD-WAN(4)

[ @ T_2026-07-21_Wholesale_GA_D(0)

b @ T_2026-07-21 Wholesale_GA_E(0)

These parameters are explained as follows:

Item Description

Reset Time Now - Reset the password for the selected device(s) immediately.

Scheduled - To specify a certain time to perform the job, choose this
one and specify start day, start time and end time respectively.
VigorACS will perform the job for the selected CPE (s) according to the
schedule set here.

Start Time [ End Time - Click Select time to display a clock. Set the

hour and minutes by clicking the number on the clock.

(=
[
-
[==J

Date - Click to pop up a calendar to choose a date as the starting
date.
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Select devices

Save
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20

27
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14
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28

Sa

15

22

29

Choose the device that you want to do device password reset.

Save the current settings.
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Schedule profiles can be set to apply to devices managed by VigorACS 3. Later, you can not only
schedule the router to dialup to the Internet at a specified time, but also restrict Internet access
to certain hours so that users can connect to the Internet only during certain hours, say, business

hours. The schedule profile is applicable to several functions driven by VigorACS 3.

Maintenance / Schedule Profile

User Group : l RootGroup > ] 1z
+add
Name Start Day End Day Start Time End Time Action
default 00:00 00:00 7 Edit T Delete

These parameters are explained as follows:

Item Description

User Group Specify a user group. The schedule profiles under that group will be
displayed on this page.

+Add Click to create a new schedule profile.
Edit Click to modify, change the selected profile.
Delete Click to delete the selected profile.

The following setting page appears when +Add is clicked.

Maintenance / Schedule Profile

User Group : l RootGroup e ] 13
Profile Name
Date Type Scheduled v
Start Date
Check End Date o
End Date
Time Type Scheduled v
Start Time

End Time

e [0

These parameters are explained as follows:

Item Description
Profile Name Enter a name of the schedule profile.
Date Type VigorACS 3 will perform the job for the selected CPE (s) according to
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the schedule set here.

Now - When CPE meets settings configured in the profile, the job (e.g.,

upgrade) for the CPE will be performed immediately.

Scheduled - To specify a certain day to perform the job, choose this

one and specify start day and end day respectively.

Start Day Use the drop down calendar to specify the day you want to start the
operation.
Check End Day Click to enable the end day to determine if the job is performed or not.

For example, the end day for firmware upgrade is out of date, then the
upgrade will not be executed for the selected CPE.

End Day Use the drop down calendar to specify the day you want to end the
operation.
Time Type Now - When CPE meets settings configured in the profile, the job (e.g.,

upgrade) for the CPE will be performed immediately.

Scheduled - To specify a certain time to perform the job, choose this
one and specify start time and end time respectively. VigorACS will
perform the job for the selected CPE (s) according to the schedule set

here.

Start Time Use the drop down menu to specify the hour and minutes you want to

start the operation.

End Time Use the drop down menu to specify the hour and minutes you want to

finish the operation.
Cancel Discard current settings and return to previous page.

Add Save the current settings and create a new profile.

Firmware driver, configuration file for devices (VigorAP, Vigor router or Vigor switches) can be

managed or classified with different folders.
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Maintenance / File Manager

User Group : | RootGroup

1. Upload

Filename

3 SharedFirmware

il Delete (3 New Folder © DrayTek FTP

0

Device Name Property W size Last Modified File Path

Directory 2026-06-12 1:40:20 PM ./RootGroup

These parameters are explained as follows:

Item

User Group

Upload

Download

Delete

New Folder

144

Description

Specify a user group. The devices (represented with MAC address)

under that group will be displayed on this page.

The PublicArea is designed for sharing firmware files. It allows users to
upload and delete files. Therefore, if PublicArea is selected as the User
Group, then information listed on this page can be downloaded,

uploaded and used by any other user.

Click to upload a file to VigorACS 3 server.
X Upload File

Target: ./RootGroup

The file must be less than 300 MB.

% Cancel v Apply

Download a driver (*.all, *.rst and etc.) related to CPE device from

VigorACS 3 server.
Click to delete the selected profile.

Create folders for files classification/management.
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+ New Folder

Folder Name:

DrayTek FTP

download file from DrayTek FTP directly.

Maintenance / DrayTek FTP

< Backto Local Files

Downloadto: | RootGroup
Download
Filenama.
o Acs2
Acs3
Acss!
AP
Accessores

) DSLVIGOR_USB_MODEM
Databook

3 ISDNVIgor128
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Property
Directory
Directory
Directory
Directory
Directory
Directory
Directory

Directory

+ Add

LastModity
02100101323
20210010 1321
20150826 1744
201610171639
0512051402
200808242210
20240402 1149

200808250357

After clicking the link, the following page will appear for you to

Directory
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Batch activation is convenient for a distributor to activate WCF filter service for multiple routers at

one time. It is available only for Cyren web content filter service. In default, Batch Activation is

disabled. To enable the feature, open System >> System Parameter. Locate the ID 48 and

change the value as True. Then, open Maintenance>>Batch Activation to get the following page.
Maintenance / WCF Batch Activation ( For URL Protection )

~+Add

Create Time 47 Create User Devices Count Action

VigorACS will perform the job after creating a new profile. The execution result will be shown on

the screen immediately.
1. Click +Add to create a new batch activation profile.

Maintenance / WCF Batch Activation ( For URL Protection )

Login MyVigor First

/N Note:

* Batch Activation is the feature provided to the distributor only, please login to MyVigor with
the distributor privilege account.

= Ifyou have the requirement of batch activation, please contact your local distributor for
further assistance.

Username

Password

‘N Back to prefile list

Item Description

Username Enter a user account with the distributor privilege.
Once authenticated by MyVigor server successfully, the username will
be brought out automatically next time.

Password Enter the password.

Once authenticated by MyVigor server successfully, the password will

be brought out automatically next time.

Back to profile Return to the previous profile list page.
list
Login Access into next page.

2. Enter the username and password and click Login. After authenticated by MyVigor server, the

following page will be shown.
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Maintenance / WCF Batch Activation ( For URL Protection )

Import WCF batch activation data

Upload file | Browse |

& Download entry sample file

1 Back to profile list

Item Description

Upload file Click Browse to locate the CSV file with name of
import-batch-activation-file.

Import WCF batch activation data

Upload file import-batch-activation-file.csv

&% Download entry sample fila

4+ Back to profile list

If there is no file existed, click "Download entry sample file" link to

download one file.

Download entry Click to download an entry sample file

sample file (import-batch-activation-file.csv).
Open the CSB file and enter the "MAC address” and "WCF KEY" for each
device.

Back to profile Return to the previous profile list page.

list

Login Access into next page.

3. After locating the CSV file, click Upload. Later, the result will be shown as follows.

SR R RO

Upload Result

&, Export
4 Device Name Device MAC Network License Key ACs Check status
v 2865Lac_1449BCODEF00 1449BCODBFOD MKT_manual 6FECD-CF2AE-EETCE-6C5D2 Check OK
4 Back to profile list

4. Click Next. If one of the CPE device not registered to the MyVigor server yet, a dialog will

appear as follows.
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Confirmation

Do you want the devices to be associated with the specified MyVigor account?

Yes No

5. Click Yes to get the following page. Click NO and skip to step 6.

Binding device with MyVigor account

MyVigoraccount | draytek rc8 MyVigor account e-

e _ e

6. Enter an existed account name and account e-mail. The CPE device will be registered to the

MyVigor server with this account.

MyVigor Devices & License Check

& Export
4 Device Name Device MAC Network License Key MyVigor Check Status

v 2865Lac_1449BCOD8FO0 1449BCOD8FO0 MKT_manual 6F6CD-CF2A6-EETCE-6C5D2 @ Check OK

4 Back to profile list

PrEViuus

7. Click Activate. Wait for a minute.

Root Net-++ Dray Tek vigoracss

Maintenance‘

Result

8. The batch activation profile has been created. The activation logs (time, user, device count

and action) will be shown on this page.

+Add

Create Time 4 Create User Devices Count Action
2021-02-26 06:27:12 root 1 Q Viewlog @ Delete
Item Description

+Add Click to create a new batch activation profile.

View Log Click to view the records of the WCF batch activation.
Delete Click to remove the selected record.
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Click View Log to see current processing status.

example 1
Al Processing | Complete | Fail search Device Name / MAC / Key
& Export
Device Name 41 Mmac License Key Number License Date Network Last Update Time Status Result
2865Lac_1449BCODBFO0 1449BCODBFO0 B3072-A595A-FETC3-FICEF 2021-02-26~2021-03-28 MKT_manual 2021-02-26 06:27:14 Processing MyVigor added license successfully

 Back to profile list

example 2
Device Name + MAc License Key Number License Date Network Last Update Time status Result
2860n+_001DAAD1E290 001DAADIE230 03F10-D646B-2B0A1-40DA6 2019-02-13~2019-03-15 RD8 2019-04-02 11:30:41 Complete CPE sync license successfully
2925Ln_001DAADD75B0 001DAADD75B0 671C8-8222F-55F4E-90TCB 2019-02-13-2019-03-15 RD8 2019-04-02 11:32:40 Fail Cannot connect to CPE (timeout)

/ Back to profile list

Item Description

All, Processing, Switch among these tabs to display the detailed information for the
Complete, Fail WCF application.

Export Click to export current log to VigorACS server.
Back to profile Return to the previous profile list page.
list
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VigorACS will send reports to certain users periodically based on the report task profile defined in

this page. The report task profile can be configured what kind of data (e.g., LAN statistics, traffic or

firmware used) will be recorded, with different CPE, content of report, time, recipient, and so on.

Reports

Report Tasks

Legacy Report Tasks

Open Reports>Reports Tasks to get the following page.

Report / Report Tasks

User Group : l RootGroup

"] 12

Report Tasks ~ Generated Reports

+ Add

Profile Name

Profile Number Limit: 0/20

Report Type Report Range Recurrence Action

These parameters are explained as follows:

Item

User Group

150

Description

Use the drop down list to choose a group (e.g., RootGroup).

Only the report task profiles defined for the selected user group will be
shown on this page. If there is “no” profile displayed for the selected

group, you may click the link of +Add to create a new one.
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+Add Click to create a new report task for specified CPE.

Action Edit — Click to modify an existing report task.
Delete — Click to remove the selected report task.

Download - Click to download the report task as a "*.pdf" file for
reference.

Click +Add to create a new report task. Select Statistics Report or Comprehensive Report. Then
click Apply.

Choose Report Type

 é L

7
® Statistics Report C Comprehensive Report
Create a report providing Generate reports based on the
variety of data relating to latest Information or request
Usage, Traffic and Device specific data from the CPE,
Information. Including traffic usage, device

configuration, etc.

oot [

If Statistics Report is selected, the following setting page will appear.

Report / Report Tasks C

User Group:  RootGroup M 12

Statistic Report Settings

General
Profile Name
Report Range Network Device(s)
Network Nothing selected ¥
Timeframe Last 24 hours v

Recipients and Logo

Report Recurrence Every Week ~
Repeat On Sunday v
Start Date 2026-07-28

el m

These parameters are explained as follows:
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Item

General
Profile Name
Report Range
Network

Timeframe

Recipients and Logo

Report Recurrence

Report file Logo

Send Report by
Email

Customized Widgets

Items

Report Device(s)

Description

Enter a name for such report task profile.
Determine the content range (network or devices) of the report.
Select one or more networks for generating the statistics report.

Display the report related to the CPE detected within 24 hours, 7 days,

3 days or user defined days.

Once — The report will be made just for one time.

Every Day/Every Week/Every Month — The report will be made
repeatedly. Set the day, starting date and starting time based on the

selection.

Click to put a logo on the report. Select the logo file (with the file size
less than 100KB).

Switch the toggle to enable/disable this function. If enabled,
Recipients (User) — Specify the subject for the email.

Recipients (Email) - Enter the email address of the recipient.

+Add - If there is more than one recipient for adding, click the link to

have more entry box(es) for adding more recipients.
Recipients (Email Subject) — Enter the subject of the email.
Recipients (Email From) — Enter the email address of the sender.

Recipients (Email Content) - Enter the content of the email.

Select the items related to Network Wide, Device/Client Ranking,
Monitoring, and Hotspot Web Portal. Corresponding information will
be shown on the statistics report.

If Devices(s) is selected as Report Range, this option will appear.

Only the CPEs under the selected User Group (e.g., RootGroup in this

case) will be shown in this field.

Check the box to the left of the network group to select the device(s)

you want to make report.
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Save

Choose Report Type

[

G

) Statistics Report
Create a report providing
variety of data relating to
Usage, Traffic and Device
Information.

General

Profile Name

Report Range Network | Devicel(s)

Report Device(s) 7 Name
4 (@ RootNetwork(10)
b @ 20260520(0)
b @ AutoTest_SD-WAN(4)
b @ prv_fwUp_test(4)
€M 2865L_1449BC3TET40
@ 2927_1449BC6BOD58

® Comprehensive Report
Generate reports based on the
latest Information or request
specific data from the CPE,
Including traffic usage, device
configuration, etc.

MAC Address

14:49:BC:3T:E7:40
14:49:BC:6B:0D:58

Save the settings and return to previous page.

If Comprehensive Report is selected, the following setting page will appear.

Report / Report Tasks

User Group:  RootGroup

Comprehensive Report Settings
General

Profile Name

Report Type

Report Content

File Type

Report Range

Network

Recipients and Logo

Report Recurrence

Traffic ~
LAN Statistic v
PDF  Word csv Excel

Network

Device(s)

Nothing selected ~

Every Week v

These parameters are explained as follows:
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Vigor2927
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Item
General
Profile Name

Report Type

Report Content

File Type

Report Range
Network
Recipients and Logo

Report Recurrence

Report file Logo

Send Report by
Email

Description

Enter a name for such report task profile.

At present, VigorACS offers several types of report, including traffic,

firmware, network, status, information and device configuration.

‘ Trafflc o |

Firmware

Metwork

Status

Information

Hotspot Web Portal
Device Configuration

Use the scroll bar to choose the type you want and select an option
for that type.

Select the way (statistic or graph) to show the report. The content will

vary based on the Report Type.

LAN Statistic v |

- select an option -
LAN Statistic

WAN Statistic

NAT Statistic

LAN Graph

WAN Graph

NAT Graph

Choose PDF, Word, CSV, or Excel as the file format for device

configuration report.
Determine the content range (network or devices) of the report.

Select one or more networks for generating the statistics report.

Once — The report will be made just for one time.

Every Day/Every Week/Every Month — The report will be made
repeatedly. Set the day, starting date and starting time based on the

selection.

Click to put a logo on the report. Select the logo file (with the file size
less than 100KB).

Switch the toggle to enable/disable this function. If enabled,
Recipients (User) - Specify the subject for the email.

Recipients (Email) - Enter the email address of the recipient.

+Add - If there is more than one recipient for adding, click the link to

VigorACS3 User's Guide



have more entry box(es) for adding more recipients.
Recipients (Email Subject) — Enter the subject of the email.
Recipients (Email From) - Enter the email address of the sender.

Recipients (Email Content) — Enter the content of the email.

Save Save the settings and return to previous page.

This page displays the report(s) generated by VigorACS server.

Report / Report Tasks C

User Group : [ RootGroup b ‘ 18

Report Tasks Generated Reports

Show 20 v entries

Time Profile Name Report Type Action
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6.2.2 Legacy Report Tasks (Deprecated)

156

This page displays the legacy report tasks and is just for reference.

&)

it

f I G R

Dray Tek VigorACs 3

-

Reports / Legacy Report Tasks (Deprecated)

User Group: | RootGroup

fa 15:56:49 mk_carrie M
- /29024 System Administrator

Title Network/Device Report Content
Device Information Report from 141:8080 Report Task RootNetwork Information Emall Now
666 U_2133_100 Devlce Configuration Download

Click Edit to review the detailed settings.

=+ Create new report Task

Enable This Task

Task Title

Report Content

Report delivery

File Type

Created By

Run Report

©

Device Information Report from 141:80

Information ~

Device Information w

Send ByEmall  Download File

PDF  Csv Excel Word

root / Internal

Once Repeat

Now ~

Search Title/Type a
L Action
2018-09-1210:32 7 Edit O Delete
- # Edit [ Daleta L, Download

Cancel
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Provision functions allow users to set provision profiles for applying in numerous TR-069 CPEs
instead of configuring settings for each CPE one by one.

Provisioning

Global Parameters
CPE Set Parameters
CPE Keep Parameters
Firmware Upgrade

eSIM & Cellular WAN

45h

Provisioning menu is available only for the role of System Administrator, Group
Administrator, and Administrator.

Global Parameters configured in this page can be applied to all of the CPEs/APs at the same time
by using VigorACS instead of configuring them one by one.

It is suitable and convenient when there are several CPE (with the same model) devices
required to be configured with the same settings and values.

This page listed the parameters profiles with profile names, model, and the status of the profile to
be kept or not.
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Provisioning / Global Parameters C

User Group: | RootGroup ~ 12

Global Profile  Network & Devices

Profile Edit Mode: | All Web Ul View XML File Parameter List CSVFile

+ Add & XML Template L. CSV Template

Profile Name protieRds Model LR Revision Last Modification At Action
Mode Keep
2927 Web Ul View Vigor2927Lac No 0 2025-12-1811:13:48AM 2 Edit @ Copy To @& View Log
testl Parameter List Yes 2 2026-05-27 1:09:34PM & Edit Q) Copy To @ View Log ., Export CSV L, Export XML
test2 Web Ul View Vigor2865vac No 0 2026-06-23 4:40:07 PM & Edit  Q Copy To @& View Log
change_to_new_ACS Parameter List No 1 2026-07-27 9:22:03 AM & Edit Q) Copy To @ View Log . Export CSV L, Export XML
‘ 3

These parameters are explained as follows:
Item Description

Profile Edit Mode All - Display all of the profiles.
Web Ul View - Display the profiles related to web Ul view.
XML File - Display the profiles with the file format of "XML".

Parameter List - Display the profiles related to parameter settings for
different CPEs.

CSV File - Display the profiles with the file format of “CSV".

Delete Click to remove the selected profile.
+Add Click to create a new provision profile.
XML Template Click to store current global parameter configuration as a file (*xml).

| XML Template

The XML is separated into two parts, you may edit it based on your reguirement:

* Item: Specify the unigue "item id" for each TR-D69 parameter that you want to configure

» Profile: Specify the parameter value for each “parameter id", ACS will check the parameter id(mapping to item id) with
the parameter name

- Profile Name: The profile name will display in the global parameter page.

« iskeep: We could decide whether to keep the value of this parameter. Setup true then ACS will detect and change it back

f someone edits the value:
« ord: ACS will apply the setting based on the order of parameters.

Close Download XML

CSV Template Click to store current global parameter configuration as a file (*.CSV).
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Profile Name
Profile Edit Mode
Model

Always Keep

Revision
Last Modification At

Action
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CSV Template

The following messages outline the conditions and elements for importing a CSV file.
You may edit them based on your requirements.

Format requ\rement:
* There should be no blank lines between two rows
* Make sure that parameters with the same profile name are placed in the same section.

- Profile Name: The profile name will display in the global parameter page.
- Profile Keep: Same as IsKeep, but for Profile.

- IsKeep: We could decide whether to keep the value of this parameter. Setup true then ACS will detect and change it back
if someone edits the value:

- Order: ACS will apply the setting based on the order of parameters.

Close Download CSV.

Display the name of the profile.
Display the edit mode.
Display the model name of the device.

Yes — Such profile is kept always.

No — Such profile is not kept always.
Display the time for last modification.
Display the time and date of the last modification of the provision.

Edit - Click to configure settings for the selected profile.

Copy To - If the administrator wants to apply the provision to certain

user group, such action shall be used.

[0 Copy the profile to ...

Copy To:

AutoTestNetwork

expireLicense_A

fullLicense_A
RootGroup

T_2026-07-21_Wholesale_GA_D

4

View Log - Click to review detailed information for the selected profile.
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Network & Devices

Profile Information Status Overview
profile 1D 6
Profile Name root_group_always_keep
Profile Edit Mode Web Ul View Status
Model General
Always Keep Yes
Revision 559 W Parameter initiate M Not yet applied B Complete M Faded
Last Modified 2017/11/20 05:49:56 PM
Reboat after Provisioning  No
Device 0 Device Name MAC Address Network (ID} Time Result Status
293 2952n_001DAAEOS1ES 001DAAEDSTES ALANWEN (82) 2019/09/27 12:00:46 AM Complete.
295 2060_00507FFF3900 00507FFF3%00 ALANWEN (82) Not yet applied
141243 3910.001DAAIBEZ40 001DAATEEZ4D ALANWEN (82) Not yet opplicd
The following setting page appears when +Add is clicked.
Provisioning / Global Parameters C
User Group : l RootGroup > I 12
Global Profile  Network & Devices
Add a Profile
Create Profile by — Choose an action — v
Always Keep
Reboot after Provisioning o
f Note:
* After applying the parameters, ACS will check the CPE responses and ask the CPE to
reboot if needed.
Provisioning Time Now Scheduled Schedule Profile
Cancel m
These parameters are explained as follows:
Item Descri ption
Create Profile by There are three methods (Sampling from an Online Device, Sampling

from an XML file, Sampling from an CSV file, Creating a New
Parameter List) to create a profile.

-— Choose an action — w

Sampling from an Online Device
Sampling from an XML file
Sampling from an CSV file

Creating a New Parameter List

For Sampling from Profile Name - It is available when Sampling from an Online Device /

an Online Device, Creating a New Parameter List is specified on “Create Profile by”.
Enter a name for the parameter profile.

Select Device - Click Edit to choose the device.
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For Sampling from
an XML file,

For Sampling from
an CSV file,

For Creating a New
Parameter List,

Always Keep
Reboot after

Provisioning

Provisioning Time

Scheduled

VigorACS3 User's Guide

= Select a device

etwork by Model

Name Model Name Firmware Version

4 2, Root Network
b 22, 20260520
b ;% AutoTest_SD-WAN

b & Prv_fwUp_test

¥ Cancel

Select XML file - Click Browse to choose a file.

Select CSV file - Click Browse to choose d file.

Profile Name - Enter a name to create a new profile.

Some ISPs do not wish CPE client changing the parameters of CPE

device, therefore make the profile being kept is required.

Enable it to reboot the CPE after the provisioning is applied by certain
CPE.

Set a time interval for executing the backup work for networks and
devices.

(] Now

®  Scheduled

®  Schedule Profile

Start Time [ End Time - Click Select time to display a clock. Set the

hour and minutes by clicking the number on the clock.

03

[=]
]
-
=

Specify Start Date — Click to enable the time setting.
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Start date — Click to pop up a calendar to choose a date as the

starting date.

Su

16

23

30

Jan

Mo

10
17
24

31

Tu

11

18

25

We

12

19

26

2022

Th

13
20

27

Fr

14

21

28

Sa

15

22

29

Schedule Profile

Trigger Profile - Choose a trigger profile from the drop down list. In

which, VigorACS offers default schedule profile.

Now

Scheduled

Schedule Profile

reset_password_wizard
reboot_wizard
restore_wizard
backup_wizard

default

testl

test2

test3

Cancel Discard current settings and restore the default settings.

Add Save and create the new profile.

Specify certain profile (global parameter) to be applied in selected network, selected CPE/AP by

clicking on the tree view structure.

Locate a CPE/AP by unfolding the tree view structure displayed under Name. Use the drop down

list of Profile Id to specify the global parameter profile required for that CPE/AP.
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Provisioning / Global Parameters C

User Group : | RootGroup h 12

Global Profile  Network & Devices
Name Profile Id
4 (@ RootNetwork(10) Empty ~
b @ 20260520(0) (As Parent)
[ @ AutoTest_SD-WAN(4)
b @ prv_fwUp_test(4)
™ 2865L_1449BC3TET40

As Parent]

)
)
As Parent) e
As Parent)
)

™ 2927_1449BC6BOD58 | (As Parent)

coct [N

These parameters are explained as follows:

Item Description

User Group Specify a user group. The devices under that group will be displayed
on this page.

Name Display the CPE/AP with the authority of the selected group.

Profile Id Choose a profile (with global settings) defined in Global Profiles to be

applied in such selected CPE/AP.

(As Parent)- Use the same setting as the previous layer.
Cancel Discard current settings and restore the default settings.

Save Save the settings.

CPE parameters configured here can be applied to all of the CPEs at the same time by using

VigorACS instead of configuring them one by one.

CPE Set Parameters is suitable and convenient when there are several CPE (with the

same model) devices required to be configured with different settings and values.

However, Global Parameters is suitable and convenient when there are several CPE (with

the same model) devices required to be configured with the same settings and values.
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Provisloning / CPE Set Parameters C

User Group: | RootGroup v
“Add Import XML Import CSV 4. XML Template +,CSV Template search Profile Name / Device Na Q,
= - nE e
File 1d / Profile Id Profile Name | Device Name Complete Action
v 15 €f2233.xml @ Delete
15 14:49.BC:3E:3C:09 :::z::‘; z::‘_’;] No Set 2 Edt  ©Deploy @ Viewlog
> 31 Individual-1449BC3FFFT8-Batchl_1.6k-240219024713.xml @ Delete
> 54 SSID_TEST 2.xml [ Delete
4 87 V2865_4453 RC4a_FAE4151 1-2.xml @ Delete
4 110 haven5.xml @ Delete
These parameters are explained as follows:
Item Description
User Group Specify a user group. The devices under that group will be displayed
on this page.
+Add Click to create a file saved with the file format of XML.
Import XML Click to upload a file to VigorACS 3 server.
Upload File
4
Import CSV Click to upload a file to VigorACS 3 server.
Upload File
4
XML Template Click to store current global parameter configuration as a file (*xml).
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| XML Template

The XML is separated into two parts, you may edit it based on your reguirement:

*  Item: Specify the unique "item id" for each TR-069 parameter that you want to configure
e Profile: Specify the parameter value for each “parameter id", ACS will check the parameter id{mapping to item id) with
the parameter name.

- Profile Name: The profile name will display in the global parameter page.

« iskeep: We could decide whether to keep the value of this parameter. Setup true then ACS will detect and change it back
if someone edits the value:

« ord: ACS will apply the setting based on the order of parameters.

Close Download XML
CSV Template Click to store current global parameter configuration as a file (*xml).

CSV Template

The following messages outline the conditions and elements for importing a CSV file.
You may edit them based on your requirements.

Format requirement :
® There should be no blank lines between two rows.
® Make sure that parameters with the same profile name are placed in the same section.

- Device Serial Number: Define the MAC address of CPE. ACS will apply the settings if the MAC
address matches the device.

- isReboot: ACS will check the CPE responses and ask the CPE to reboot if needed after applying
the parameters.:

- Device Name: Change the device name of CPE which is displayed on the ACS.

- iskeep: We could decide whether to keep the value of this parameter. Setup true then ACS will
detect and change it back if someone edits the value. You can keep all the parameters in the
profile, or only keep specific parameters

Close Download CSV

File Id / Profile Id Display the number of parameter file or the ID number of the profile.

Profile Name / Display the profile name or the device name.
Device Name

Action Delete - Click to delete the profile.

View Parameters - Click to display parameter settings for the
selected profile.

View Log - Click to review detailed information for the selected profile.

The following setting page appears when +Add is clicked.
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Provisloning / CPE Set Parameters
Create an XML File

£ Note:
* After applying the parameters, ACS will check the CPE responses and ask the CPE to reboot if needed.

File Name

Device MAC or IP Search By Devica Information
Reboot after Provisioning o

Name(optional)

Network(optional)

Cancel

These parameters are explained as follows:

Item Description
File Name Enter a name for the parameter profile.
Device MAC or IP Enter the MAC address or IP address.

After typing the address, VigorACS 3 will search from the database

and locate the one you specify.

Reboot after Enable it to reboot the CPE after the provisioning is applied by certain
provisioning CPE.

Cancel Discard current modification.

Continue Click to get into next setting page.

The following web page (varies according to the device selected) appears after clicking

Continue.

Provisioning / CPE Set Parameters

Device: 172.16.2.222 m

WAN Salect the parameters to be set
LAMN

NAT

Object Settings

Qa5

Firawall

Vol

Routine

These parameters are explained as follows:
Item Description

Device Display the name of the device which will be applied with the
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parameters configured in this page.

Web Ul View Parameters (including WAN, LAN, NAT, Object Settings, QoS, Firewall,
System, Routing, Wireless, Applications and etc.) ready for each CPE

provision profile can be seen and configured in this page.

The setting page for each parameter listed in left side will be
displayed on the right side. Simply click the parameter to expand the
sub-menu items. Then, choose a sub-menu item and click +Add to
open setting page. After entering the required information for that

menu item, click Save.
Parameter List Display an overview of settings configured in Primary View.

Back to Profile List Return to Profile List page.

This web page listed the parameters profiles with index number, profile names, and the status of

the profile to be kept or not.

Provisioning / CPE Keep Parameters

User Group : l RootGroup ~ IH

Device Parameters Count Action
4 (@ Root Network(10)
> @ 20260520(0)
) AutoTest_SD-WAN(4)
[ @ prv_fwUp_test(4)
M 2865L_1449BC3TET40 0 £ Edit & ViewLog
™ 2927_1449BC6B0D58 0 & Edit @ ViewLog

These parameters are explained as follows:

Item Description
Edit Click to open the configuration page.
Provisioning / CPE Keep Parameters.
Device : 2865L_1449BC37E740 W‘

Reboot o
Reboot After Provisioning

Object Settings
Qos

Firewall

.|

The menu on the left displays the available parameters for the device.
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When VigorACS server receives information from CPE about firmware upgrade, it will check if the
received model name, modem firmware version, and software version correspond to the
information recorded in VigorACS server. If everything can match but software version not,
VigorACS will judge that the remote CPE requiring firmware upgrade. Next, VigorACS server will

execute firmware upgrade with the file listed in Job List automatically at specified time.

The firmware upgrade profile created in such page can be applied to the whole network
[ group.

For applying an upgrade provision profile to single and selected devices (but not applied
to the whole network), please go to Maintenance>>Firmware Upgrade for more detailed

information.

This web page allows you to specify required information for matching with the CPE device. The
profiles created here will be regarded as a basis that VigorACS server uses to compare

information coming from CPE router with the information stored in VigorACS server's database.

Provisioning / Firmware Upgrade C

User Group: | RootGroup h ‘ 18

Firmware Upgrade Job List

—+Add

Name 41 status Model FW Version  FW File Schedule Start Date Action

2865 no processing Disabled  Vigor2865* Now N/A 7 Edit 1] Delete & View Log
2865_20260512 Disabled  Vigor2865* Now N/A 7 Edit [ Delete & View Log
2865_2026_0513 Enabled Vigor2865* 4.5.3 ./RootGroup/SharedFirmware/v2865_453_MDM3.all Now N/A 7 Edit [0 Delete &l View Log
2865_fwUp_0428_1531 Disabled Vigor2865* 09:30-18:00 2026-04-28 7 Edit 17 Delete & View Log

Exclude Devices

+Add  ZEdit

L3 MAC Address

These parameters are explained as follows:

Item Description
User Group Specify a user group. The job list under that group will be displayed on
this page.

Firmware Upgrade Job List

+Add Click to create a new job profile.
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Edit

Delete

View Log
Exclude Devices

+Add

Edit
Delete

Check box

MAC Address
Cancel

Save

Click to modify, change the selected profile.
Click to delete the selected profile.

Click to view the record related to the firmware upgrade of the CPE.

Specify the device that the firmware upgrade job configured and

displayed on the job list will not perform for it.

Click to display an entry box. Enter the MAC address of the device.
Click to modify the MAC address of the devices one by one.
Click to delete the selected device.

Check the box to specify a device. Later, the selected one can be

deleted if required.
Display the MAC address of the device.
Discard current settings and return to previous page.

Save the current settings and exit the page.

The following setting page appears if +Add for Firmware Upgrade Job List is clicked.

Provisioning / Firmware Upgrade

User Group:  RootGroup

Firmware Upgrade Job Settings

Name

Status

Upgrade Time

Job Type

Protocol Options

Device Criteria

Model @

Upgrade Type @

Now  Scheduled

Disable Enable

Schedule Profile

Normal Auth Key Check

TRO69 HTTP

Vigor C510% v |

Target  Current

Auto Upgrade

Device does not match the firmware version ‘ 295 v |

-

These parameters are explained as follows:

Item

Description

Firmware Upgrade Job Settings

Name

Status
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Enter a name of the job profile.

Disable - Firmware upgrade is not allowed for such job profile.

Enable - Firmware upgrade is allowed for such job profile.
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Upgrade Time Set a time interval for executing the backup work for networks and

devices.
{ Now
®  Scheduled
®  Schedule Profile
Job Type Normal - VigorACS 3 performs firmware upgrade without using any
authentication key.

Auth Key Check — To avoid hacker's attack via Vigor device (router or
AP), special authentication key is used for communication between
Vigor device and VigorACS 3. That is, VigorACS 3 will verify all of the
Vigor devices via authentication key issued by DrayTek to ensure the
network security.

Protocol Options Select the mechanism for performing firmware upgrade.
TRO69 - This is the default setting.

HTTP — VigorACS will authenticate the router/CPE by router name and
the password and then perform the firmware upgrade for the CPE.

Router Username — Enter the name (e.g., admin) of the router as

the username for accessing the router.

Router Password - Enter the password (e.g,, admin) of the

router for accessing the router.
Scheduled Start Time [ End Time - Click Select time to display a clock. Set the

hour and minutes by clicking the number on the clock.

03

Specify Start Date — Click to enable the time setting.

Date - Click to pop up a calendar to choose a date as the starting

date.

Schedule Profile Trigger Profile — Choosing a trigger profile from the drop down list. In
which, VigorACS 3 offers default schedule profile.
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Device Criteria
Model

Upgrade Type

Modem Version

reset_password_wizard o
reboot_wizard
restore_wizard
backup_wizard
default
testl
test2

Choose a model for firmware upgrade.

Target - If the firmware version of the CPE is different from the one
listed in "Device matches firmware version’, the firmware upgrade job

will be performed immediately.

Device does not match firmware version - Display current

firmware version recorded on VigorACS server.

Current - If the firmware version of the CPE is the same as the one
listed in "Device matches firmware version’, the firmware upgrade job

will be performed immediately.

Device matches firmware version - Display current firmware

version recorded on VigorACS server.

Auto Upgrade - If the CPE firmware version does not match the latest

firmware version, the ACS requests the CPE to upgrade its firmware.

Available versions from VigorACS 3 database will be displayed in this
field.

Choose the correct modem version of the device, e.g., Annex A, Annex
B and etc.

Before performing firmware upgrade for the CPE, VigorACS 3 will
check if the received model name, modem firmware version, and
software version match with the information recorded in VigorACS 3
server or not. If you type “*" in this filed, the modem version will not be
regarded as a comparison condition in the process of firmware
upgrade. It will be ignored.

Firmware Upgrade & Network selection

Apply

Cancel

Save

VigorACS3 User's Guide

As Parent - The setting for the selected network / device is the same
as the top setting.

NO - No setting for the selected network | device.

YES - Use the firmware selected above for the network | device.
Discard current settings and return to previous page.

Save the current settings and exit the page.
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The eSIM profile is used to define the virtual SIM card information for identification by Telecom

operators. With the eSIM profile, users can connect to the telecom operator’s network via Vigor

router for VolIP, internet, and sending and receiving SMS messages.

It is available for LTE WAN only. LTE WAN uses the embedded module to access Internet.

Provision / eSIM & Cellular WAN

User Group : [ RootGroup

"‘ 13

Cellular WAN Setting eSIM Pool

Cellular WAN Profile

+Add Profile

Profile Name

Device Provisioning

Name

4 (@ Root Network(10)
b @ 20260520(0)
|> @ AutoTest_SD-WAN(4)
I @ prv_fwUp_test(4)

CPE eSIM Deployment

MAC

o

Schedule Start Date Action
Show 10 v entries
Model Name Last Provisioned Cellular WAN Profile
Empty hd

(As Parent) v

(As Parent) v

(As Parent) v

These parameters are explained as follows:

Item

Cellular WAN Profile
+Add Profile

Profile Name
Schedule

Start Date

Action

Description

Click to add a new cellular WAN profile.

Display the name of the cellular WAN profile.

Display the provision time.

Displays the date on which the provision will be triggered.

Edit — Click to modify the detailed settings of the selected WAN profile.

Delete —Click to remove the detailed settings of the selected WAN
profile.

Copy To - Click to open a setting page. Then, select a user group.
After clicking the Apply button, the configuration of selected cellular

WAN profile will be copied to the selected user group.

View Log - Click to review detailed information for the selected profile.
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Device Provisioning

Cellular WAN Profile = Specify one cellular WAN profile for the selected CPE.

As Parent - Choose the same setting as the previous layer.

Save Save the current settings and exit the page.

The following setting page appears if +Add Profile for Cellular WAN Profile is clicked.

Provision |/ eSIM & Cellular WAN C

User Group : l RootGroup - ] 13

Cellular WA

etting eSIM Pool CPE eSIM Deployment

Profile Setup
Cellular WAN Profile Setup
Profile Name Cellular_WAN_Carrie
Provision Time Schedule
Provision Time Now Scheduled Scheduled Profile
Trigger Profile default v

SIS

These parameters are explained as follows:
Item Description
Cellular WAN Profile Setup
Profile Name Enter a name of the profile.
Provision Time Schedule

Provision Time Set a time interval for executing the cellular WAN profile.
® Now
®  Scheduled
®  Schedule Profile

Scheduled Start Time [/ End Time - Click Select time to display a clock. Set the

hour and minutes by clicking the number on the clock.

VigorACS3 User's Guide 173



Specify Start Date - Click to enable the ti

me setting.

Start Date — Click to pop up a calendar to choose a date as the

starting date.

Schedule Profile Trigger Profile — Choosing a trigger profile from the drop down list. In

which, VigorACS 3 offers default schedule profile.

reset_password_wizard w

reboot_wizard
restore_wizard
backup_wizard

default

testl

test?

-
Cancel Discard current settings and return to previous page.
Next Click to open the next page.

After finished and save the above settings, click Next to open the following page.

Provision | eSIM & Cellular WAN

User Group :

RootGroup a4

Cellular WAN Setting eSIM Pool CPE eSIM Deployment

CPE WAN Profile Name Cellular WAN

Enable Cellular WAN

CPE WAN Profile Name LTE

IP Version Both IPv4 IPvé
MTU (576-1500 1500

Cellular WAN/USB Settings

SIMs Failover Settings

These parameters are explained as follows:

Configure Setting

Previous E

Item Description
CPE WAN Profile Enter a name of the profile used for a CPE.
Name

Enable Cellular WAN  Click to enable the cellular WAN settings.

CPE WAN Profile Displays current WAN interface.
Name
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IP Version

MTU

Set the protocol (IPv4 or IPv6 or both) that this WAN interface used.

Maximum Transmission Unit, the size of the largest packet, in bytes,
that can be transmitted to the WAN. The maximum value is 1500. For
PPPOE connections, there is always an 8-byte overhead, so the

maximum valid MTU value for PPPOE is 1492.

Cellular WAN/USB Settings

Cellular WAN/USB

Settings

WAN Connection
Type

Select SIMs to

Configure

VigorACS3 User's Guide

Click to enable the Cellular WAN/USB settings.

DHCP - Dynamic Host Configuration Protocol is used to establish a

connection.

PPP - Point-to-Point Protocol is used to establish a connection.

Physical SIMs - Select SIMI and/or SIM2 for configuration.
Physical SIMs — Select the ACS SIM profile.

Physical SIMs SIM1
] SIM2
Physical SIMs ACS eSIM1
ACS e5IM2
ACS eSIM3

SIMs - Display the name of the physical SIM.
Enable SIMs — Click to enable/disable the SIM settings.

PIN Code - PIN code of the SIM card in the modem. The maximum
length of the PIN is 8 characters.

Enable Auth - Click to enable/disable the authentication.
PAP only — Only PAP (Password Authentication Protocol) is used.
PAP or CHAP - Both PAP and CHAP (Challenge-Handshake

Authentication Protocol) can be used for PPP authentication.
Router negotiates with the PPTP or L2TP server to determine

which protocol to use.

Username - Username provided by the ISP for authentication
(optional).

Password - Password provided by the ISP for authentication
(optional).

Auto APN Name — Access Point Name to be used for the connection.
Please contact your ISP or carrier for the appropriate value.

APN Name - If disabling this feature, enter the APN name.

Enable Ping To Keep Alive LTE - Normally, this function is designed for
Dynamic IP environments because some ISPs will drop connections if

there is no traffic within certain periods of time.

175



If selected, ping a WAN host to maintain the connection. If unselected,

ping to keep WAN alive is disabled.
Ping to the IP Address - IP address of host to be pinged.

Interval - Number of minutes to wait before sending a ping request to
the WAN host.

Timeout - Vigor system will send a packet per second to the specified
IP address. If the system does not receive any reply from that IP within
10 seconds, Vigor system will reboot LTE module until successfully set

LTE connection.

SIMs Failover Settings

SIMs Failover Click to enable the SIMs failover settings.
Settings Then configure settings for SIM failover WAN.
Name Displays the names representing the practical SIM (1 & 2) and virtual

SIM profiles (ACS eSIMs and Local eSIMs).
Dial Up Timeout Set the time out interval (50 to 255 seconds).

Fail Count Threshold Define the number of failures allowed for the WAN connection to

failover.

Bridge Mode Click to enable the bridge mode setting. If the function is enabled, the
router will work as a LTE bridge modem.
If enabled, configure the following setting:

Bridge Specific MAC Address — Enter the MAC address of the device
(e.g., a computer, router or a Wi-Fi router) which needs to be

connected to the Internet through the LTE modem.

IPv4
IPv4 Click to enable the time setting.
It is available if Both or IPv4 is selected as the IP Version.
WAN DNS Select Auto or Manual.
If Manual is selected, specify the primary and secondary DNS servers.
IPv4 Primary DNS —IP address of primary DNS server.
IPv4 Secondary DNS - IP address of secondary DNS server.
WAN Connection Configures how the WAN connection is monitored.
Detection Mode Always On - The router assumes the WAN connection is always

active.

PPP Detect — The router sends a PPP Echo Request every 5 seconds. If
no Echo Reply is received within 30 seconds, the WAN connection is

deemed to have failed.

Ping Detect - The router sends an ICMP (Internet Control Message

Protocol) echo request based on the ping interval setting to the host,
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whose address is specified in the Ping Gateway IP field, to verify the
WAN connection. If the remote host does not respond within certain
seconds (defined in the ping interval), the WAN connection is deemed

to have failed.

Ping Gateway IP — Click to enable use the current WAN gateway IP
address for pinging. With the IP address(es) pinging, Vigor router can
check if the WAN connection is on or off.

TTL - Time To Live, the maximum allowed number of hops to the ping

destination. Valid values range from 1to 255.

Ping Interval - Enter the interval for the system to execute the PING

operation.

Ping Retry - Enter the number of times that the system is allowed to

execute the PING operation before WAN disconnection is judged.

IPv6
IPv6 Click to enable the time setting.
It is available if Both or IPv6 is selected as the IP Version.
IPv6 Connection Offline — When Offline is selected, the IPv6 connection will be disabled.
Type DHCPv6 - Use DHCPV6 protocol to obtain IPv6 address from server.

If DHCPV6 is selected = Authentication Protocol — This protocol will be used for the client to
as the IPv6 be authenticated by DHCPv6 server before accessing into Internet.
Connection Type There are three types can be specified, Reconfigure Key, Delayed

and None. In general, the default setting is None.

Reconfigure Key — During the connection process, DHCPv6 server will

authenticate the client automatically.

Delayed - During the connection process, DHCPv6 server will
authenticate and identify the client based on the key ID, realm and

secret information specified in these fields.

Key ID - Type a value (range from 1to 65535) which will be used
to generate HMAC-MD5 value.

Realm - The name (1to 31 characters) typed here will identify

the key which generates HMAC-MD5 value.
Secret - Type a text (1to 31 characters) as s a unique identifier
for each client on each DHCP server.
WAN DNS Select Auto or Manual.
If Manual is selected, specify the primary and secondary DNS servers.
IPv6 Primary DNS — IP address of primary DNS server.

IPv6 Secondary DNS - |IP address of secondary DNS server.

WAN Connection Configures how the WAN connection is monitored.

Detection Mode Always On - The router assumes the WAN connection is always
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active.

NS Detect - The router verifies connectivity by issuing Neighbor

Solicitation packets.

Ping Detect - The router sends an ICMP (Internet Control Message
Protocol) echo request based on the ping interval setting to the host,
whose address is specified in the Ping IP field, to verify the WAN
connection. If the remote host does not respond within certain
seconds (defined in the ping interval), the WAN connection is deemed

to have failed.

If you choose Ping Detect as the detection mode, you have to enter
required settings for the following items.
Primary Ping IP — Enter an IP address in this field for pinging.
Secondary Ping IP - Enter an IP address in this field for pinging.

TTL —-Time To Live, the maximum allowed number of hops to the
ping destination. Valid values range from 1to 255.

Ping Interval (Sec, 10-3600) - Enter the interval for the system
to execute the PING operation.

Ping Retry - Enter the number of times that the system is
allowed to execute the PING operation before WAN

disconnection is judged.
Previous Discard current settings and return to previous page.

Save Click to save the settings.
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eSIM Pool is used to manage a group of available eSIM profiles for CPE deployment. The system

assigns eSIM profiles from the pool to CPE devices during the deployment process and manages
their availability status for future use.

Provision / eSIM & Cellular WAN C

User Group : l RootGroup = ‘ 12

Cellular WAN Setting

Pool CPE eSIM Deployment

eSIM Pool Overview

eSIM Installed Result @
Installed 0

Success/ Fail/ Processing

Available I Success (0)

Ready to Install 0 M Fail (0)

Status
M Processing (0)

Locked By Job 0
Reserved for Installation

Condition | All v Je Q

[ Delete Available  =Import

esIMProfile Name  Activation Code  Confirmation Code  Phone Number  Condition

Provider

ICCID  Status  JobName NetworkName DeviceName SlotName Installation Time

6.3.5.3 CPE eSIM Deployment

CPE eSIM Deployment is a function used to manage eSIM profiles on CPE devices. The Install
operation deploys an eSIM profile to a selected CPE device to enable mobile network connectivity.
The Uninstall operation removes the eSIM profile from the device when the service is no longer
required or when the device needs to be reassigned.

Provision / eSIM & Cellular WAN &

User Group :

RootGroup

Cellular WAN Setting eSIM Pool

CPE eSIM Deployment Job List

+Add Q
Name Job Type Schedule Start Date End Date Action
No data available
Show| 10 ™ | entries

Device Provisioning
Name Model Name Last Provisioned ACS eSIM1 ACS esIM2 ACS eSIM3 ACS eSIM1 Job Profile ACSeSIM2 Job |
4 (@ Root Network(0) Empty v Empty

[ @ 20260520(0) (As Parent) v (As Parent)

[» @ AutoTest SD-WAN(0) (As Parent) v (As Parent)

A prv fwUp test(0) (A< Parant) v {As Parant)
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To add a job, click +Add to open the following page.

Provision / eSIM & Cellular WAN C

User Group : l RootGroup > I 1z

Cellular WAN Setting eSIM Pool CPE eSIM Deployment
CPE eSIM Deployment Job Setting
Job Name
Job Type Install Uninstall
Deploy Time Now Scheduled Scheduled Profile
Specify End Date

@ Note:
* The Locked By Job eSIMs will become to Available after the selected end date.

Select eSIMs to Install

@ Note:
* Extra number of applied eSIM will be installed automatically once new devices added to the

ot [

These parameters are explained as follows:

Item Description

CPE eSIM Deployment Job Setting

Job Name Enter a name of the deployment job for identification.

Job Type The eSIM deployment job contains Install job and Uninstall job.
Install
Uninstall

Deploy Time Now - This eSIM deployment profile will be forced up immediately.

Scheduled —This eSIM deployment profile will be forced up /down
based on the following time schedule.

Start Time — Specifies the beginning time of the schedule. The
scheduled action will be activated at this time.

End Time - Specifies the ending time of the schedule. The

scheduled action will be deactivated at this time.

Specify Start Date — Click to enable this option and configure
the Start Date.

Start Date - Use the drop-down calendar to specify correct
date.

Scheduled Profile - This eSIM deployment profile will be forced up
/down based on the schedule profile used (profiles created via
Maintenance >> Schedule Profile).

Trigger Profile - Use the drop-down list to specify a profile.
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Specify End Date Click to enable this option and configure the End Date of the eSIM

deployment profile.

End Date - Use the drop-down calendar to specify correct date.

Select eSIMs to Install -- This option is available if Install is selected as the Job Type
Filter Available Additional applied eSIMs will be installed automatically once new
eSIMs devices are added to the selected network.

Enter the name (keyword) of the eSIM as a search filter condition.

View Matched eSIMs — Click to display the searching (filtering) result
of eSIM profiles.

Apply Matched Defines the maximum number of eSIM profiles that can be configured
eSIMs for this profile.

Cancel Discard current modification.

Save Click to save the change.
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6.4 Network & Service Management

Network Management allows you to modify the information for Networks and Devices.

1 (&) Dashboard

4

Map Overview

+ us 75 L ,I
Network & Service
A Management
Ld
I
/ Network Management
A TWE " 4
k 7 Service Management
i 4
4 1 : i : = é Certificate Management
RN
LIS 75 » 408
Network & Service Management oK 11 ¥
#a 1 bl
\ s e I
¥ - | e
. -
by = |
] | o~ N, | @
AR e T B i Jedy 28

It can

Add new network (s) for new client which will be managed by VigorACS.
Delete existed network if the client will not be managed by VigorACS.

Modify the name and location of the network for management.

Network Management is available only for the role of System Administrator, Group
Administrator, Administrator and Standard (limited in VigorACS cloud version).
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To add, change or delete a network, please open Network Management.

)rayTek VigorACS 3

8

ap

e a) 3:39:38PM root
it [ 0016 N A
CEEED Q 7 wman  syemmmisar

Network & Service Management / Network Management

d=
4 %, Root Network(70016)
b 5% 20260520(0)
b % AutoTestNetwork(l)
[ AutoTest_Dev(2)
I % AutoTest_SD-WAN(4)
b % T_2026-07-30_Wholesale_GA_D(0)
b %, 1-2026-07-30_Wholesale_GA_E(0)
I> %, 1-2026-07-30_Wholesale_GA_OOB
b % U_VigorSwitch(2)
3
I
I
>

& expireLicense_A(0)

= fullLicense_A(1)

i

o2, prv_fwUp_test(4)

3, 22z_test_101(70000)
@ 28651 _1449BC3TET40

@ 2927_1449BC6BOD58

liDelete Devices

Setting Map

+Add New Network

General Settings
Network ID Username
2 acs

Name Password

Root Network

CPE Client User Name
Location

CPE Client Password

These parameters are explained as follows:

Item

Search by Device
ID/Name/Model/MA
c/IP Address

+Add New Network
General Settings

Network ID

Name

CPE Client User
Name

CPE Client Password

Username
Password
Location

Save

VigorACS3 User's Guide

Description

Enter the ID, name, model or MAC/IP address of the device you want

to locate.

Click to add a new network.

Display a number which is given by VigorACS randomly for the

selected network.
Display the name of the parent network. You can modify it if required.

Set the username and password that VigorACS 3 can use to access

into the CPE.

Set the username and password that VigorACS 3 can use to access

into the CPE.

Display the name of the selected network. Change it if required.
Display the password of the selected network. Change it if required.
Type the location (e.g., HsinChu, New York) for such network.

Click to save the change.
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The following setting page appears when +Add New Network is clicked.

<+ Add Network

Parent Network

Root Network

Name

Marketing_carrie

Location
HsinChu

Username

carrie

Password

medium

El

These parameters are explained as follows:

Item

Parent Network

Name

Location

Username

Password

Cancel

+Add

184

Description

Display the name of the root network. New created network will be the
sub-network of the parent network.

In default, Root Network is the parent network for any new created
network.

Enter a name for the new network.

Enter the location for the new network. Later, you can locate such

network on the web page of Network Management>>Map.

Enter a login name (e.g., carrie) for the new network which will be

used for communication between Vigor device and VigorACS.

Enter a password (e.g., admini23) for this new network. If you are
going to group several devices under such network, please open
System Maintenance>>TR-069 in the web configuration page of CPE.
Then, type the user name and password defined in this page (e.g. in
this case, they are carrie and admini23) in the corresponding fields.

Discard current modification.

Save the current settings and exit the page.
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6.4.1.2 Settings for Network Group

To add, change or delete a network group, please specify a network group (under Network

Management).

DrayTek VigorACs 3

Network & Service M. / Network M.

Pcap .
AutoTest_SD-WAN (4) v Q Ja) 9:4%:14 AM root
= 2026-07-31 System Administrator

€| =
4 %, Root Network(70016)
b sf; 20260520(0)
| §3 AutoTestNetwork(1)
b ¢5 AutoTest_Dev(2)
[ ¢5 AutoTest_SD-WAN(4)
I &% Marketing carrie(0)
I &% T_2026-07-30_Wholesale_GA_D(0)
b &% T_2026-07-30_Wholesale_GA_E(0)
b &% T_2026-07-30_Whelesale_GA_OOBE(D)
b #5 UVigorSwitch(2)
b &, expirelicense_A(0)
b 2, fulllicense_A(1)
b g3 prv_fwlp_test(4)
| gf 2z2_test_101(70000)
@ 28651 _1449BC3TET40
© 2027_1449BC6BOD58

TiDelete Devices

Setting Map Alarm Setting

—+Add New Network  [Delete This Network  s3s Change Network

General Settings

Network D Userame
204 AutoTest_SD-WAN
Name Password
AutoTest SDWAN || eesseeseaeeens -
CPE Client User Name
Location
'
CPE Client Password
v ©

Advanced Settings

Enable SD-WAN

Bulk Data Settings

Set the category of data to be collected for statistical analysis. You can freely select the data you want to count, use drag and drop to place each category in
the correspanding profile and specify the report interval at which the profile returns bulk data to the ACS. If you disable bulk data categories, it will affect the
SD-WAN operation.

AenBinas e T S\ Acmilabla I Aicabklad Budl Rt P asnmasine

These parameters are explained as follows:

Item

Search by Device
ID/[Name/Model/MA
c/Ip Address

+Add New Network

Delete This Network

Change Network

VigorACS3 User's Guide

Description

Enter the ID, name, model or MAC/IP address of the device you want

to locate.

Click to add a new network. New created network will be the

sub-network of current selected network.
Remove current network group.
Click to change the network / group for the selected CPE.

4 Change Network

Name

2620Ln_001DAAS26FSS

Move the mouse cursor on the network you want and click Apply.

R
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General Settings

Network ID

Name

CPE Client User

Name

CPE Client Password

Username

Password

Location
Advanced Settings
Enable SD-WAN
Bulk Data Settings

Profile #

Report Interval (sec)

Bulk Data
Categories

Available / Disabled
Bulk Data
Categories

Reset Bulk Data
Profiles to Default

Disable All Bulk Data

Profiles

Display a number which is given by VigorACS randomly for the
selected network.

Display the name of the parent network. You can modify it if required.

Set the username and password that VigorACS 3 can use to access
into the CPE.

Set the username and password that VigorACS 3 can use to access
into the CPE.

Display the name of the selected network (e.g., rd8, in this case).
Change it if required.

Display the password of the selected network. Change it if required.

Type the location (e.g., HsinChu, New York) for this network.

Enable or disable the SD-WAN function for current network group.

Enable - Click to enable or disable the profile.

If you disable bulk data categories, it will affect the SD-WAN

operation.

Specify the report interval for the profile returning a bulk data to
VigorACS server.

Set the category of data to be collected for statistical analysis. You

can freely select the data you want to count.

Use drag and drop to place each category in the corresponding
profile, and specify the report interval at which the profile returns a
bulk data to VigorACS server.

At present, available categories include VolP, WAN and VPN, Users and
Apps. Each category can be joined to the selected profile or be
removed from the selected profile, by using drag-and-drop.

Click to reset to factory default settings of Bulk Data Settings.

Proflle#1 novte () Proflles2 navofff{ )  Avallable/ Disabled Bulk Data Categorles

Report Interval (sec) ReportInterval (sec}
120 ‘ ‘ 300 ‘

Bulk Data Categorles Bulk Data Catogories

= WANand VPN Ste:8 = Usersand Apps Size:d

= volP Stze:1

After clicking the link, all data categories on Profile # will be removed.
The data report for all CPEs under the selected network group will not
be collected for VigorACS. Thus, no data, message can be collected

by and displayed on the sub items based on SD-WAN feature under
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Monitoring menu.

However, the SD-WAN functions such as Hub and Spoke, Full Mesh
VPN, Route Policy, and VolP WAN for the selected network group are
still active.

Profile #1 Enable Profile 2 Enable Avaliable / Disabled Bulk Data Categories

Report Interval (sac] Report Interval (sec)
‘ |j = WANandvPN S8

= Usersand Apps Stze: 4
Bulk Data Categories Bulk Data Categories
= volP stze

Save Click to save the change.

The following setting page appears when +Add New Network is clicked.

<4+ Add Network

Parent Network

Root Network

Name

Marketing_carrie

Location
HsinChu

Username

carrie

Password

El

These parameters are explained as follows:

Item Description

Parent Network Display the name of the selected network group (e.g., rd8 in this

case). New created network will be the sub-network of the parent

network.
Name Enter a name (e.g., MKT) for the new network.
Location Enter the location for the new network. Later, you can locate such

network on the web page of Network Management>>Map.

Username Enter a login name (e.g., YFN) for the new network group which will be

used for communication between Vigor device and VigorACS.

Password Enter a password (e.g., admini23) for this new network group.
Cancel Discard current modification.
+Add Save the current settings and exit the page.
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After clicking +Add, the new network group (MKT) will be listed below its parent network, rd8.
Network Management

Search by Device 1DfMame/Model/MAC/IP Addre
4 2 Root Network(70)

I o @EHSIAET +{}":F=<-+(0)

|» 555 Layer2(0)

[+ 555 Marketing_carrie(0)

| o= SD-WAN(2)

I o aaaaaa(l23)(0)

I+ oes rdT(0)

4 ;% rdB(52)

[* s2e MET(D)
© 902_001DAA3DAF1E
© 130_001DAAB41ICE

The administrator can create several sub networks for different CPEs. Also, the administrator can

change the network for the CPEs.
Open Network Management. This web page allows to:
Modify the name of the device (CPE) for easy identification and management by VigorACS.

Modify the location of the device (CPE) easily. It can be identified precisely while using
GoogleMap to search it.

Modify the user name/password of certain device (non-DrayTek CPE) to be managed by
VigorACS.

Enable or disable the management of the device (CPE) for VigorACS.
Select certain protocol (e.g.,, TR-069) for the device (CPE) for management.

Choose and click any one of the CPE displayed on Root Network tree view to get the following

web page.
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Network & Service Management / Network Management

~ g Map Alarm Setting

D a3 | AUZAUI-IN_WIUKSALE A L(Y)
fDelete ThisDevice =% Change Network
b o4 T_2024-07-30_Wholesale_GA_E(0)

%3 1.2024-07-30 Wholesale GA OOBE(0)

General Settings
b % T_2024-07-30_addNetwork_A{0) s
b s U_2133_100(100) Status. Known Device
b o4 U_2865 5(2) Disable | Enable Known | Unknown
b o4 U_2866_5(4)
Device 1D HetworkiD
4 ;2,U.2927 5(5) v o
@ 2927Vac_1449BC22C2C0_104.1
Model Name Device Name
@ 2927vac_1449BC22C400 103.1 Vigor292iVac 2027Vac_14498C22C630_102.1
@ 2927Vac_1449BC22C438_10L.1
More 1 Note
@ 2927Vac_1449BC22C588_106.1
© 2927vac_1449BC220630_102.1 Serial number MAC Address
b o5 Vigorswitch(2) 14:49:BC:22:C6:30
b i 2aas)
b &% expirelicense_A(0)
b o2, tullLicense. A(L) Location PE Cliat 1P
192.168103.10
b % Issue6925(0)
PS——— Phone No. CPE Client Port
b 1 8069
b s HHL(3)
. e Domain Name CPE Client URI
bl 2}
- Jowm/CRN.html
b o tH5(2)
Management Protocol €PE Client User Hame.

b oo test_001(998)
sos 222_tes! (998) CPEdefault (http) http  https

Edit

These parameters are explained as follows:
Item Description
Delete This Device Click to remove the selected CPE from current group.

Change Network Click to change the network / group for the selected CPE.

+ Change Network

Name

2620Ln_001DAAG26FSS

Move the mouse cursor on the network you want and click Apply.
General Settings

Status Disable — The selected device will be hidden on the tree view.

Enable — The selected device can be displayed on the tree view.

Known Device Known - The selected CPE is known(":.") to VigorACS 3.
Unknown - If the selected CPE is new added device, it will be
identified as Unknown (@).

Device ID [ Network Device ID - Display the number of that device which is given by

ID VigorACS 3 randomly.

Network ID- Display the ID number of the network that selected
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Model Name
Device Name

Note 1/ Note 2

Serial number [ MAC
Address

Location

Phone No.

Domain Name

Management Port

Management

Protocol

CPE ClientIP [ Port [
URI

CPE Client User
Name [/ Password

device is grouped under.

Model Name - Display the model name of the selected device. Model

name cannot be changed.

Device Name - Display the name of the device for identification. It

can be changed if required.

Note 1 — Display brief description for the selected device.

Note 2 - Display brief description for the network.

Serial number — Enter a number for identification of the device.

MAC Address — Display the MAC address of the device.
Display the position of the device.

It is optional and is used to offer additional information for reference.
If required, Enter a phone number for such device.

Enter a domain name for a CPE. Later, simply click the domain name

to access into the CPE.

Enter a port number which will be used for accessing into web user
interface of the CPE.

Choose HTTPS or HTTP.

Display the IP address, port number and URI.

Display the username and password that VigorACS 3 can use to

access into the CPE.

Edit - Click to change the username and password.
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6.4.1.4 Map

This page displays the location of the network / device on Google map [ Leaflet map.

Network & Service Management / Network Management

Satting Alarm Setting

‘ Saarch by Device ID/Name/Model/MAC/IP Address @ =
D o | UZ8U0-SU_WIUIESAE_GA_D(U) m

b % T 2024-07-30 Wholesale GA E(0)
% T 202407-30 Wholesale GA_OOBE(0)

D % T 2024-07-30_addNetwork A(0)

b % U_2133_100(100)

b % U_2865 5(2)

b % U_2866 5(4)

4 ;%1 2927 5(5)
@ 2927Vac_1449BC22C2C0 104.1
@ 2927Vac_1449BC22400_103.1
© 2927Vac_1449BC22C438 1011
© 2927Vac_1449BC22C588_106.1
=TS

b &% VigorSwitch(2)

D % aaals)

D o explreLicense_A(0)

b ks fulllicense A(l)

b 2% I55Ue6925(0)

b % Jason_test(l)

b ok titl(3)

b tHit2)

b ok MS(2)

b ks 22z test 001(098)

@ Delete Devices

Network & Service Management / Network Management

‘Search by Device ID/Name/Modey/MAC/IP Address (>

[ sh | 2U8U1-SU_WIOIESAE_GA_UU) N

I 5% T_2024-07-30 Wholesale GA E(0)
2%, T 2024-07-30 Wholesale GA GOBE(D)

b o T 2024-07-30_addNetwork A(0)

b % U_2133 100(100)

b o U2865 502

b ot U_2866_5(8)

4 g5,U 2007 5(5)
@ 292TVac_1449BC2202C0 1041
@ 2927Vac_1449BC22C400_103.1
@ 2927Vac_1449BC22C438 1011
© 292TVac_1449BC220588 106.1

b sk Vigorswitchi2)

b staaaa(s)

b ot expireLicense A(0) room

b ¢ fullLicense A1)
b ¢k Issue6925(0)

b ok Jason_test(1)
b ok MHEL(3)

b e tHt(2)

b tHs(2)

b ot 722 test 001(998)

TiDelete Devices.

Click the Save button to save any changes to this map.
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VigorACS can detect the WAN interface for specific CPE or network group and send alarm

message if the selected WAN interface disconnection due to some reasons.

Network & Service Management / Network Management

— pade (3 | = Setting Map Alarm Setting

vice ID/Name/Model /MAC
P gaw | _2U24-U1-3U_Wnolesale_GA_L{V) -
Alarm setting as parent network.
[ #3 T_2024-07-30_Wholesale_GA_E(0)
%3 T_2024-07-30_Wholesale_GA_OOBE(0)
2, T_2024-07-30_addNetwork_A{0) WAN Alarm Settings

£ U_2133_100(100) WAN disconnection alarm Interface

[

b

[ 5 U_2865_5(2)
Interface:

4

4

mue E
5 U_2927_5(5) WAN2
© 2927Vac_1449BC22C2C0_104.1 WAN3 m
© 2927Vac_1449BC22C400_103.1 WAN4
WANS
@ 2927Vac_1449BC22C438_101.1
WAN6

@ 2927Vac_1449BC22C588_106.1
@ 2927Vac_1449BC22C630_102.1
2, VigorSwitch(2)
%2 22a(5)
52 expireLicense_A(0)
aa fullLicense_A(l)

ita issueB925(0)

ita tttl(3)
i tetd(2)

[

>

b

>

b

[ sga jason_test(l)
b

D

[ sk tHH5(2)

D

iow 22Z_test_001(998)

TTnalata Navices

These parameters are explained as follows:

Item Description
Alarm setting as Switch the toggle to enable/disable the setting.
parent network Enable - If enabled, the alarm setting for specified CPE will be the

same as the parent network.

Disable - If disabled, please specify the WAN interfaces
independently for the specified CPE.

WAN Alarm Settings — Select WAN interfaces to let VigorACS
send an alarm message to the CPE if the selected WAN interface

disconnected.

Click the Save button to save any changes to this page.
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6.4.2 Service Management

The System Administrator can import DrayTek WCF license keys and assign them to or cancel the
assignment of the keys to the managed user groups.

6.4.2.1 Service Subscription

Open Nework & Service Management >> Service Management. Click the Service Subscription

tab.
Network & Service Management / Service Management &
User Group: | RootGroup > 12
Service Subscription Scheduled History Notification
Bind with MyVigor Account
Status Log t gor
' @

Click Login with MyVigor to get the following dialog.

DrayTek

MyVigor

Username

Password

Please enter the username and password registered for the MyVigor server.
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The following web page will appear.

Peap ) )
= D ay | i Root Network (100142} Q P 1zaen mk_carrie
B r ek R o 8/1524  System Administrator M

Network & Service Management | Service Management C

User Group: | RootGroup v

Service Subscription History

Bind with MyVigor Account

draytek rd8  Logout  Unbind

User Group Device Service Subscription g

) @
service status Purchased Used Nodes
URL Reputation - B Card Unsubscribed - - Total : 0 Node
URL Reputation - A Card Unsubscribed - - Total : 0 Node
URL Reputation - Silver Card Subscribed 1 1 Total : 1 Node

Network Device Inventory

Reot Netwerk (13) ~

Edit Seare

Device Name Model MAC Address Serlal Number License Type 4 Binding Status Myvigor Account Auto Renew

These parameters are explained as follows:
Item Description
Bind with MyVigor Account

Status To bind with MyVigor Account, make sure you already have one set of
user account and user password to login MyVigor website. If not,

apply one account first.

Login with MyVigor — Enter the user name and user password using

MyVigor account to login MyVigor website.

Relogin MyVigor - This button appears if you have login MyVigor

website previously and successfully. Click to access MyVigor again.
Log out — Log out MyVigor website but still bind with MyVigor server.

Unbind — Unbind from MyVigor website.
User Group Device Service Subscription

Click this icon to open the settings dialog.

8

Settings

o [

Auto Apply — Switch the toggle to enable or disable the function.

When enabled, the VigorACS server will automatically send a license
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Manage
Subscription

VigorACS3 User's Guide

key to a newly added device for the currently selected user group.

Auto Renew - Switch the toggle to enable or disable the function.

When enabled, the VigorACS server will renew a license key for the

device with a nearly expired key for the currently selected user group.

Bind the selected license keys to specified device. Click to open the

following page.

Manage Subscription

Select Sarvice

Service Purchased Keys Keys Currently Avaliable

JRL Roputation - & Card 3 3
URL Heputation - A Card 8

B URL Reputation - Silver Card 5 2

Enable Auto Renew to renew the licenses for all specified devices

automatically.

After selecting the service card (s), click Next.

Manage Subseription

Select Device

Mods| Name MAC Address

M 2562_1449BC3EECCE Vigoi2962

@ 3C10_1440806E01 T

14:49:BC:38:EC:C8

M 30175 _1449BCIDCEFE

e n

Select the CPE(s) to apply the service card. Then click Next.
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Manage Subscription

Selected Serviee Avaliable Keys Seleeted Deviees Remaining Keys

Click Apply.

Manage Subseription

7962_1449BCIBECCR Vigor?962 1449BC3BECCE

Selected Service Avalisble Kays Suetess Deviens Remaining Keys:

URL Repulation - Silver Card

The page with brief summary will be shown as above. Click Finish to
exit this page.

Service Display the name of the service (e.g., URL Reputation).

Status Display current status (Unsubscribed or Subscribed) of the service.
Purchased Display the quantity of the service card purchased.

Used Display the quantity of the service card used.

Nodes Display the number of nodes that have used this service card.

Network Device Inventory

Select Network To view the status of keys bound of CPE devices under some group,

use the drop-down list to select the network you want.

Network ID Display the index number of the current network, randomly assigned
by VigorACS for identification.

Edit Click the button to activate and enable the Auto Renew, Cancel, and

Save buttons for editing.

Device Name Display the name (composed by model and MAC address) of the
device.
Model Display the model nhame of the CPE.

196 VigorACS3 User's Guide



MAC Address
Serial Number
License Type
Binding Status
MyVigor Account

Auto Renew

Save Save the current settings.

Click the Save button to save any changes to this page.

Display the MAC address of the model.

Display the serial number of the model.

Display the name of MyVigor account.

This page displays the binding record of CPE and WCEF license.

Network & Service Management / Service Management

User Group: | RootGroup ~
Service Subscription History
Binding Log
User Group. Network Device MAC License Key
RootGroup Root Network 00:1D:AA:65:33:08
RootGroup Root Network 00:1D:AA66:E0:20
RootGroup Root Network 14:49:BC:30.72:A0  1656A-80691-7B7E4-39021
RootGroup AutoTest_SD-WAN  14:40:BC:34:F5:D0
1 B RootGroup AutoTest SD-WAN  14:43:BC:34:F5:00
RootGroup Root Network 00:1D:AA4ACF:B0

This page allows you to enable or disable email notifications and configure the recipient list.

Network & Service Management / Service Management

User Group : l RootGroup e l 1%
Service Subscription Scheduled History Notification

Notification setting

Notification Enable ()

Recipient 0/10

~+Add new recipient

VigorACS3 User's Guide

Activated Date

2024/01/22

Explred Date

2024/02/21

License Type

URL Reputal

URL Reputal

URL Reputal

URL Reputa

URL Reputal

URL Reputa

tion - B Card

tion - B Card

tion - Silver Card

tion - A Card

tion - A Card

tion - A Card

Display the license type used by the model.

Display the binding status (expired, or others).

Al

Action

Bind

Bind

Bind

Bind

Bind

Bind

Switch the toggle to enable / disable the Auto Renew function.

Status Operator

Success

Device s not exist

root

show| 10 v entries « [l

8]
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This page allows the user (with the role of System Admin or Auditor) to manage the certificates
for CPE devices. With this feature, users can

Upload the certificate to VigorACS server for easy management
View or inspect certificates owned by the user conveniently

Easily import the certificate to specified CPE at the specified time or by schedule

This page displays the total number of Trusted CA certificates owned by the current user group,
whether the certificates are secure, whether they have expired, etc. It also allows the user to

upload an X509 Trusted CA certificate additionally.

Network & Service Management / Certificate Management C
User Group: | RootGroup v 13

Trusted CA Certificate  Router Certificate Job List

Total Certificate

X509 Trusted CA Certificate list
+Upload

Comment t Certificate uip Subject Number Of Routers status Expiration Time Action

Show 10 v entries

Click +Upload to open the following page to select an existing certificate and upload to VigorACS

server.
Network & Service Management / Certificate Management (¢]
User Group: | RootGroup > 1
Upload X509 Trusted CA Certificate
Trusted Certificate (.crt, .pem, .cer)
Comment
® e [

These parameters are explained as follows:

Item Description

Browse Click to select an existing certificate.

Comment Enter a brief explanation for the certificate.

Cancel Discard current settings and return to previous page.
Save Save and activate the current settings.
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This page displays the number of trusted CA certificates imported via VigorACS, their expiration
dates, usage status, and other relevant information for CPEs managed by VigorACS.

Network & Service Management / Certificate Management

Trusted CA Certificate ~ Router Certi

Job List

CPE List(0)

Device Name Number Of Certificate Certificate Status Expiration Time

Show | 10 v |entries

Users can import their existing VigorACS certificates into a specified device at a designated time

through the Job List. Then users can view the Job History List to check the status of job execution
directly.

Network & Service Management / Certificate Management

Trusted CA Certificate  Router Certificate Job List

Job List

Job Name Comment Certificate uip Schedule Action

Show| 10 ~ entries
Job History List

Job Name Comment Certificate

uip Schedule

Action

Show| 10 v |entries

Click +Add to create a new job.
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Network & Service Management / Certificate Management

Q

User Group: | RootGroup

12

Job Name

Job Type

Import Certificate

Certificate
Upload Time

Send Report by Email

Add CPE

Import Certificate Replace Certificate Delete Certificate

Now Scheduled Schedule Profile

+Add new recipient 0/10

Name MAC Address  Model Name

@ Root Network(184)

vt [0

These parameters are explained as follows:

Item
Job Name

Job Type

Description
Enter a name for the new job.

Select the job type for the action to be executed.
Import Certificate — Import the trusted CA certificate.

Replace Certificate — Import a new certificate and remove the old

certificate.

Delete Certificate — Remove the Trusted CA certificate.

When Import Certificate is selected as the job type

Import Certificate

Certificate

Upload Time

Select one trusted CA certificate from the drop-down list.

Before making your selection, ensure that at least one certificate has
been stored on your host.

If there is no certificate listed, go to “6.4.3.1 Trusted CA Certificate” to
upload one certificate for current user group first.

Now - Click it to import the certificate immediately after clicking
Save.

Scheduled - Click it to specify a date, period of time for importing the

certificate.

Start date — Select correct date from the drop-down calendar.
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Now Scheduled Schedule Profile

2025-06-18

“ | Jun ~| 2025 v

Su Mo Tu We Th Fr Sa
1 2 3 4 5 6 T
8 9 0 1 12 13 14

15 16 18 19 20 21

22 23 24 25 26 21 28

29 30

Start Time — Set the starting time by specifying hours and

minutes.
00
00
23 13
12
22 11 1 14
10 2
21 9 . 3 15
20 § ‘ 16
T 6 5
19 17
18

End Time - Set the ending time by specifying hours and minutes.

Schedule Profile — Click it to specify a schedule profile for importing
the certificate.

Trigger Profile —Select a schedule profile from the drop-down

list.
Send Report by +Add new recipient — Enter an e-mail address. It will be used for
Email receiving the notification or log sent by VigorACS server.
Add CPE Devices belonging to the current user group will be displayed in this

list.
Name - Display the name of the device (CPE).
MAC Address - Display the MAC address of the device.
Model Name - Display the model name of the device.
When Replace Certificate is selected as the job type
Import Certificate

Certificate Select a trusted CA certificate from the drop-down list.

Before making your selection, ensure that at least one certificate has
been stored on your host.
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Upload Time Now - Click it to importing the certificate immediately after clicking
Save.

Scheduled - Click it to specify a date, period of time for importing the
certificate.

Start date - Select correct date from the drop-down calendar.

Now Scheduled Schedule Profile

2025-06-18

* | Jun ~| 2025 v F

Su Mo Tu We Th Fr Sa
1 2 3 4 5 6 7
8 9 0 1 12 13 14

15 16 18 19 20 21

22 23 24 2B 2% 2T 28

20 30

Start Time — Set the starting time by specifying hours and

minutes.
00
00
23 13
12
2 11 1 14
10 2
21 9 : 3 15
20 8 4 16
T g 5
19 17
18

End Time - Set the ending time by specifying hours and minutes.

Schedule Profile — Click it to specify a schedule profile for importing
the certificate.

Trigger Profile — Select a schedule profile from the drop-down

list.
Send Report by +Add new recipient — Enter an e-mail address. It will be used for
Email receiving the notification or log sent by VigorACS server.

Delete Certificate
Original Certificate Select a certificate to remove from the drop-down list.
Expiration Time Display the expiration time of the selected certificate.

Delete Time Now - Click it to delete the certificate immediately after clicking Save.

Scheduled - Click it to specify a date, period of time for deleting the
certificate.
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Start date — Select the correct date from the drop-down

calendar.

Now Scheduled Schedule Profile

2025-06-18

“ | Jun v| 2025 v F

Su Mo Tu We Th Fr Sa
1 2 3 4 5 6 7
8 9 0 1 12 13 14

15 16 18 19 20 21

22 23 24 25 26 21 28

29 30

Start Time — Set the starting time by specifying hours and
minutes.

End Time - Set the ending time by specifying hours and minutes.

Schedule Profile — Click it to specify a schedule profile for deleting the
certificate.

Trigger Profile — Select a schedule profile from the drop-down
list.

Current CPE The devices that possess the certificate will be shown in this list.
When Delete Certificate is selected as the job type

Delete Certificate

Original Certificate Select a certificate to remove from the drop-down list.
Expiration Time Display the expiration time of the selected certificate.

Delete Time Now - Click it to delete the certificate immediately after clicking Save.

Scheduled - Click it to specify a date, period of time for deleting the
certificate.

Start date - Select the correct date from the drop-down

calendar.
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Send Report by
Email

Current CPE
Cancel

Save

204

Now Scheduled Schedule Profile

2025-06-18

“ | Jun ~| 2025 v

Su Mo Tu We Th Fr Sa
1 2 3 4 5 6 T
8 9 0 1 12 13 14

15 16 18 19 20 21

22 23 24 25 26 21 28

29 30

Start Time — Set the starting time by specifying hours and

minutes.
00
00
23 13
12
22 11 1 14
10 2
21 9 . 3 15
20 § ‘ 16
T 6 5
19 17
18

End Time - Set the ending time by specifying hours and minutes.

Schedule Profile — Click it to specify a schedule profile for deleting the
certificate.

Trigger Profile — Select a schedule profile from the drop-down
list.

+Add new recipient — Enter an e-mail address. It will be used for
receiving the notification or log sent by VigorACS server.

The devices that possess the certificate will be shown in this list.
Discard current settings and restore the default settings.

Save and activate the current settings.
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System menu varies according to the role (System Administrator, Group Administrator,
Administrator, Operator, View Only Operator, Auditor and Standard (limited in VigorACS cloud

version)) used for logging into VigorACS. Here we take System Administrator as an example.

System

System Parameter
Language

External Monitoring Server
Access Control

Storage Management
Upload Serial Number

APl Keys

Certificate

Backup Database

Login Bulletin

| @ Adverts Carousel
| 7?::3 Logs
XMPP Profile

Server Support Settings
Delete Logs Actions
App Server

License Key Pools
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Open System >> System Parameter to get the following web page:

System / System Parameter C

Jel

) Name Value

105 10

103 false
102 false
101 false
100 300
99 true
98 900
97 false
96 false
95 10

94 false

<) Reset to default Cancel m

These parameters are explained as follows:
ltem  Description

= Reset to default

Click the link to reset all of the system parameters with factory default values.

1 ProvisionKeepParameter
It can be set with true or false.
True - Enable the function of Keep Profile (profile or parameters in provision).

False - VigorACS will disable the function of Keep Profile.

2 ProvisionWaitCount

It means how many times VigorACS will compare the parameter values got from CPEs
with the parameter values set within profiles. If these values are different from each
other (from CPEs and from profiles), VigorACS will increase the count number by one.
When the count increases to the value that users defined here, VigorACS will perform

Keep Profile function.

3 ProvisionFactoryResetEnable
True — The function of keep profile will perform immediately for CPE without reaching
the value of 'ProvisionWaitCount'.

4 FirmwareUpgradeCount

The value indicates how many CPEs can perform firmware upgrade at the same time.

Set a proper value to prevent hardware from over loading and causing a crash.
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5 ProvisionDeviceAutoEnable

False - The CPE would not be added in Homepage when a profile defines a CPE with

different names but with the same serial number.
True — The CPE would be added in Homepage when a profile defines a CPE with
different names but with the same serial number.

6 ProvisionChangeDeviceNameEnable
True - If it is set with true and a profile defines a CPE with different name but same
MAC address, VigorACS would modify current CPE name with the pre-defined setting
in profile. That is, if the device name in profile is not the same as the log recorded in
VigorACS database, the system will modify the device name automatically.

7 SettingProfileSpaceSetEnable
True - Users can use space as character in parameter values. For example, users can
use the space character as their password.

8 ParameterListlongWaitCount

It is a positive integer (ms). After upgrading firmware, VigorACS will scan and get all
parameters to restore the parameter backup. The value determines how long the
waiting time out is. Multiplying the value with 50 is the maximum waiting time in

millisecond.

It will take effect after VigorACS restarts. Default is 1200.

12 GetSetParameterCount

When applying the provision onto CPEs, VigorACS tries to get or set parameter from or
onto CPEs. This value determines how many parameter values can be obtained or set
at the same time. For example, set the value as 20. That means there are 20

parameters which can be obtained at the same time.

Set this value properly to prevent CPEs from crashing or improve the efficiency.

13 IsDownloadUsedHttps
When a CPE connects to VigorACS with Https, users can enable this parameter (set
with true) to let CPE download file from VigorACS via Https.
14 ProvisionProfileFormat
It can be set with 1,2, 3 or 4.
This value indicates the format of text configured profile.

If the value is set with 1, the format is defined as serial number, network_device name,

isreboot, and [pqrometerl, parameter2,.. and so on].

If the value is set with 2 (as the default format), the format is defined as serial number,

device name, isreboot, network, and [parqmeteﬂ, parameter2,.. and so on].

If the value is set with 3, the format is defined as serial number, network_device name,

isreboot, address and [parameter], parameter2,.. and so on].

If the value is set with 4, the format is defined as serial number, network_device name,

isreboot, network, address and [porameter], parameter2,.. and so on].
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15 IsRebootAfterDownload
True- After downloading and upgrading the firmware, reboot the CPE.

False - Users must reboot the CPE manually.

16 KeepProfileUpdateRule
It can be set withis 1,2 or 3.

The value 1 means after uploading profile, keep original Keep Profile settings and add

extra parameter settings (if the profile contains more parameter settings).

The value 2 means after uploading profile, delete original Keep Profile setting if the

device name changed.
The value 3 means after uploading profile, delete original Keep Profile settings every
time.

17 IsSetGlobalParameter
False - Disable global parameter configuration function. When it is disabled, even
users set global parameters, these parameters won't be applied.

19 IsTurnOffPeriodicinform

True - If Periodicinform interval (configured in 59. CPEPeriodicinforminterval) is too
short, CPE may send too much information to VigorACS and cause the server crash.
Set this value true only if the case happened (server crashed). The default interval

setting shall be 900 seconds.

False - After adjusting the Periodicinform (configured in 59.
CPEPeriodicinforminterval) of CPEs, remember to set this value false.

20 PollingDeviceCount

The value determines the maximum number of CPEs to poll at one time. If this value is
set too small (e.g., 500), it might cause server overload. However, if it is set too big

(e.g, 600000), it could make CPE status refresh very slowly.

Note: After changing this parameter value, restart VigorACS to apply the change.

21 DeviceAutoEnable

True - If it is set true, after obtaining the information from CPE, the newly added device

would be added in the tree view of Homepage.

False — When VigorACS receives information from new added device, it will not display
the CPE on the tree view of Homepage until make configuration in SYSTEM

MENU>>Network Management.

22 Pollinginterval

Set the polling interval for VigorACS to examine CPE. The unit is milliseconds. Default is
900000.

23 CPEWebUiPort

Set a port number for VigorACS system accesses into CPE's WUL.

26 VPNIPSecDefaultSecurity
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Set the default security method for establishing VPN based on IPsec.

27 CheckDeviceStatusCount

Determine how many times shall VigorACS system check the device before the device

becomes offline.

28 VPNChangeEnable

True - If one of the WAN IP addresses changes on both ends of VPN, VigorACS will

change the setting automatically to rebuild the VPN tunnel.
False — Default value.
29 WANSeverity
Set the severity (criticol, major, minor, warning and normol) for WAN connection.
30 VPNSeverity
Set the severity (critical, major, minor, warning and normal) for VPN connection.
32 EnableHttpChunkedMode
True - Use chunked mode (chunked transfer encoding) for HTTP.
False — Default value.
33 CPEWebUiProtocol
Set HTTP (default) or HTTPs as the protocol for accessing CPE's web user interface.
34 EnableValidateCodeCheck
True - Enable the function of validating code check on the login page.
False — Disable the function. It is the default value.
35 VPNIPSecDefaultMode
Set the default mode for IPsec VPN connection.
Main
Aggressive
36 StatisticsStep
Set the time interval (default is 900) for data collection for RRD traffic.
38 EnableWebServices
True - The third party software can get/set VigorACS functions through web services.
False — Default value.
41 HidePassword
True — Hide the password value on provision page.
False — Default value.
43 VPNEnablePingKeepAlive

True - Enable the function of Enable PING to keep VPN alive for CPE while creating VPN
by using the VPN wizard.

False — Default value.
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44

46

47

48

49

50

51

52

54

55

56

57

CPEDetectMode

Set the CPE detection mode. 0 means TR069; 1 means ping.

EnableRRD

True - Enable the function of data collection (StatisticsStep) for RRD traffic.

AutoDetectRouteName
True — Get CPE’s router name.

False — Default value.

EnableBatchActivation
True — Enable the batch activation license to MyVigor portal server function.

False — Default value.

DefaultSetDeviceKnown
True — Set the new added CPE as a known device.

False — Default value.

KeepProfileRebootByBOOTSTRAP

True - VigorACS will ask the CPE to reboot if receiving CPE request including
BOOTSTRAP.

False — Default value.

DisableAlarmMailByACSReboot

True — VigorACS will not send alarm message within 15 minutes after turning on
VigorACS.

False — Default value.

DeleteOldDeviceBySamelP

True - If a new CPE with an IP address which is the same as an old device recorded on

VigorACS database, VigorACS will delete the information for the old device.

False — Default value.

DisablePolling
True — Disable VigorAP to poll CPE. Restart VigorACS after finished the configuration.

False — Default value.

DisableAlarmMailByClear

True — Disable the function of sending alarm e-mail when alarm status is clear. It is
the default setting.

False — VigorACS will send alarm e-mail when alarm status is clear.

UseStunAddressForVpn
True — Remote IP address will use the STUN IP address for VPN connection.

False —Default value.

EnableChangeNetworkByNetworkUser
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True — Default value. When VigorACS finds that the username and password sent from
the CPE changed, it will move the CPE to the network group with the same username

and password.

False — Disable such function.

58 FWUpgradeFailinterval
If the firmware upgrade failed, the next firmware upgrade will execute after the time
interval configured here. Default value is 86400 seconds.

59 CPEPeriodicinforminterval
CPE will send general information to VigorACS periodically. The default value is 900
seconds. If required, enter the time interval for the CPE to send general information to
VigorACS.

60 EnableForceSetCPEPeriodicinforminterval
True —Default value. Enable the function of CPEPeriodicinforminterval.

False — Disable the function of CPEPeriodicinforminterval.

61 TimeFormat

Display the time format. 0 means 24-hour clock; 1 means 12-hour clock.

62 EnableRecordActionLog
True — Enable the function of record action log. It is the default value.

False — Disable the function of record action log.

63 EnableBackupCheck

True = VigorACS will check the parameter value of
“InternetGatewayDevice.X_00507F_System.ConfigBak.ConfigChanged” and perform
the configuration backup automatically if any change made for CPE’'s configuration.

False — Default value.

64 CheckCPEValidByAuthKey
True — VigorACS will check if the authentication key informed by CPE is valid or not.

False — Default value.

65 New_DeleteOldDeviceBySamelP

True = If a new CPE with an IP address which is the same as an old device recorded on
VigorACS database, VigorACS will delete the information for the old device and write

the configuration on the database related to the old CPE onto new CPE.

False — Default value.

66 CheckCPEValidByNetworkUser

True = Each network can be set with a group of username and password individually.
All of the CPEs grouped under the network shall use such username and password for
connecting to VigorACS. Such function let VigorACS check if the username and
password sent from the CPE match with the settings on the network or not. If not,
VigorACS will ignore the CPE request and change the group of the CPE into root
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network.

False — Default value.

67 EnableAutoChangeWebPort
True - Enable for changing web port automatically. It is the default setting.

False — Disable the function.

68 DisableSavelnformLog
True - Disable the function of Save Inform Log.

False — Default value.

70 ShowTreeCount

Set how many devices will be shown on the home device tree. Default value is 100.

n EnableSendCPENotify

True - When the value of parameters for CPE is changed, a notification of
IntenetGatewayDevice. X _00507F _Notify" will be sent to VigorACS. VigorACS will send
the message to the specified user by e-mail, SMS or SNMP.

False - When the value of parameters for CPE is changed, a notification of
'IntenetGatewayDevice.X _00507F _Notify' will be sent to VigorACS. VigorACS will not
send the message to the specified user.

72 HealtherExposelp
It means the exposed IP in Monitoring Server message. Default is one of VigorACS host
IP addresses. You can change to any IP without restarting ACS Server.

73 HealtherWebFolder

It means the folder name of VigorACS in JBoss deployment folder. It is used to create

the URL for the device in Monitoring Server message.

Default folder name is set as “web”.

74 EnableFirmwareCheck
True - VigorACS will compare current firmware of the device with the file version
detected from DrayTek website. Therefore, while viewing the Firmware Version on the
dashboard of the selected device, a pop-up window with current firmware version
detected will appear if both firmware versions are different.

75 EnableGatewayGrouping

True - Enable the function of grouping VigorAP devices by using gateway addresses

and displaying AP devices behind the gateway routers.

False — Default value.

76 EnableUlGraph

True — Enable the function of displaying graph of web user interface. It is the default

value.

False — Disable the function.
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78 EnableAuditorActionLog

True — The auditor action will be recorded and displayed on SYSTEM MENU >> System

>> Delete Logs Actions.
False — Default value. When the auditor deletes logs or protects identity information
on clients, the action will NOT be recorded.

79 EnableAuditorDeletedLog

True - The selected logs will be moved to another table which can be read by
auditors. While protecting client identity information, the protected value can be

recovered for auditors.
False — Default value. The selected logs will be deleted from database permanently.
While protecting client identity information, the protected value cannot be recovered
for auditors.

80 HttpProxyPort
It can be set with 0 to 65535, or a port range (e.g. 10000-10005). If the value set to O,

the proxy port number will be automatically allocated. If you start the proxy server
before change this value, you have to restart VigorACS Server to apply this change on
the current proxy. If the proxy port is only one number large than 0, you can only
create one proxy server for each time.

81 PacketCaptureTool

True - VigorACS will capture the packets automatically and the result will be specified

from the drop down list of Capture Packets on the top-right of the screen.

False — Default value.

82 ClientRecordAliveTimelnDays

Set the number of days for reserving the record (about client traffic). When exceeding

the day limit, VigorACS will delete the record.

Default value is 30(days).

83 IsDeleteExpiredClientTrafficByTimestamp
True — Enable the function of ClientRecordAliveTimelnDays.

False — Default setting.

84 EnableClientRecord
True - Default value. Enable the function of recording client traffic and displaying
related information on NETWORK MENU >> Monitoring >>Clients.

85 NotifyServerProcessCountPerMinute

It can be set with -1,100 to 100000. This parameter determines how many Emails, SMS,
and health parameters notification items the notification server can process per

minute.

-1 means unlimited.

86 ForceWUIRedirectHttps
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True - Force ACS WUI to HTTPS only. If you encounter login failed error after changing
this parameter, please clear the browser's cache then try again. If the
EnableSecureCookieSessions parameter is set to "true”, this parameter will be
automatically enabled and disallow set to false.

87 JbossConfigForStandaloneMode
The Default Configuration for standalone Mode is "standalone.xml” (default). The
standalone-secure.xml will enhance the security protections of your ACS website with
plugins that prevent hacking.

88 EnableSecureCookieSessions

True - Secure flag is to prevent cookies from being observed by unauthorized parties
due to the transmission of a the cookie in clear text. If the value set to true, the
ForceWUIRedirectHttps parameter will be automatically enabled and the cookie will

only be sent in a secure manner (i.e. Https).

False - Default setting.

89 LogRotationHandlerType - Select one of the following types for log.
Size
Periodic
Periodic-size

91 MapServiceProvider

There are two mechanisms to display maps on VigorACS, Google and Leadflet.

92 EnableUsermailValidation

true - If it is enabled, the user will receive an e-mail first and be guided to pass the

authentication when he tries to log in to VigorACS.

After switching the toggle to enable this function, the VigorACS system will open the
User>>Mail Server page. You have to check if the mail server is enabled and other
options have been configured correctly.

false - Default setting.

93 NetflowSetPortConfig

The function in “Monitoring>>Flow” requires VigorConnect servers, which are installed

in remote networks, to collect NetFlow data from routers in the background.

When browsing “Monitoring>>Flow” on VigorACS, the corresponding VigorConnect
servers will establish connections to VigorACS. Thus, VigorACS can retrieve the
relevant data. The idle timeout of the connection is 30 minutes. This parameter
defines the allowed port range on the VigorACS server to be used for incoming

connections from VigorConnect.

94 ShowRootNetworkGraphicStatistics

true - If it is enabled, the graphic statistics can be seen on the Dashboard for the Root
Network.

false - Default setting.
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95 WebServicesRateLimit
Set a number that allows the web service API to receive requests from the user. The
default is 10. It means 10 requests can be accepted by the VigorACS server within 1
minute.

96 EnableAccessControlByMAC
If enabled (true), VigorACS permits CPE registration with MAC address listed in
System>> Upload Serial Number only.

97 ResendSetParameterByBootstrap

If enabled (true), VigorACS will resend the corresponding set parameter when the 0
BOOTSTRAP event code is received from CPEs. This allows you to push configuration

again when CPE has been factory reset.
98 Heartbeatinterval
It is the VigorACS server method to determine whether a CPE is online.
When the value equals 0, VigorACS will poll CPE automatically; when there is no
response, VigorACS will consider the CPE offline.

When the value exceeds 0, and the CPE does not send an Inform within this period, the
VigorACS server will consider the CPE offline. That means the VigorACS will not actively

check the online and offline status of the CPE.
Notes:
® The time unitisin second.

® VigorACS needs to restart after changing the setting.

99 EnableNewFirmwareReleaseNotify
If enabled (true), Notification Center will show the notification about new firmware
release.

100 MaximumuUploadFileSize

Set the maximum upload size (unit: MB) for the CPE firmware file.

101 ResetCredentialAfterMovingNetwork
The parameter can change CPE TR0O69 Username and Password.
If enabled (true), TRO69 Username and Password of CPE moved to a network with
blank Username and Password will be changed to the Username and Password of the
higher level network.

102 DisableAlarmSNMPTrapForDeviceLossConnectionByACSReboot
If enabled (true), VigorACS will suspend alarm messages by SNMP trap so the device
loses connection after VigorACS restarts.

103 ResendGlobalParameterByBootstrap

If enabled (true), VigorACS will resend the corresponding global parameters when the
0 BOOTSTRAP event code is received from CPEs. It allows the configuration to be

pushed again when the CPE has been factory reset.
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104 LostConnectionSendNotificationDelaySecond
Delays sending the disconnection alarm notification. If the device reconnects during

the delay period, the notification is not sent.

105 Drayos5CommonUiFirmwareUploadTimeoutInMinutes

Save Save the current settings.
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6.5.2 Language

VigorACS 3 can be displayed and operated with different language texts. Choose the language
system from the top-right of the login page. Later, VigorACS will be shown with the language you

want.

DrayTek

Dray

Vigot Deutsch

Username

mk_carrie

Nederlands

Password

3 (IEEE)

Remember Me

Forget Password

Privacy Policy | Terms Of Use

3 (Et)

English

In general, lang_EN.txt is the default language for VigorACS 3. If necessary, you can download a

text file with VigorACS 3 settings; translate/edit the file with the language you want; and upload

the edited file onto VigorACS.
Open System >> Language.

System / Language

Iupload < - /1 > 2] c
Filename 1 size 47 Last Modified “
(] lang_CN.bxt 218722 2024/07/20 05:06:31
[0 lang DEtxt 564595 2024/05/29 05:06:35
O lang_EN.txt 443410 2024/05/29 05:06:35
[m} lang_NL.bxt 570735 2024/07/20 05:06:31
O lang TWixt 438027 2024/07/20 05:06:31
These parameters are explained as follows:
Item Description
Upload Click this button to upload a language file from your host to VigorACS.
Delete Remove the selected language system.
Download Click this button to download a txt file from VigorACS to your
computer.
User can edit such text file (containing all of the fields) if required.
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6.5.3 External Monitoring Server

6.5.3.1 Health Server

The health information for CPE can be transferred to the server of third party periodically.

System / External Monitoring Server

Enable Server

Wireless Client Information Server

URL apliptechview.com
Username acs.drayddns.com
Password

APl Health_Default_GLOBAL

s [

These parameters are explained as follows:

Item Description

Enable Server Click the icon to enable [ disable the server.

URL Enter the URL or IP address of the third party’s server.
Username Enter the user name for accessing into the third party’s server.
Password Enter the password for accessing into the third party’s server.
API Use the drop down menu to specify the third party’s server.
Cancel Discard current settings and restore the default settings.
Ssave Save and activate the current settings.

6.5.3.2 Wireless Client Information Server

The sever defined in this page is used to record information for wireless client information

periodically.

System / External Monitoring Server

Health Server

User Group RootGroup

©

Enable Server

Authentication

URL

AP

NzYCCCGM23NS2sW2rGpVJC6apQLsEA4StZkqDBEVac

hitp://www.draytek co.uk/forms/json.php

Wireless_Client Default GLOBAL

These parameters are explained as follows:

Item Description

User Group Use the drop down list to specify a user group. In which, RootGroup
contains all of the users with the role of system administrator in
default.

Enable Server Click the icon to enable [ disable the server.
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Authentication
URL
Dns API Service

Save

Enter a string for authentication.
Enter the URL or IP address of the third party’s server.
Use the drop down menu to specify the third party’s server.

Save and activate the current settings.

VigorACS can restrict network connection for clients by locking their IP address into a black or

white list.

Regardless of web login, CPE service or APl web service, you can set a blacklist or whitelist to allow

clients in the list to use or prohibit use.

System / Access Control

General Setting Blacklist

WUI Login

CPE Service

AP| WebService

Block Device List

None Blacklist Whitelist

None Blacklist Whitelist

None Blacklist Whitelist

These parameters are explained as follows:

Item

WUI Login

CPE Service

APl WebService

VigorACS3 User's Guide

Description

None - It means no limitation for any client.

Blacklist - It means clients in the list are not allowed to login the WUI

managed by VigorACS.

Whitelist - It means clients in the list are allowed to login the WUI
managed by VigorACS.

None - It means no limitation for any client.

Blacklist - CPE clients in the list are not allowed to connect to
VigorACS.

Whitelist - CPE clients in the list are allowed to connect to by
VigorACS.
None - It means no limitation for any client.

Blacklist - It means clients in the list are not allowed to use APl web

service managed by VigorACS.

Whitelist - It means clients in the list are allowed to use APl web

service managed by VigorACS.
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This page is used for creating blacklist profiles.

System / Access Control

General Setting Blacklist
+ Add i Delete All
P Description

1111 tl

111.111.111.111  t2

192.168.105.210 5

These parameters are explained as follows:

Item

SearchIP [
Description

+Add
Delete All
P
Description

WUI Login,
CPE Service,

APl WebService
Edit
Delete

Save

Block Device List

41 WulLogin

Description

CPE Service

Limit: 3/256

AP| WebService

7 Edit ] Delete

= 2 Edit ] Delete

7 Edit [ Delete

Enter an IP or a brief description for searching the profile.

Click to create a new profile with a blacklist.

Click to delete all profiles.

Display the IP address, IP range, or subnet specified on the profile.

Display the comment of the profile.

Display the type(s) selected for the profile.

Select the type(s) by checking the box(es).

Click to modify, change the selected profile.

Click to remove the selected profile.

Click to save the settings.

The following setting page appears when +Add is clicked.
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<+ IP Address Form

Description Markating_CAN

Address Type Singla |P Address h

Start IP Address 123.12.1.1

Service Enable M WUI Login 3 CPE Senvice

B APIWebSarvice

F

These parameters are explained as follows:

Item Description

Description Enter a name of the blacklist profile.

Address Type Specify the address type to enter the IP address.
Single IP Address o

Single IP Address
Range IP Address
Subnet IP Address

Single IP Address - Select it to specify one IP address.
Range IP Address - Specify a range of IP addresses.

Subnet IP Address - Specify a subnet IP address.

Start IP Address It is available when Single IP Address or Range IP Address is selected.

Enter an IP address as a starting point.

End IP Address It is available when Range IP Address is selected.

Enter an IP address as the ending point.

Subnet Mask It is available when Subnet IP Address is selected.

Enter a mask address.

Service Enable Select the service for this blacklist profile applying to.
Cancel Discard current settings and restore the default settings.
Save Click to save the settings.
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This page is used for creating whitelist profiles.

System /| Access Control

General Setting Blacklist Whitelist Block Device List

Add il Delete All
P Description 17 WUILogin CPE Service
192.168.105.140~192.168.105.145  192.168.105.141

These parameters are explained as follows:

Search IP / Descriptior

Limit: 1/256

API WebService

7 Edit 1 Delete

Item Description

searchIP [ Enter an IP or a brief description for searching the profile.
Description

+Add Click to create a new profile with a whitelist.

Delete All Click to delete all profiles.

IP Display the IP address, IP range, or subnet specified on the profile.
Description Display the comment of the profile.

WUI Login, CPE Display the type(s) selected for the profile.

Service, API Select the type(s) by checking the box(es).

WebsService

Edit Click to modify, change the selected profile.

Save Click to save the settings.

The following setting page appears when +Add is clicked.

<+ IP Address Form

Description white_for_market

Address Type Single IP Address v

Start IP Address

123.12.1.19

Service Enable ® WUI Login [ CPE Servica

H AP1WebSarvice

These parameters are explained as follows:
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Item Description

Description Enter a name of the whitelist profile.
Address Type Specify the address type to enter the IP address.
Single IP Address i

Single IP Address
Range IP Address
Subnet IP Address

Single IP Address - Select it to specify one IP address.
Range IP Address - Specify a range of IP addresses.

Subnet IP Address - Specify a subnet IP address.

Start IP Address It is available when Single IP Address or Range IP Address is selected.

Enter an IP address as a starting point.

End IP Address It is available when Range IP Address is selected.

Enter an IP address as the ending point.

Subnet Mask It is available when Subnet IP Address is selected.

Enter a mask address.

Service Enable Select the service for this blacklist profile applying to.
Cancel Discard current settings and restore the default settings.
Save Click to save the settings.

This page displays information related to device(s) blocked by the VigorACS server.
System / Access Control

General Setting Blacklist Whitelist Block Device List

1d Name Model Name Firmware Version 1P Address Network
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VigorACS will keep log until overload the capacity of hard disk. To avoid such trouble, use Clear

Logs to delete the log periodically.

System / Storage Management

Clear Logs

Delete Time

Delete Type @

Auto Clear

Duration

Periodic(days)

@ Clear Now

All v

Alarm

Log

Device Syslog
SD-WAN

Client Connect Record

©

Every Day Every Week Every Month

1

These parameters are explained as follows:

Item

Delete Time

Delete Type

Auto Clear

Duration

Periodic (days /
weeks [ months)

Day

Week

Description

Use the drop down list to specify the timing to delete the log.

All - All of the logs recorded.

Before 1, 3, 6 Month — Log recorded before 1, 3 or 6 month ago.
Before 1,2 Years - Log recorded before 1 or 2 years ago.

At present, there are five types (Log, Alarm, Device Syslog, SD-WAN,

and Client Connect Record) that corresponding log can be deleted

through this feature.

When it is enabled, VigorACS will periodically delete the logs based on
the conditions configured below.

Every Day — VigorACS deletes the log every day.

Every Week — VigorACS deletes the log every week.

Every Month — VigorACS deleted the log every month.

Remove the log per days, per weeks or per months. For example, type

“2" for Periodic (months). That means the system will clear the log

every two months.

It is available when Every Month is selected as the Duration. Specify
the day within a month that VigorACS performs the log deletion. For
example, choose 4 means VigoACS will delete the log on the fourth

day of every month.

It is available when Every Week is selected as the Duration. Specify
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Monday, Tuesday, Wednesday, Thursday, Friday, Saturday and
Sunday. For example, choose Saturday means VigoACS will delete the

log on Saturday every week.

Clear Now Click to remove the log immediately. A pop-up window will appear for
confirmation. If yes, click Clear Now; if not, click No to discard the

action.

Clear Logs

Are you sure you want to deleta the log type selected for the specified
time range immediately?

A WARNING! This operation cannot be undone.

Mo [l Clear Now

save Save and activate the current settings.

The information for serial number on the rear side [ bottom of the CPE or VigorAP can be

uploaded onto VigorACS as a reference to be inspected by the administrator.

System / Upload Serial Number

T.Upload LDownload Template  LExport + Add Searct Rows| 10 ~ .
Mac Address Serial Number Device Name Network Model WAN IP LANIP FW
001DAASFDE98 1234657987
001DAABOBBT8 9999999999999
001DAAESCFA8 6543213212
001DAAFEF9DO T
001DAAFEFIFO 888888888

These parameters are explained as follows:
Item Description

Upload Click to upload a “.CSV” file (located on host) to VigorACS.

After comparing the MAC address listed on the file with the
information of device(s) managed by VigorACS, the result (device
name with serial number) will be shown on this page immediately.

X Solect SerialNumber File

upload_serial_number Il'\.':i

‘

Download Template Click to download a template from the VigorACS server to your local

host.
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This template is convenient for the system administrator to enter the
required information for lots of devices at one time. Later, the

template can be uploaded to VigorACS server.

Please open the template with a software which can read and write
".CSV" file. Fill the MAC address and serial number (printed on the rear

side | bottom) of a device.

Export Click to export the current serial number table as a file.
Add Click to add a CPE or VigorAP onto this table.
+ Add Form

Mac Address

Serial Number

F

Delete Click to delete the selected entry.

Check the box to specify an entry. Later, the selected one can be
Check box . .
deleted if required.
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Before using the API of Google Map, it is necessary to apply and get a key from Google. Later,
enter the key in this page to activate the Google Map. After clicking Save, VigorACS will be
granted to display the map on the dashboard.

System / Google APl Key

Google Maps APl Key @ AlzaSyDnoAWeT6DIzdnkBPnjHGZv44ekxrePCdg
Please go to the function management to assign user roles to access the map. Function Management
Or go to the System Parameter page to select another map service. System Parameter

Google Analytics APl Key @

These parameters are explained as follows:
Item Description

Google Maps APIKey Enter the key you obtained from Google.

Function Management - Click this button to open the setting
page. Determine which user role can view the map and switch the

toggle to enable the map display for the user.

User / Function Management c

Roie ShowMaps CanReboot Device Manage PublicAreaFles  CanDelete Logs

Group Adminstztor © © © © © © © ©
Adminsirator © © © © © © © ©
© © © © © © ©

Operator © © ©

Customized Operator © © O «© ©

View Ony Opertor © © © ©

Customized View Only Operator «© «© ©

hudior © © © ©

=]

System Parameters - There are two mechanisms to display maps

on VigorACS, Google and Ledflet. Select the one you need.

Google
%0 ) m Leaflet

Google Analytics APl = Enter the analytics API key for tracking the data.
Key

Save Save and activate the current settings.

VigorACS3 User's Guide 227



228

On website browsing, at present, the security offered by HTTP is less than HTTPS.

It is suggested to use HTTPS protocol for encrypting the connection between the browser and the

web server for every website to prevent private information (such as account, password,

personal data, credit number, and others) entered by users from leakage.

Browsed by Google Chrome

A prompt for HTTPS web site encrypted with

INVALID certificate

A Notsecure  acs|E

\. . L X
Your connection to this site is not
secure

You should not enter any sensitive information on
this site (for example, passwords or credit cards),

because it could be stolen by attackers. Learn more

B Certificate (Invalid)
& Cookies (@inuse)

L2 Site settings

Browsed by Google Chrome

A prompt for HTTPS web site encrypted with

VALID certificate

& acs I

. x
Connection Is secure

Your information (for example, passwords or credit
card numbers) is private when it is sent to this site.

LEGr more

B Certificate (Valid)
& Cookies (4inuse)

0 site settings

For using HTTPS, it is necessary to prepare a certificate issued by the third-party certificate

authority.

This page can generate CSR (certificate signing request) file for certificate signing and import
the HTTPS certificate file from third-party certificate authority to VigorACS server. Later, after
restarting VigorACS server, Vigor system will apply such HTTPS certificate.
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Certificate Certificate with private key PKCS#12 Let's Encrypt

1. Create alocal Certificate Signing Request(CSR) :

Generate a CSR

@ Note:
Please submit the "certreq.csr* file to the Certificate Authority then do the next step.

2. Import Certificate :

Root CA Certificate (.cer, .crt) | Browse |
Intermediate CA Certificate (.cer, .crt)

~+add
Trusted Certificate (.cer, .crt) m

These parameters are explained as follows:

Item Description

Generate a CSR Click to generate a CSR certificate.

Import Certificate Click the Browse button to specify a file to apply the HTTPS certificate.
Root CA Certificate

Intermediate CA Certificate

Trusted Certificate

Save Save current settings and uploading/pasting the certificate.

6.5.8.2 Certificate with Private Key

Some of certificate authority (third-party) does not submit CSR file but generate a private key
and sign a certificate (e.g., SSL for free, COMODO, and so on) to be applied by other web site. This
page is used for uploading a certificate with private key from a certificate authority (third-party)

to VigorACS server.
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System / Certificate

Certificate C k PKCS#12

Certificate form

Import Method

Let's Encrypt

With Root and Intermediate Certificate(s) With CA Bundle

Upload Files Paste Contents Directly

One PEM File

None of above

Private Key(.key)
Root CA Certificate(.cer, .crt)
Intermediate CA Certificate(.cer, .crt) -
Add
Trusted Certificate(.cer, .crt)
These parameters are explained as follows:
Item Description
Certificate form Confirm the file format of the certificate issued by the certificate

authority and then select a file with corresponding file format for

uploading or pasting on this page directly.

With Root and Intermediate Certificate(s)

With CA Bundle

One PEM File — The certificate issued by the certificate authority

contains only one PEM file.

None of above - The certificate issued by the certificate

authority contains only one certificate (CRT file) with a private

key.

Import Method Upload Files — The content of the certificate [ key shall be obtained by
uploading a file.

Paste Contents Directly — The content of the certificate [ key shall be
pasted from clipboard.

Private Key (.key) Click the Browse button to select one key file or obtain the content of

the key from the clipboard.

When With Root and Intermediate Certificate(s) is selected

Root CA Certificate Click the Browse button to select one root CA certificate or obtain the

(.cer, .crt) content of the certificate from the clipboard.

Intermediate CA Enter the name of intermediate CA certificate or Click the Browse

Certificate (.cer, .crt) button to select one intermediate CA certificate or obtain the content

of the certificate from the clipboard.

Add - If there is more than one intermediate CA certificate file, Click

to import more.
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Trusted Certificate Click the Browse button to select one Trusted CA certificate or obtain

(.cer, .crt) the content of the certificate from the clipboard.
When With CA Bundle is selected

CABundle (.cer, .crt) Click the Browse button to select one certificate or obtain the content

of the certificate from the clipboard.

Trusted Certificate Click the Browse button to select one Trusted CA certificate or obtain

(.cer, .crt) the content of the certificate from the clipboard.
When One PEMFile is selected
PEM File (.pem) Click the Browse button to select one PEM file.

save Save current settings and uploading/pasting the certificate.

The following example shows the file formats of certificates issued by Comodo. It is suitable for
“With Root and Intermediate Certificate(s)".

load_xpertdata_nl.key
—-

The following example shows the file formats of certificates issued by SSL For Free. It is suitable for
“With CA Bundle”.

The content of PEM file shall contain at least one group of Private Key and Certificate or one

Private Key with multiple certificates. See below:
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PKCS #12 file indicates a valid certificate which can be output and protected with a password
setting. Also, it means a file which merges the private key with signed certificate by using keytool
and protected with a password setting.

This page is used for importing PKCS #12 file and applying to VigorACS server with specified
password.

System / Certificate

Certificate Certificate with private key S#l Let's Encrypt

Import PKCS #12 file

PKCS #12 Password

These parameters are explained as follows:
Iltem Description
Import PKCS #12file = Click the Browse button to specify the file.
PKCS #12 Password Enter a string as password for PKCS #12 certificate.

save Save and activate the current settings.

This page will help to
- create a Private Key & Account from Let's Encrypt .
- create a Certificate signed by Let's Encrypt Account.

- automatically change your keystore file form your Certificate.
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System [ Certificate

Certificate Certificate with private key PKCS #12 Let's Encrypt

Register Domain

Auto Renew _
Challenge Type HTTP-01 Challenge DNS-01 Challenge
Copy Current Domain to Register Domain Copy to register domain

@® Note:
ACME Let's Encrypt will do the following things:
¢ Creating a Private Key & Account from Let's Encrypt.
¢ Creating a Certificate sign by Let's Encrypt Account.
* Automatically change your keystore file from your Certificate.

Let's Encrypt provides rate limits to ensure fair usage by a 1y people as possible. For more inform: please visit

can only be done on port 80

and

System / Certificate

Certificate  Certificate with private key PKCS #12 Let's Encrypt

Register Domain allentestapp.ddns.net
Auto Renew
Challenge Type HTTP.01 Challenge ~ DNS-01 Challenge
APl v
ort Data
B Key Value Action
DuckDNS_Token aaaaaaaa bbbb-ceoc dddd-ecececceeeee
+add

@ Note:
ACME Let's Encrypt will do the following things:
« Creating a Private Key & Account from Let's Encrypt.
« Creating a Certificate sign by Let's Encrypt Account.
* Automatically change your keystore file from your Certificate.

(® Note:
* Let's Encrypt provides rate limits to ensure fair usage by as many people as possible. For more information please visit

HTTP-01 Challenge™ can only be done on port 80

These parameters are explained as follows:

Item Description
Register Domain Enter the URL for registering the certificate.
Auto Renew If enabled, the VigorACS server will periodically detect the validity of

the certificate.

It will be renewed automatically by VigorACS once the certificate is
nearly expired.

Challenge Type To validate the domain names, select HTTP-01 Challenge or DNS-01
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Challenge as the challenge type used by this certificate. The default
setting is HTTP-01 Challenge.

API Use the drop down list to select an interface.

Export Data The third-party API (with specified key and value) can be exported for
other purposes.
Key - Enter the string provided by the third-party API.

Value - Enter the information (e.g., URL, server ID, token, or number)
provided by the third-party API.

Delete - Click to remove the selected entry.

+Add - Click to have new fields for creating new key and value.

Generate Click to generate the Let's Encrypt certificate based on the above

configuration.

Save Save and activate the current settings.

234 VigorACS3 User's Guide



6.5.9 Backup Database

6.5.9.1 Backup Tasks

VigorACS system will backup database periodically / immediately according to the selected task
profile.

The purpose of task profile is to avoid failing to backup database in VigorACS server when
transferring VigorACS server from one platform to another one due to damage on the database
or hard disk.

The backup file will be stored on the hard disk of VigorACS Server located.

System / Backup Database
BackupTasks  BackupFlles  ErrorLogs

“+add a Task AutoRefresh: | 30Seconds v ¢ Search Profile Name/Cre O,
Task Name Schedule/Period Last Implemented Status Last Implemented Date Created By Authentication Action
testBekAlNOw Now © Completed 2018-04-1109:25 yretw Internal ZEdt @ Delete
testBekDally Now © Completed 2018-03-21 14:17 yretw Internal ZEdit @ Delete
testBekDailyPM Dally © Completed 2020-11-02 20:00 yretw Internal ZEdit T Delete
taskBekNowExclude Now © Completed 2020-10-29 1555 yretw Internal ZEdit T Delete

backup Now © Completed 2020-03-0309:20 arles Internal ZEdt 1 Delete

@®Note
* This feature only supports MariaDB database provided by ACS and installed on the local side.

+ Backup file path for Windows: %USERPROFILEY%\EMS\sql-backup
* Backupfile path for Linux: /srv/EMS/sql-backup

These parameters are explained as follows:
Item Description

search Profile Name  Specify the conditions (type the profile name, creator) for database

[ Created by task searching.

+Add a Task Click to add a backup database task.

Task Name Display the name of the task.

schedule/Period Display the schedule profile or period of time of database backup.
Last Implemented Display the status (completed or backup failed) of database backup.
Status

Last Implemented Display last implemented date of database backup.

Date

Created By Display the name of the creator of such task.

Authentication Display the identity (internal/external) of the user.

Action Edit — Click to modify, change the selected profile.

Delete - Click to delete the selected profile.

The following setting page appears when +Add a Task is clicked.
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£ Backup Database Task

Task Settings
Enable This Task ()
Task Name
Scheduling
Run Backup Once Repeat
Later ~ 08/03/2026 00:00

Backup Options

Backup Type MariaDB InfluxDB
Backup Table Type Alarm
Log

Device Syslog

SD-WAN

These parameters are explained as follows:

Item Description

Task Settings Enable This Task - Click to enable the task.

Task Name - Enter a name for the new task.

Scheduling Run Backup — Choose Once to perform the backup immediately or at

certain time. Choose Repeat to perform the backup periodically.

Later [ Now - It is available when Once is selected as Run

Backup.

Starts on xxxxx — It is available when Repeat is selected as Run

Backup. Click Edit to open the following web page for modifying

the time setting.

Repeat

Repeats

Repeat on

Starts on

Starts time

Backup Options Backup Type -

the backup.

Weekly ~

Sun
Mon
Tue

Wed

08/03/2026

00:00

-

Choose an option (MariaDB or InfluxDB) to perform
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If MariaDB is selected, configure the following options.

Backup Table Type — Currently, five backup table types are
supported: Log, Alarm, Device Syslog, SD-WAN, and Client Connect
Record.

Ignore License Tables — VigorACS system performs the database
backup by ignoring the tables concerning of backup and license
(such as syscd, syssn, dslpmid, dslpmshow and etc.,) to prevent from
license error while transferring VigorACS server. The default value is
"Enabled”.

Compress Backup File - The backup file will be compressed.
After backup delete log tables — Delete the log tables immediately
when VigorACS server finishes the backup job
Email Notification Enable Email Notification — If enabled, VigorACS server will send a
notification email about database backup to the recipient.
Email Subject — Enter the subject for the email.

Email From — Enter the email address of the

sender/agent/registrar.
Email Content - Enter the content of the email.
Email To - Enter the email address of the recipient.

+Add Recipient - Add more recipients to receive the email from

VigorACS server.
Cancel Discard current modification.

Save Save the current settings and exit the page.
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6.5.9.2 Backup Files

This page shows a list of backup files generated by VigorACS server.

System / Backup Database

Filename Size Last Modified t

backup_ACS_Trunk AutoBuild 13635_ExcludeSyslogAndLogVer_2020-02-24.2000.5q1 1.88MB  02/24/2020 20:00:02

1.85MB

backup_ACS_Trunk AutoBuild 13635_ExcludeSyslogAndLogVer_2020-02-22.2000.5q 20 20:00:03

backup_ACS_Trunk AutoBuild 13622_ExcludeSyslogAndLogVer_2020-02-21.2000.5q 186 ME  02/21/2020 20:00:03

backup_ACS_Trunk AutoBuild 13584_ExcludesysiogAndLogVer_2020-02-19.2000.5q 186 MB  02/19/2020 20:00:01

backup_ACS_Trunk AutoBuild 13569_ExcludeSyslogAndLogVer_2020-02-18.2000.5q1

186 MB  02/18/2020 20:00:01

backup_ACS_Trunk AutoBuild 13548_ExcludeSyslogAndLogVer_2020-02-15.2000.5q 1,87 MB  02/15/2020 20:00:01

backup_ACS_Trunk AutoBuild 13546_ExcludeSyslogAndLogVer_2020-02-14.2000.sq 186 MB  02/14/2020 20:00:02

185MB 021

backup_ACS_Trunk AutoBuild 13532_ExcludeSyslogAndLogVer_2020-02-13.2000.5q1 020 20:00:01

backup_ACS_Trunk AutoBuild 13508_ExcludeSyslogAndLogVer_2020-02-12.2000.5q

1.85MB  02/12/2020 20:00:02

backup_ACS_Trunk AutoBuild 13451 _ExcludeSyslogAndLogVer_2020-02-10.2000.5q 1.85MB  02/10/2020 20:00:01

backup_ACS_Trunk AutoBuild 13427_ExcludeSyslogAndLogVer_2020-02-08.2000.5q 1.83MB  02/08/2020 20:00:03
These parameters are explained as follows:

Item Description

Delete Click to remove the selected filename.

Download Click to download the file from the hard disk of VigorACS server
located for restoration or transferring.

System / Backup Database

Backup Tasks  Backup Error Logs
TiDelete +Download
PR
backup_ACS_Trunk AutoBuild 2016_ExcludeSyslogAndLogVer 2020-11-02.2000.sql.zip L0IMB  11/02/2020 20:00:04
backup_ACS_Trunk AutoBulld 2016_ExcludeSyslogAndLogVer_2020-11-01.2000.sql.2Ip 109 MB  11/01/2020 20:00:02
backup_ACS_Trunk AutoBulld 2016_ExcludeSyslogAndLogVer_2020-10-31.2000.5ql.z2Ip L0IMB  10/31/2020 20:00:07
backup_ACS_Trunk AutoBulld 2016_ExcludeSyslogAndLogVer_2020-10-30.2000.sql.21p 109 MB  10/30/2020 20:00:07
Filename Display the name of the backup file.

Size Display the size of the backup file.

Last Modified Display the last modified time.
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This page will display logs of the task which failed to back up the database.

System / Backup Database

BackupTasks  Backup Files

Filename size Last Modified t
backup_ACS_Trunk AutoBulld 1024 ExcludeSyslogAndLogVer_2020-07-15.2000_error.log 0Byte 07/15/2020 20:00:00
backup_ACS_Trunk AutoBulld 996_ExcludeSyslogAndLogVer_2020-07-14.2000_error.log 0Byte 07/14/2020 20:00:00
backup_ACS_Trunk AutoBulld 992_ExcludeSyslogAndLogVer_2020-07-13.2000_error.log, 0Byte 07/13/2020 20:00:00
backup_ACS_Trunk AutoBulld 944_ExcludeSyslogAndLogVer_2020-07-09.2000_error.log 0Byte 07/09/2020 20:00:00
backup ACS Trunk AutoBulld 852_ExcludeSyslogAndLogWer 2020-07-04.2000 error.log, 0Byte 07/04/2020 20:00:00
backup_ACS_Trunk AutoBulld 842_ExcludeSyslogAndLogVer_2020-07-03.2000_efror.log 0Byte 07/03/2020 20:00:00
backup_ACS Trunk AutoBuild 802 ExcludeSyslogAndLogVer 2020-07-01.2000 error.log 0Byte 07/01/2020 20:00:00
backup ACS Trunk AutoBulld 780_ExcludeSyslogAndLogWer 2020-06-20.2000 error.log, 0Byte  06/29/2020 20:00:00
backup_ACS_Trunk AutoBulld 761_ExcludeSyslogAndLogVer_2020-06-24.2000_efror.log 0Byte  06/24/2020 20:00:00
backup_ACS_Trunk AutoBulld 750_ExcludeSyslogAndLogVer_2020-06-23.2000_efror.log QByte 06/23/2020 20:00:00
backup ACS Trunk AutoBulld 12732_ExcludeSyslogAndLogVer 2020-06-19.2000 error.log 0Byte 06/19/2020 20:00:00
backup_ACS_Trunk AutoBulld 722_ExcludeSyslogAndLogVer_2020-06-18.2000_efror.log, 0Byte  06/18/2020 20:00:00
backup_ACS_Trunk AutoBulld 12732_ExcludeSyslogAndLogVer_2020-06-17.2000_error.log 0Byte  06/17/2020 20:00:00
backup ACS Trunk AutoBulld 664_ExcludeSyslogAndLogier 2020-06-12.2000 error.log 0Byte 0§/12/2020 20:00:00

These parameters are explained as follows:

Item Description
Delete Click to remove the selected error log.
Download Click to download the selected error log from the hard disk of

VigorACS server located.

The downloaded log file can be browsed by any text editor. If the
content of the log contains the error message output by the program
of “mysqgldump”, the system administrator can get the reason for

backup failure by analyzing the error message.

If Email Notification is enabled, the error log file will be sent by e-maiil
to the recipient(s) defined in System>>Backup Database>>Backup
Tasks.

Filename Display the name of the error log.
Size Display the size of the backup file.

Last Modified Display the time that such error occurred.
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6.5.10 Login Bulletin
VigorACS server operator can put several important messages on VigorACS login page.

6.5.10.1 Preview

This page displays a preview of bulletin with specified content on the login web page of
VigorACS.

Pcap .
VigorACs 3 Root Network (100142 v Q| e mk_carrie
Dray Tek vs & © O T smirivinn

(9) System / Login Bulletin
@ Preview General Settings  Bulletin ltems.
=
=

S EN ~
Q DrayTek
VigorACS
@ Username

) {é} Password @

L Remember me
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6.5.10.2 General Settings

It allows the user to enable and configure settings for login bulletin.

= DrayTek VigorACs 3

€7) System / Login Bulletin

L 1

2 6 B

© Bk

mk_carrie M
System Administrator

Peap
15:54:08
v
Root Network (100142) Q ° Q /28

Preview General Settings Bulletin Items

Enable Login Bulletin

Style

Carousel List

Transition Effect

Slide  Fade

Cycling Detay (ms)
5000

Show Carousel Control
Show Carousel Indicators

«©

Shuffie Message

These parameters are explained as follows:

Item

Enable Login Bulletin

Style

Transition Effect

Cycling Delay

Show Carousel
Control

Show Carousel
Indicators

Shuffle Message

Save

VigorACS3 User's Guide

Description

If it is enabled, a bulletin with specified content will be shown on the
login web page of VigorACS.

The message on the bulletin will be displayed with carousel

animation or listed one by one.

Carousel — Messages in bulletin will be displayed with carousel
animation.

List — All of the messages in bulletin will be listed at one time.

slide —The messages will appear automatically from left to right or
right to left by sliding.

Fade - The message will appear one by one.

Set the time delay for every bulletin message item. The available
range is 1000 to 60000 ms.

Small arrows below the messages will be shown on the page if this
function is enabled.

Indicators of the slides below the message will be shown on the page
if this function is enabled.

The messages will appear randomly if this function is enabled.

Save the current settings.
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6.5.10.3 Bulletin Items

This page is used for creating new message or modifying existing message.

= DrayTek VigorACS 3

(9) System / Login Bulletin

by 2

e 6 B

© Bk

Peap o
a S o

Preview General Settings Bulletin ltems
+-Add a message

A Notice: Option "Shuffle Message” in general settings
has been enabled. The messages will not show inthe
following order but in random.

DrayTek

B Save List Sequence

These parameters are explained as follows:

Item

+Add a message

Description

Create a new message.

+ Add a message

EditMessage Preview
teon £&xF(58; facheck-sircle ~
Title (Optinal) Title Hare
Message

v v ~ B|J] U & § Opnsarsv 13v A v

EOE Ev & oo w - BEv <o ?

@ Tille Hure

Mesaage Here

mk_carrie
System Administrator

Icon - Specify one of the types as the icon in the front of the title.

Title (Optional) - Enter a string as the heading for the message.

Message - Enter the content of the message.

Preview — The changes made above will be shown in this area

immediately.

Save - Save the message and exit the dialog. Refer to the following

setting result.
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Edit

Enable

Delete

Save List Sequence

VigorACS3 User's Guide

~+Add a message

(B test

Modify the selected message.

7 Edit a message

Edit Message

icon 8£xFOS8; farcheckecicle
Title (Optinal) Tite Here

/v e = B|I U |8 |8 oOpensensv 15w A |v

IR K]

Icon - Specify one of the types as the icon in the front of the title.
Title (Optional) - Enter a string as the heading for the message.

Message - Enter the content (including text and/or image) of the

message.

Preview — The changes made above will be shown in this area

immediately.

Preview General Settings

Preview

@ Title Here

Message Here

\/
ufs

Save — Save the message and exit the dialog.

Drag this control item to change the sequence of the selected
message on the list. After changing, click Save.

If the option Shuffle Message in Login Bulletin>>General Settings is
enabled, the messages will not be displayed in the order of the list,

but will be displayed randomly.

Bulletin ltems

Z el

If enabled, the message will be USED and shown in the login bulletin. If

disabled, the message will NOT be used and shown in the login

bulletin.
Remove the selected message.

Save the list sequence for all messages.
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6.5.11 Adverts Carousel

244

VigorACS server operator can add adverts which will be shown on the banner of VigorACS login

page or the dashboard of VigorACS server.

6.5.11.1 General Settings

This page determines if displaying the adverts on the login page or not, enabling the auto play

carousel function, selecting cycling delay time and using the shuffle items.

System / Adverts Carousel

Adverts Carousel Preview

E - e

| azrE

Show on Login Page
Auto Play Carousel

Cycling Delay (ms)

Shuffle Items

Give itatry!

ollle

5500

©

When enable it, the advert items will showing in random order.

These parameters are explained as follows:

Item

Adverts Carousel

Preview

Show on Login Page

Auto Play Carousel

Cycling Delay (ms)

Shuffle Iitems

Description

Display a preview of the adverts carousel with specified images.
When adding, deleting, enabling or disabling any advert item, or
changing any setting configuration, this field will display the content
of the modification.

If enabled, the adverts carousel will be SEEN on the login page.

If disabled, the adverts carousel will NOT be seen on the login page.

If enabled, the adverts carousel will be PLAYED automatically.
If disabled, the adverts carousel will NOT be played automatically.
When the number of advert item is smaller than 1, the system will not

perform the adverts carousel.

Set the time delay for every advert item. The available range is 1000 to
60000 ms.

If enabled, the advert items will be played randomly on the adverts

carousel.
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6.5.11.2 Advert Item Settings

This page is used to upload a selected image onto VigorACS server and enter words (title,
message of the image and color specified) on the image for advertisement.

General Settings  Advert lrem Sertings

A Notice: Option "Suffle Items” in general settings has been enabled. The adverts items will not showing by following order but in random.

—Add an advert item

Enable

Enable D Edit

These parameters are explained as follows:

Item Description
Adverts Carousel Display a preview of the adverts carousel with specified images.
Preview When adding, deleting, enabling or disabling any advert item, or

changing any setting configuration, this field will display the content

of the modification.

+Add an advertitem Create a new advert item to be used on adverts carousel.

To add an advert item, do the following steps.

1. Click +Add an advert item to display the following setting page.
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|
|+ Add anitem

{ Upload Image Please select an image.
& Upload
(DNote:

* Height will automatically adjust to 180px.

A Notice:
* |Image width needs to be greater than or equal to height.

Preview

Upload an Advert Image

Please upload an image first.

Cancel B Save
These parameters are explained as follows:
Item Description
Upload Image Click Browse button to locate the image file (supporting .gif, .jpg,

and .png format). After clicking Upload, the images will be stored
to the ACS Server. Note that the height of the image will be
automatically adjusted to 180 pixels. Image width needs to be
greater than or equals to the height. Different adverts can use the

same image which is uploaded to VigorACS 3 server.

Upload Upload the selected image to ACS server as the advert image.
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2. After specifying an image file, click the Upload button. Later, a page with detailed settings will

appear as follows:

4+ Add anitem

Upload Image Please select an image

Title (Optinal) Title Here

(Max. 60 characters)

Title Color =i

Message (Optinal) Message Here

(Max. 250 characters)

Message Color HTTTT
Enable Hyper Link ()
Link Address hitp:/fwww.draytek.com/
Text Block Position 1] 1 2
3 4 5
Preview

These parameters are explained as follows:

Item Description

Upload Image Click Browse button to locate the image file (supporting .gif, .jpg,
and .png format). After clicking Upload, the images will be stored
to the ACS Server. Note that the height of the image will be
automatically adjusted to 180 pixel. Image width needs to be
greater than or equals to the height. Different adverts can use the

same image which is uploaded to VigorACS 3 server.
Title (Optional) Enter a string as a title for this image.
Title Color Assign a color to apply to the title. (Default color is #ffffff).
Message (Optional)  Enter a brief description for the advertisement.
Message Color Assign a color to apply to the message. (Default color is #ffffff).

Enable Hyper Link Choose Enable to activate hyper link for the advertisement.
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Link Address If Enable Hyper Link is enabled, enter the URL of the link.

Text Block Position Determine the position of the title and message on the advert
image.
Preview Any changes on this setting page will be shown in this field.
Preview

If the width of the advert image uploaded to VigorACS server is
smaller than the advertisement areq, the blank space will be filled

with repeated advert image.
Cancel Discard current modification.

Save Save the current settings and exit the page.

3. Enter the value(s) required for the image, then click Save.
4. Now, the selected image has been added and shown on this setting page. If the image width

is smaller than the banner width, the advert images will appear repeatedly.

Give it a try !

General Settings  Advert ltem Settings

A Notice: Option "Suffle Items" in general settings has been enabled. The adverts items will not showing by following order but in random.

~+add an advert item

E'\aalac Edit m

Long Banner Test

Message Here

Enable Edi |

B Save

These parameters are explained as follows:

Item Description
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Enable

Edit

Delete

Save

VigorACS3 User's Guide

Drag this control item to change the sequence of the selected
advert item on the list. After changing, click Save.

If the option Shuffle ltems in Adverts Carousel>>General
Settings is enabled, the adverts items will not be displayed in the
order of the list, but will be displayed randomly.

-

Everything will be okay in the end.

If it's not okay, it's not the end.

Enable @ | Edit
N

Enable @ | Edit

e

oy,
You makeme want

to be a Better man.

If enabled, the advert item will be USED and shown in the adverts
carousel.
If disabled, the advert item will NOT be used and shown in the

adverts carousel.
Click to modify settings for the selected image.

[ Edit an item

Upload Image Please select an image.

Title (Optinal) GCiveitatry!

(Max. 80 characters)

Title Color #Tde0O

Message (Optinal) Change it on SYSTEM MENU > System = 2

Delete the selected advert item.

Save the current settings.
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Information displayed here shall be useful for the administration to viewing the status for user

access.

System / Logs 2024/12/18€0 20250117~ | search ID [ Username fLogin P f Q,
ACSSystemlog  Systemlog  Loginlog  AccessControllog  DeviceRejectlog  Serverlog

Select buttons to filter Severity / Category / Result:

Critical | Major | Minor  Warning | Normal Maintenance  Reports  Provisioning | Network | System | User Apply Succeeded | Apply Failed
Dbcltal .

n User Authentication  Severity Interface Category Overview Result Login IP Time
255 root Intemal @ Normal  WUI User > Function Management Configuration has been updated. Succeeded 11125120214 2025/01/17 11:03:05
2448 root Internal @ Normal WU Hotspot Web Portal > Profile Configuration has been added. Falled 111.251.202.14 2025/01/16 10:56:12
2443 root Internal @ Normal WUl Hotspot Web Portal > Profile Configuration has been added. Falled 111.251.202.14 2025/01/16 10:55:47
2442 root Internal i Critical WUl User >User Management: User root's Profile has been updated Succeeded 1.169.228.62 2025/01/14 18:32:18
241 root Internal A Critical  WUI User > Group Management User allentest has been removed from ccfff's group Succeeded  1169.208.116 2025/01/14 18:04:44
2440 root Internal Crttical WUI User > Group Management User allentest has been removed from Ininpp's group Succeeded  1169.208.116 2025/01/14 18:04:40
239 root Internal Critical  WUI User > Group Management Userallentest has been removed from RootGroup's group  Succeeded ~ 1.169.208.116 2025/01/14 18:04:30
238 root Internal @ Normal - WUI Conflguration Configuration of VPN_LAN2LAN_Proflles(1449BCOSS378)  Succeeded  1.169.208.116 2025/01/14 18:00:48
237 root Internal Critical  WUI User> User Management User allentest's Profile has been updated. Succeeded  1.160.208.116 2025/01/14 18:00:27
13 root Intemal Critical WUl User> User Management User allentest's Profile has been updated, Succeeded  1.160.208.116 2025/01/14 17:50:11

These parameters are explained as follows:
Item Description

ACS System Log / Click one of the types to display log of ACS System, System and Login.
System Log /

Login Log /

Access Control Log [

Device Reject Log /

Server Log

searchID [ Specify the conditions (type the ID number, username, the IP address

Username [ LoginIP [ or overview) for log searching.

Overview

Time Setting
2021/01/26 to 20210225~ search 1D / Username / Login P C

Timea | Last 30 Days \' |

ACS System Log Display the ID, username, login IP, category, overview, severity and
time for clients accessing into VigorACS.
Select buttons to filter Severity / Category [ Result - Click the one of
the buttons (Critical, Major, Minor, Warning, Normal, Maintenance...

and so on). The log related to the selected type will be displayed on
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the screen.

System Log Display the ID number, model name with MAC address for the CPE,
and the action executed in CPE.
Export All - Log information can be exported as a file.

Login Log Display the log information, including status, username, login IP, login
time and logout time for clients accessing into VigorACS.
Export All - Log information can be exported as a file.

Access Control Log Display the log information, including ID, Source IP, Service Type,

Access Control Policy, Overview and Time for clients based on ACL
profile applied.

Export All - Log information can be exported as a file.
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This page is used for configure settings for XMPP (Extensible Messaging and Presence Protocol)

server.

It is only available for VigorACS, Cluster version.
System | XMPP Profile C

Status Enabled

Enable ()

Server IP/Domain 141acs.duckdns.org
Server Port (default : 5222) 5222

Username acs_xmpp

Password 0 eseseseaes

These parameters are explained as follows:

Item Description
Status Display current status (Enabled/Disabled) of the XMPP server.
Enable Switch the toggle to enable/disable the XMPP server.

VigorACS will try to connect to the XMPP server.

If failed, a button of Connect to XMPP Server will appear. Click the

button to reconnect.

Server IP Address Enter the IP address of the XMPP server.

Server Port Enter a port number for the XMPP server.
Username Enter a string as username for accessing the sever.
Password Enter a string as password for accessing the server.
Save Save the settings.
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6.5.14 Server Support Settings

6.5.14.1 Support Settings

This page is used for configuring the settings of Terms of use and Privacy Policy on the Login
page.

System | Server Support Settings @]

Support Settings Agreement Profile Agreement History

Support Service

Support Service Type Email Website
Support Website https://www.draytek.com/support/con |/
Support Email Format HTML Format Plain Text

Agreement Settings

Enable Terms of use D 20260729 _Terms_1 v
Enable Privacy Policy D Privacy Policy - ugroup -1 v
Enable EULA () 20260728 _EULA_1 ~
Re-acceptance Required
© Note:
« Check "Re-acceptance Required” to prompt users to re-accept the agreement after the profile is updated or changed. If unchecked, the system will not require users to re-accept the
agreement.

These parameters are explained as follows:

Item Description

Support Service

Support Service Specify the type of link that appears in the account activation
Type notification letter.

Email - The system will direct the user to write an e-mail after the
user presses the link of Contact Us.
Website - The system will direct the user to a website after the

user presses the link of Contact Us.

Support Website If Website is selected as the service type, enter the URL of the server
website in this field.

Support Email If Email is selected as the service type, enter the email address of the
Address receiver in this field.

Support Email If Email is selected as the service type, select the email format.
Format HTML Format - The content of the email will be shown in HTML format.

Plain Text - The content of the email will be shown in plain text.

Agreement Settings
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Enable Terms ofuse  Switch the toggle to enable/disable the terms of use display.
Select a profile (defined under Server Support Settings>>Agreement
Profile) from the drop-down list.

Enable Privacy Switch the toggle to enable/disable the privacy policy display.

Policy Select a profile (defined under Server Support Settings>>Agreement
Profile) from the drop-down list.

Enable EULA Switch the toggle to enable/disable the EULA (End User License
Agreement) policy.
Select a profile (defined under Server Support Settings>>Agreement
Profile) from the drop-down list.

Re-acceptance Switch the toggle to enable/disable this option.

Required Enable this option to require users to accept the agreement again
whenever their profile is updated. If disabled, users will not be asked
to re-accept the agreement after profile changes.

Ssave Save the settings.

Use this page to configure the agreement profiles for Support Settings.

System / Server Support Settings C
Support Settings ~ Agreement Profile  Agreement History
Add
Profile Name Type Status Created At Last Modified At Action
Terms of Use - ugroup -1 Terms of Use 2026.07-17 5:13:44 PM 2026.07-175:13:44 PM 2 Edit L Download TXT
20260729_Terms_1 Terms of Use o 2026.07-29 1:09:47 PM 2026.07-31 2:07:41 PM 2 Edit L Download TXT
Privacy Policy - ugroup 1 Privacy Policy ["enavica } 20260717 5:13:44 PM 20260717 5:13:44 PM 2/ Edit L Download TXT
20260728 EULA 1 EULA (" enabicd J 2026.07-17 5:16:44 PM 2026.07-175:21:09 PM 2 Edit L Download TXT

Show| 10 ~ | entries n

These parameters are explained as follows:

Iltem Description
Edit Click to modify the content of the selected profile.
Download TXT Click to download the content of the profile as a .txt file.

Click +Add to create an agreement profile.
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Add Agreement Profile

Agreement Type Terms of Use A
Profile Name

Agreement Content e e | B I U | = £ 14~ A |~

E|E =V | k| o | m | — | HY || ?

Cancel m

These parameters are explained as follows:
Item Description

Agreement Type There are three types:
® Terms of Use
®  Privacy Policy
®  EULA (End User License Agreement)
Profile Name Enter a name for the profile to help with identification.

Agreement Content  Enter the content.

Save Save the settings.

6.5.14.3 Agreement History

This page records all agreement profiles that have been enabled, including the times when each
profile was enabled or disabled and each user's consent status.

System / Server Support Settings C

Support Settings ~ Agreement Profile ~ Agreement History

Profile Name Type Enabled At Disabled At Action

Terms of Use - ugroup -1 Terms of Use 2026-07-29 1:38:51 PM 2026-07-29 1:50:16 PM & View Log
20260729_Terms_1 Terms of Use 2026-07-29 1:50:16 PM — (Still Enabled) & View Log
Privacy Policy - ugroup -1 Privacy Policy 2026-07-17 5:13:44 PM — (Still Enabled) @ View Log
20260728_EULA_1 EULA 2026-07-17 5:16:52 PM — (Still Enabled) & View Log.

Show 10 v lentries n
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System / Server Support Settings C

Support Settings ~ Agreement Profile ~ Agreement History

«— Backto Profile List

Profile Information Agreement Summary

Terms of Use - ugroup -1 Terms of Use 2

Agreed
2026-07-29 1:38:51 PM 2026-07-29 1:50:16 PM

Acceptance Records L Export CSV

Username Agreed At
root 2026-07-29 1:44:55 PM
View_Only_Operator 2026-07-29 1:48:24 PM

Show 10  entries n

Information displayed here shall be deleted.

Delete Logs Actions is available only for the Root user and the user with the role of
Auditor.

System / Delete Logs Actions

Category filter: ACSUsers = Vigor Devices Network Clients 2026-07-04 o 2026-08-03 A b 4 Q

ID 1 Category LogTablé Operatof Authentication LoginIP  Overview Time

ata available

All logs with the Information including an ID number, category filter, log table, operator,
authentication, login IP Deleted Object, Overview, and time will be displayed on this page. They
will be kept forever until they are deleted from this page.
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6.5.16 App Server

To use the push notification function, the App Server must be enabled first.

System / App Server C

Enable App Server ()

App APl Key

@ Note:
= An API key is required to use the push notification functions. Please login

Server' to get the API Key.

These parameters are explained as follows:
Item Description

Enable App Server Switch the toggle to enable/disable the function.

App APl Key Enter the API key assigned by MyVigor server.
Send App Click to send a notification to the CPE.
Notification Test

Save Save the settings.
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6.5.17 License Key Pools

The System Administrator can import DrayTek WCF license keys and assign them to or cancel the
assignment of the keys to the managed user groups.

From the following page, click Login with MyVigor.

System / License Key Pools C

Bind to User Group

Bind with MyVigor Account

Login with MyVigor

Later, a login page appears.

DrayTek

MyVigor

Username

Password

)

Please enter the username and password registered for the MyVigor server.

6.5.17.1Bind to User Group

In this page, the System Administrator can assign the available license key(s) to the managed

user groups.
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= Dra’yTek VigorAcs 3
System / License Key Pools

Key List

Bind with MyVigor Account

Available Keys

8/26

Bind Keys to User Group

User Group / License Type

RootGroup

AutoTest

fullLicense_A

explreLicense_A

el

s

s

2

ave bnck A0

These parameters are explained as follows:

Item

Peap o A
Root Network (100142) v 0 o Ja2] ST mk_carrie
S0/ System Administrator

draytek_rd8  Log out Unbind

4/11 1/5 3/10

Number Of keys Used keys Nodes
Z Edit
Z Edit
& Edit
& Edit
Z Edit
Z Edit
Z Edit

& Edit

Description

Bind with MyVigor Account

Status

Available Keys

Total Keys x[y

URL Reputation B
card x/y

URL Reputation A
card x[y

VigorACS3 User's Guide

To bind with MyVigor Account, make sure you already have one set of
user account and user password to login MyVigor website. If not,

apply one account first.

Login with MyVigor — Enter the user name and user password using
MyVigor account to login MyVigor website.

Relogin MyVigor - This button appears if you have login MyVigor
website previously and successfully. Click to access MyVigor again.

Log out — Log out MyVigor website but still bind with MyVigor server.

Unbind — Unbind from MyVigor website.

Display current status (Unsubscribed or Subscribed) of all service (B,

A, silver card).

In which, x means the number of unsubscribed keys; y means the
number of subscribed keys.

Display current status (Unsubscribed or Subscribed) of the service (B
card).

In which, x means the number of unsubscribed keys; y means the
number of subscribed keys.

Display current status (Unsubscribed or Subscribed) of the service (A
card).

In which, x means the number of unsubscribed keys; y means the
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number of subscribed keys.

URL Reputation Display current status (Unsubscribed or Subscribed) of the service

silver Card x/y silver card).

In which, x means the number of unsubscribed keys; y means the

number of subscribed keys.
Bind Keys to User Group

User Group [ License  Display the name of the user group and the license type used.

Type

Number of Keys Display the quantity of the service card purchased.

Used Keys Display the quantity of the service card used.

Nodes Display the number of nodes that have used this service card.
Edit Click to bind another key used for the selected user group.

To bind a key or keys to an existed user group,

1. Click Edit of a selected user group to open the following dialog.

Edit Key

RootGroup

Assign New Keys Cancel Assigned Keys

License Type Remalning Keys In Pool Add Keys To Current User Group

URL Reputation - B Card 4 0
URL Reputation - A Card 1 0

URL Reputation - Silver Card 3 0

Cancel
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2. Use the drop-down menu to specify the number of key(s) for binding with the user group.

Then click Next.

Edit Key

Group Name RootGroup

Action Assign New Keys Cancel Assigned Keys
License Type Remalning Keys in Pool Add Keys To CurTent User Group
URL Reputation - B Card 4 0
URL Reputation - A Card 1 1 2
URL Reputation - Silver Card 3 0

Cancel

3. Asummary of the key additions will be displayed in the dialog. Click Apply.

Edit Key

Confirm Key Assignment

License Type Added Keys Remalning Keys After Key Asslgnment

URL Reputation - A Card 1 0

Cancel Previous

Now the available keys will be changed as follows:
Bind to User Group Key List

Bind with MyVigor Account

Status draytek_rd8  Logout Unbind

Avaliable Keys

T7/26 4/11 0/5 3/10

Bind Keys to User Group

User Group  License Type Number Of Keys Used Keys Nodes.

@  RootGroup
@  AutoTest

VigorACS3 User's Guide

Search User Group

2 Edit

2 Edit
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6.5.17.2 Key List

This page displays the binding record of CPE and WCF license. In addition, the system
administrator can import more license keys to VigorACS server.
Moreover, the "Sync License” button is used to ensure consistency in the number of license keys
between the MyVigor server and the VigorACS server. Click "Sync License” whenever you want to
avoid inconsistent license keys.

= DrayTek vioracss a © P usa | mare (y

System / License Key Pools (]

BindtoUserGroup  Key List

Avaliable Keys

7/26 4/11 0/5 3/10
Al - Al v | | Search Q
S Key List Sync License Import License Key
License Key Activated Date Explre Date License Type valldity User Group
BA219-**+*=*=*=*_BDESC URL Reputation - B Card Available
BTB56-**** URL Reputation - B Card Available
88F52- URL Reputation - B Card Available
F1A4Q-**===*=***.TACEE URL Reputation - B Card Available
EACBD-**** URL Reputation - Silver Card Available
03528~ URL Reputation - Silver Card Available
FT0E3- URL Reputation - Silver Card Available
386TF- URL Reputation - A Card Available RootGroup
1656A- 2024-01-22 2024-02-21 URL Reputation - Silver Card Expired RootGroup
B522F- URL Reputation - B Card Available AutoTest
To import the license key to VigorACS,
. .
1. Click the Import License Key button.
All v All ~ Searct
Sync License Import License Key
License Type valldity User Group

URL Reputation - B Card

A dialog will be shown as follows:
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Import License Key

Lupload  L.Download Template Search

License Key Serlal Number

Show| 10 v entries

Cancel

2. Click the Upload link to open another dialog for selecting a license key. Then, click Browse to
locate the license key file. Next, click Apply.

Import License Key
I Upload L Download Template

License Key serial Number

Ghaw | 10 v | antrine

& Select Import License Key File

upload_license_key.csv | Browse |

Cancel

3. The license key(s) under the profile will be shown on the screen. Click Import.

Import License Key

Upload Download Template et
License Key Serial Number
C5BOF-TABCA-84CBA-ABCE4 220410226375
50043-38804-2ABO7-SASEF 220410226376

show 10 v antries « [l

(] m

VigorACS3 User's Guide 263



4. Later, the status of the license key(s) will be shown as “License imports success”. Click Finish

to apply the license to VigorACS and exit the dialog.

Import License Key

License Key status
CSBOF-TABCA-84CB4-ABCE4

50043-38804-2AB07-5A8EF
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VigorACS allows a user to manage CPE/AP devices through VigorACS server. However, the user

has to type specific name and password defined in this page. Different users must use different

names and passwords for accessing VigorACS.

This chapter will guide you to define users. It can be set with different roles (such as System

Administrator, Administrator, Group Administrator, Operator, and etc.); each role has different

administration authority.

1 €2)

v

| &%

User

User Management
Group Management
Network Group
External Authentication Server
Mail Server

Function Management
Wholesale Wizard

SMS Server

SNMP Server
Notifications & Events
Syslog Server

Group Parameter

Link with Router App

User menu is available only for the role of System Administrator, and Group

Administrator.

The user management function allows a user to set name, password, and e-mail address as

identification in VigorACS system.

To add, delete a user or check information for a user, open User and choose User Management.

This page displays basic information including username, role (system administrator,

administrator, group administrator, operator, view only operotor), status (active, inactive), mail

notify (yes or no), SMS notify (yes or no), email address, telephone number, other description for

the user.
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User / User Management

+Add & User Batch Settings

Showing 1 to 10 of 133 entries.

Username

O root

O tim_radius

(] ke_radius

O auto_test

(] AutoTestGroup_GA

O aries

O fullLicense_A

O expireLicense A

O tim_yang

O eric_lai

These parameters are explained as follows:

Item

+Add

Delete

Authentication Role

Internal

System Administrator

External - AutoTest Group Administrator

External - RootGroup,f-- System Administrator

Internal

Internal

Internal

Internal

Internal

Internal

System Administrator

Group Administrator

System Administrator

Group Administrator

Group Administrator

Group Administrator

External - tttl tttt4 ttt--- System Administrator

User Batch Setting

Description

Click to add a user.

I O T

poOCeOOCoE0

Email Notification

Click to remove the selected user.

Show 10 v entries

SMS Notification

BoOCOOC0CEE

Search... Q
« n 2 3 4 5 4 »
Email
tim_yang@draytek.com
tim_yang@draytek.com

auto_test@draytek.com

AutoTestGroup_GA@test.com

aries_chen@draytek.com

fullLicense_A@test.email

expireLicense_A@test.email

eric_lai@draytek.com

Click to configure user batch settings (for Out-of-box experience).

User Batch Settings

Apply to Users
Enable QOBE feature @
QOBE pages to display

Enable Auto Logout

(®Note:
» When select mutliple users includes "View Only Operator™, "Auto Logout™ will not apply to "View

Operator (Internal)

«©

Read the Agreements

«©

Only Operator”, only to other users.

cancel m

Apply to Users - Select the user type (root, admin, operator) to apply

the batch settings.

Enable OOBE feature - Switch the toggle to enable/disable the

function. If enabled, the user will be guided to OOBE pages to modify

settings (e.g., password, e-mail, notification, etc) for the next time to

login VigorACS.

OOBE pages to display - Select the pages to display on the screen.

Disable Auto Logout - Switch the toggle to enable/disable the

function. If disabled, the user has to logout the screen manually.
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The following setting page appears when +Add is clicked.

User / User Management G

Add User Profile

Enable ()

Username ‘ carrlen! | o

Password ‘ .......... @ | v

Role ‘ System Administrator v| v

/s Note:
* This account will be added to all user group If the role Is a system administrator.

Enable WUI Login ()

Enable API Service (}

Disable Auto Logout

Enable QOBE feature @ [ @)

0QOBE pages to display Read the Agreements, Set new pass) ~

Email Notification ()

Email ‘ carrie_ni@draytek.com | v

SMS Notification [ @)

Telephone ‘ carrle_nl | v

Cancel m
These parameters are explained as follows:

Item Description
Enable Click to enable the user profile.
Username Enter a name for the new user.
Password Enter the password for the user.
Role Choose the role for the selected user. Different role represents

different authority that the user group will have. The great the
authority is, the more functions the user can have.

| System Administrator w |

System Administrator

Group Administrator

Administrator

Commissioning

Operator

Customized Operator

View Only Operator

Customized View Only Operator
Auditor

System Administrator — Have the highest authority. If it is
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selected, the corresponding settings configured in this page will

be added to all user groups listed below.

Group Administrator — Have the middle authority high than

“Administrator”.
Administrator — Have the middle authority.

Commissioning - Have the authority to add a new network and

view SD-WAN settings.

Operator — Have the low authority higher than View Only

Operator.

Customized Operator — Have the low authority higher than View

Only Operator, with restricted widget and Menu items.
View Only Operator — Have the lowest authority.

Customized View Only Operator — Have the lowest authority. In

addition, with restricted widget and Menu items.

Auditor - Have limited authority different from other roles. It is
available for choosing only when the system administrator
accesses into VigorACS with the role of Root (default account).
The only action allowed is to view the deleted log information

(on the page of System>>Delete Logs Action).
Enable Master Group ' This option is available if Group Administrator is selected as the Role
Admin setting.

The master group admin is the same as group admin, except it can
create other group admin account. Switch the toggle to enable /

disable the function of master group admin.

Add User Profile

Enable [ @)
Password
Role ‘ Group Administrator v
Enable Master Group Admin [ @)
Enable WUI Login Switch the toggle to enable / disable the function.

If enabled, this user account is allowed to access the web user
interface of VigorACS.

Enable API Service Switch the toggle to enable / disable the function.
If enabled, this user account is allowed to access the API service.

Confirm API Password - Enter the password for access the API service.

Disable Auto Logout  Switch the toggle to enable / disable the function.

If enabled, the user must logout VigorACS manually.

Enable OOBE feature ~ Switch the toggle to enable / disable the function.
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When it is enabled, the user is allowed to access into the web user

interface of VigorACS and allowed to view the OOBE page(s).

OOBE pages to display - If the OOBE feature is enabled, select the
page(s) to display on the screen.

Email Notification Switch the toggle to enable / disable the function.

When it is enabled, an email will be sent to the user as a notification

when the connected device gets alarms.

Email - Enter the email for communication between the user and

VigorACS server.

SMS Notification Switch the toggle to enable / disable the function.

When it is enabled, an SMS will be sent to the one listed here as a

notification when the device gets alarms.

Telephone - Enter the telephone number for receiving the SMS

notification.

Chatbot Notification = Switch the toggle to enable / disable the function.

When it is enabled, a notification will be sent to the user with a
pop-up message when the device gets alarms, events, notifications

and information related to VigorACS.

If enabled, this user account can check general information of

VigorACS server through specific mobile phone device and/or PC.

APP Notification Only the login user has the right to enable the function of APP
Notification. The System Administrator of VigorACS is allowed to
disable this feature only. To enable/disable the function of DrayTek

APP Notification, go to the APP Notification setting page.

When it is enabled, a notification will be sent to the user with a
pop-up message when the device gets alarms, events, notifications,

and information related to VigorACS.

Two-factor Only the login user has the right to enable the function of 2FA
authentication authentication. The System Administrator of VigorACS is allowed to
disable this feature only. To enable/disable the function of 2FA

authentication, go to the Two-factor authentication setting page.

Description Enter a brief description for the user.
Cancel Discard current modification.
Create Save the current settings and exit the page.

After finished the above settings, click Create to add a new user account.

To edit an existing user account, select the one (e.g., mk_carrie) and click it.
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User / User Management o

+add & User Batch Settings Search... Q

Showing 111 to 120 of 123 entries Show 10 v entries 4 1 s 0 u B o»

Username Authentication Role Status Email Notification  SMS Notification  Email
] zzz_test 094 Internal Group Administrator (=) ]
O zzz_test_095 Internal Group Administrator (=Y ]
]  zzz_test_096 Internal Group Administrator (=) ]
(]  zzz_test 097 Internal Group Administrator () ]
[]  zzz_test_098 Internal Group Administrator (=) ]
O 777_test_099 Internal Group Administrator (=) ]
[ zzz_test_100 Internal Group Administrator () ]
O mk_carrie Internal System Administrator =Y _
O T_2022-12-12_addUser_E Internal Group Administrator (E0D CGIE) aaD ]
O T_2022-12-12_addUser_D Internal View Only Operator [ Active ] _
The following shows the Edit User Profile page.
User / User Management C
Edit User Profile
Enable ()
Authentication Internal
Username mk_carrie
Password ©
Confirm Password ©
Role System Administrator ~
A\ Note:
= This account will be added to all user group If the role Is a system administrator.
Enable WUI Login ()
Enable API Service
Disable Auto Logout
Enable OOBE feature @
Email Notification
Email nn20200331@gmail.com
SMS Notification
Cancel m
These parameters are explained as follows:
Item Description
Enable Click to enable the user profile.
Username Enter a name for the new user.
Password Enter the password for the user.
Confirm Password Enter the password again.
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Role

Enable WUI Login

Enable API Service

Disable Auto Logout

VigorACS3 User's Guide

Choose the role for the selected user. Different role represents
different authority that the user group will have. The great the

authority is, the more functions the user can have.

‘ System Administrator w |

Group Administrator

Administrator

Commissioning

Operator

Customized Operator

View Only Operator
Customized View Only Operator

Auditor

System Administrator — Have the highest authority.

Group Administrator — Have the middle authority high than

“Administrator”.
Administrator — Have the middle authority.

Commissioning - Have the authority to add a new network and
view SD-WAN settings.

Operator — Have the low authority higher than View Only

Operator.

Customized Operator — Have the low authority higher than View

Only Operator, with restricted widget and Menu items.
View Only Operator — Have the lowest authority.

Customized View Only Operator — Have the lowest authority. In

addition, with restricted widget and Menu items.
Auditor - Have limited authority different from other roles. It is
available for choosing only when the system administrator
accesses into VigorACS with the role of Root (default account).
The only action allowed is to view the deleted log information
(on the page of System>>Delete Logs Action).

Switch the toggle to enable / disable the function.

If enabled, this user account is allowed to access the web user

interface of VigorACS.

Switch the toggle to enable / disable the function.

If enabled, this user account is allowed to access the API service.

Confirm API Password - Enter the password for access the API

service.

Switch the toggle to enable [ disable the function.
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If enabled, the user must logout VigorACS manually.

Enable OOBE feature  Switch the toggle to enable / disable the function.

When it is enabled, the user is allowed to access into the web user
interface of VigorACS and allowed to view the OOBE page(s).

OOBE pages to display - If the OOBE feature is enabled, select the

page(s) to display on the screen.

Email Notification Switch the toggle to enable [ disable the function.

When it is enabled, an email will be sent to the user as a notification

when the connected device gets alarms.

Email - Enter the email for communication between the user and

VigorACS server.

SMS Notification Switch the toggle to enable / disable the function.

When it is enabled, an SMS will be sent to the one listed here as a
notification when the device gets alarms.

Telephone - Enter the telephone number for receiving the SMS

notification.

Chatbot Notification = Switch the toggle to enable / disable the function.

When it is enabled, a notification will be sent to the user with a
pop-up message when the device gets alarms, events, notifications

and information related to VigorACS.

If enabled, this user account can check general information of

VigorACS server through specific mobile phone device and/or PC.

APP Notification Only the login user has the right to enable the function of APP
Notification. The System Administrator of VigorACS is allowed to
disable this feature only. To enable/disable the function of DrayTek

APP Notification, go to the APP Notification setting page.

When it is enabled, a notification will be sent to the user with a
pop-up message when the device gets alarms, events, notifications,

and information related to VigorACS.

Two-factor Only the login user has the right to enable the function of 2FA
authentication authentication. The System Administrator of VigorACS is allowed to
disable this feature only. To enable/disable the function of 2FA

authentication, go to the Two-factor authentication setting page.

Description Enter a brief description for the user.
Cancel Discard current modification.
Create Save the current settings and exit the page.
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This page allows you to add a new user group containing with many users (with different roles or
authorities). To add, delete a user group or check information for a user group, open SYSTEM
MENU>>User and choose Group Management.

RootGroup is defined in factory and owns the highest authority. You can define new user group(s)

to fit your requirement.

User / Group Management C

Management Ul Customization
-Add S Q
Group 1D Group Name Max Nodes 1 UsedNodes Enable Expire Date Expire Date Enable Global Mail Server Enable Global SNMP Server

5 cefft 5 1
1 ROOLGroup No Limit Nodes 48
2 Ininpp No Limit Nodes 1
4 AllenGroup No Limit Nodes

6 FR_APP_Group No Limit Nodes 0

CPE_Install_Group No Limit Nodes []

pocooce
pogoocne
pogoooce

9 RD5_Henry No Limit Nodes 1

Nodes Information
Current Nodes In Used  Conflgured Max Nodes  Purchased License Nodes

58 5 1ooo

These parameters are explained as follows:

Item Description
+Add Click to add a user group.
Delete Click to clear the selected group. Before using such function, check if

the group is blank or not by switching to the Management tab.

If the selected group still contains any user in it, such group is unable
to be deleted. In this case, use Delete with Whole Sale instead.

Export Click to open a dialog for typing SQL syntax to export the settings.
Delete with Whole Click to delete the selected user group.
Sale

Click any one of the existed entries to access into the configuration page for making

modifications. Or, click +Add to create a new group.
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User / Group Management

Management Ul Customization

Add Group

Group name

Nodes

Enable CPE Notify Mall/SMS/SNMP
Enable Global Mall Server

Enable Global SNMP Server
Enable Expire Date

Expire Date

Nodes Information
Current Nodes In Used  Configured Max Nodes

58 5

Marketing2025

(-1: No Limit Nodes )

©
©
©
[ @]
[

| Jan v "

2025 v

=N |

Su Mo Tu We Th Fr Sa

5 6 7 & 9 10 1

2 132 4 15 16 18
B 0 1 n B M B
% 7 8 29 B 1

These parameters are explained as follows:

Item
Group Name

Nodes

Enable CPE Notify
Mail/[SMS/SNMP

Enable Global Mail
Server

Enable Global SNMP
Server

Enable Expire Date

Cancel

Save

Description
Enter the name (e.g., Marketing) that can represent the user group.

Display the number of license nodes for this group. Change the
number by using the scroll box.

If it is enabled, this group will be allowed to use CPE's notify server /

mail server | SNMP server.

If it is enabled, this group will be allowed to use global mail server.

If it is enabled, this group will be allowed to use global SNMP server.

Click to enable [ disable the expire date setting. If enabled, set the
expire date.

Expire Date - Display the valid date of the license for this group.

To change the date, move the mouse cursor on the box to display a

calendar. Next click the date you want.
Discard current modification.

Save the current settings and exit the page.
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This page allows you to specify users who want to access VigorACS into different user groups.

User / Group Management C

Setting Management Ul Customization

User Group: | RootGroup v‘

These parameters are explained as follows:
Item Description

User Group Use the drop down list to specify a user group.

In which, RootGroup contains all of the users with the role of system

administrator in default.

Users Display all of the users belonging to the selected user group.

Basically, the user(s) with the highest authority (e.g., system
administrator defined as user role) will be shown in this area
automatically as selection items. To remove any selection item that

you don’t want to put in this group, simply click the “x” to delete it.

The administrators can set the required WUI components for the Customized Operator and the

Customized View Only Operator profiles.

User / Group Management

Setting Management Ul Customization

User Group: | RootGroup

Profile Name Role Option
Customized Operator Customized Operator Edit  C Reset to Default

Customized View Only Operator Customized View Only Operator 7 Edit Reset to Default

These parameters are explained as follows:
Item Description

User Group Use the drop down list to specify a user group.

In which, RootGroup contains all of the users with the role of system

administrator in default.

Option Edit — Click to modify the Ul for the Customized Operator and the
Customized View Only Operator.
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Click Edit to open the following page.

User / Group Management

Setting Management

Edit Ul Customization Profile

Profile Name

Role

Ul Customization

Allowed Dashboard Widgets

Statistics

Allowed Statistics Widgets

Monitoring
Allowed Monitoring Menu (Device)

Allowed Monitoring Menu (Network)

Configuration
Allowed Configuration Menu (Device)

Allowed Configuration Menu (Network)

Advanced

Allowed Advanced Menu

Reports

Privacy Settings

Hide IP in Network Tree

Hide IP In Device Dashboard

<

Customized Operator

Customized Operator

Map Overview, Network/Device Ove -~

[ @]

Usage Overview, Clients, Wireless Cl ~

©
Alarm, Logs, GPS, WAN (SD-WAN), VI ~

Alarm, Logs, Devices, Clients, Celluli -

«©

Port Setup, WAN, LAN, Hotspot Web -

VPN Wizard

[ @

Parameter Tree, Exclude Parameters

«©

7?

-

These parameters are explained as follows:

Item

Edit Ul
Customization
Profile

Ul Customization

Description

Profile Name - Display the name of the profile.

Role — Display the role of the profile is associated with.

Allowed Dashboard Widgets - Select the widget (s) (e.g., Map
Overview, Network/Device Overview, Active Clients and etc.) which will

be shown on the dashboard.
Statistics — Switch the toggle to enable/disable this feature.

Allowed Statistics Widgets - Select the widget (s) (e.g., Usage
Overview, Clients, Wireless, and etc.) which will be shown on the
dashboard.

Monitoring - Switch the toggle to enable/disable the feature of

monitoring.

Allowed Monitoring Menu (Device) — Select the item(s) (e.g.,
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Alarm, Logs, GPS, and etc.) which will be shown for monitoring.

Allowed Monitoring Menu (Network) - Select the item (s) (e.g.,
Alarm, Devices, Cellular Data Usage and etc.) which will be shown
for monitoring.

Configuration — Switch the toggle to enable/disable the menu

selections for the web configuration.

Allowed Configuration Menu (Device) — Select the item (s) (e.g.,
Port Setup, WAN, LAN and etc.) which will be shown on the web
user interface.

Allowed Configuration Menu (Network) — Select the item (s) (e.g.,
VPN Wizard) which will be shown on the web user interface.

Advanced - Switch the toggle to enable/disable the advanced menu
functions.

Allowed Advanced Menu - Select the item (s) (e.g., Parameter
Tree, Exclude Parameter, Common Ul Status, and etc.) which will

be shown on the web user interface.

Reports - In general, the Reports menu will appear for any login user
(including Customized View Only Operator and View Only Operator).

Dashboard
Map Overview

+

F S
L

Sometimes, it may be hidden for certain reasons from logged-in
users. For this request, switch the toggle to enable/disable the
function of Reports.

Dashboard

Map Overview

+

rA
L
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To achieve this, follow these steps:

1. Set up a user and select either "Customized View Only Operator”
or "Customized Operator” as the role, then assign it to a user
group.

2. Next, open the Ul Customization page and edit the profiles

mentioned above by disabling the Reports option.

When you log in to VigorACS with this user later, you will notice that

the original report menu has been removed.

Privacy Settings Hide IP in Network Tree — If enabled, the IP address of the user

account will be hidden in the Network Tree.

Hide IP in Device Dashboard — If enabled, the IP address of the user

account will be hidden in the Device Dashboard.
Cancel Discard current modification.

Save Save the current settings and exit the page.
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Though the VigorACS server allows the administrator to create several user groups in the
database, yet each device can be assigned to one user group only. Therefore, if the device has

been specified in certain user group, it will not be accessed by other users in different user group.

s

User / Network Group

Name User Group
4 @ Root Network(100142) RootGroup ™
> @ AutoTestNetwork(1) AutoTest v
[» @ AutoTest_Dev(9) AutoTest_Dev v
b @ AutoTest_SD-WAN(2) (As Parent) ~
[> @ AutoTest_VPN(1) AutoTest_VPN v
[» @ Hotspot_Web_Portal(2) Hotspot_Web_Portal v
[> @ Router_App_Network(2) Router_App_Group hd
[» @ T_2024-08-01_Wholesale_GA_D(0) T_2024-08-01 Wholesale GA D v
> @ T_2024-08-01 Wholesale_GA_E(0) T_2024-08-01_Wholesale_GA_E >
[> @ T_2024-08-01_Wholesale_GA_OOBE(0) T_2024-08-01_Wholesale_GA_QOBE ¥
> @ T_2024-08-01_addNetwork_A(0) T_2024-08-01_addGroup_E v
[» @ T_2024-08-01_addNetwork_B(0) (As Parent) v
I @ U_2133_100(100) (As Parent) v
b @ U_2865_5(2) AutoTest v
b @ U_2866_5(4) AutoTest v
b @ U_2927_5(5) AutoTest v
> @ VigorSwitch(2) (As Parent) v
> @ aaa(5) (As Parent) v
I @ expireLicense_A(0) expirelLicense_A v
> @ fulllicense_A(1) fullLicense_A v

These parameters are explained as follows:

Item Description

User Group As Parent — Choose the same setting as the previous layer.
Cancel Discard current modification.

Save Save the current settings and exit the page.

The external authentication server includes LDAP and RADIUS server. It is used to authentication

the client whenever he/she wants to login VigorACS.
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User / External Authentication Server

User Group:  All User Group b

Enable

Choose User Role at Registration

Authentication Server Type

Server P Address

Destination Port

Use SSL

Bind Type

Regular DN

Regular Password

Id Profile Name [¢

©

View Only Operator v

Active Directory / LDAP v

636

©

Simple  Anonymous | Regular

Profile Number Limit: 0/5

Additional Filter Group Distinguished Name Action

These parameters are explained as follows:

Item
User Group
Enable

Choose User Role at

Registration

Authentication
Server Type

Description
Select a group to configure authentication settings.
Click to enable this function.

The default setting for the role of the LDAP user is Operator.
Usually, the role of the LDAP user can be changed by the System
Administrator after it is registered to VigorACS.

This option can specify/change the role of the LDAP user as
Administrator, Operator or View Only Operator previously before
registration to VigorACS.

Administrator
Operator

Active Directory [ LDAP —
Server IP Address - Enter the IP address of LDAP server.

Destination Port - Enter a port number as the destination port

for LDAP server.
Use SSL — Enable it to use the port number specified for SSL.
Bind Type — There are three types of bind type supported:

- Simple Mode - Just simply do the bind authentication
without any search action.

- Anonymous - Perform a search action first with Anonymous

account then do the bind authentication.

- Regular Mode— Mostly it is the same with anonymous mode.
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The different is that, the server will firstly check if you have
the search authority. For the regular mode, you'll need to
type in the Regular DN and Regular Password.

Regular DN -Type this setting if Regular Mode is selected as

Bind Type.

Regular Password - Specify a password if Regular Mode is

selected as Bind Type.

RADIUS -
Server IP Address - Enter the IP address of LDAP server.
Destination Port - Enter a port number as the destination port
for LDAP server.

Shared Secret —The RADIUS server and client share a secret that
is used to authenticate the messages sent between them. Both
sides must be configured to use the same shared secret. The
maximum length of the shared secret you can set is 36

characters.

Confirm Shared Secret - Re-type the Shared Secret for
confirmation.
TACACS+ —
Server IP Address - Enter the IP address of TACACS+ server.
Destination Port - Enter a port number as the destination port
for LDAP server.
Authentication Protocol — Select PAP or CHAP.
Shared Secret - Enter the Shared Secret for confirmation.
Confirmed Shared Secret - Re-enter the Shared Secret for
confirmation.
single Sign-0n (SS0O) - Single sign-on (SSO) is an authentication
method that enables a user to log in to multiple independent but
related software systems using a single SSO ID. If this type is selected,
the system administrator can access VigorACS via Microsoft Azure
SAML (Security Assertion Markup Language). To use Azure Single
Sign-On to access VigorACS, please configure the ACS SSO on Azure
first to get the following settings.
Protocol — Display the default setting.
Identifier (Entity ID) — Enter the ID value applied from the
service provider.
Reply URL (ACS URL) - Enter the ACS URL.

Certificate — Use the Browser button to locate the certificate
(Base 64) generated by VigorACS and SAML.

Login URL - It is optional. Copy the login URL generated by ACS
SSO.
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Logout URL — Copy the logout URL generated by ACS SSO.

+Add It is available for Active Directory [ LDAP server type. After finished the
general settings for the authentication server type, click Save to
activate the +Add link.

+Add - Click to create a profile related to LDAP.
Ssave Save the current settings and exit the page.

Click +Add to create an Active Directory [/ LDAP profile.

User

User Group: AN Liser Group

Prafile Name

Group Distinguished Name

=
These parameters are explained as follows:
Item Description
Profile Name Enter a name for such profile.
Common Name Enter or edit the common name identifier for the LDAP server. The
Identifier common name identifier for most LDAP server is “cn”.
Additional Filter Enter the condition for additional filter.

Base Distinguished Enter or edit the distinguished name used to look up entries on the
Name [ Group LDAP server.
Distinguished Name

Cancel Discard current modification.

Save Save the current settings and exit the page.

After finished the above settings, click Save to save the change and return to previous page. A
new Active Directory / LDAP profile will be listed on the bottom of the web page as shown as

below.

Id Profile Name Commaon Name Base Distinguished Name Additional Filter Group Distinguished Name Action
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It is used to configure the mail server for sending e-mail. All of the user groups can apply the mail

server settings configured in this page.

User / Mail Server
User Group: | All User Group v
Egend Test Email
Enable Server ()
Authentication Method No Authentication Basic OAuth2
Security None SSL TLS
Host ms.draytek.com
Port 465
Sender Email tim_yang@draytek.com
Username tim_yang
Password ~ sesseses
Subject
[ Network Nome ©
) Reset To Default ﬂ
These parameters are explained as follows:
Iltem Description
Send Test Email Click to make a simple test if the user (receiver) can get the mail or

not. Notification mail can be sent to multiple mail addresses after

clicking Send Test Emaiil.

Enable Server Switch the toggle to enable /disable the SMTP server.
Authentication Select the authentication method to authenticate the mail server.
Method No Authentication

Basic

OAuth2

When No Authentication is selected as the Authentication Method

Security Choose None [ SSL / TLS for the security of the mail transferring.
Host Enter the IP address of the SMTP server.

Port Type the port number of the SMTP server.

Sender Email Enter the e-mail address which will be used to send a notification

e-mail to the recipients under the selected user group or all user

groups.

Subject At present, there are several objects to be selected for the subject of

the emaiil.

When Basic is selected as the Authentication Method
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Security Choose None [ SSL / TLS for the security of the mail transferring.

Host Enter the IP address of the SMTP server.
Port Type the port number of the SMTP server.
Sender Email Enter the e-mail address which will be used to send a notification

e-mail to the recipients under the selected user group or all user

groups.

Username Enter the user name for authentication.

Password Enter the password for authentication.

Subject At present, there are several objects to be selected for the subject of
the email.

When OAuth2 is selected as the Authentication Method

OAuth2 API There are three options to select.

Google

Microsoft

Others
When Google is Host - Enter the IP address of the SMTP server.
selected as the Port — Enter the port number of the SMTP server.
OAuth2 API

Sender Email — Enter the e-mail address which will be used to send a
notification e-mail to the recipients under the selected user group or

all user groups.

Client ID - Enter the ID number which can identify a single APP to
Google’s OAuth servers. Please obtain the number created by

https://console.developers.google.com/projectcreate.

Client Secret — Enter the secret information which can identify a
single APP to Google's OAuth servers. Please obtain the secret created

by https://console.developers.google.com/projectcreate.

Authorize URL - Enter https://accounts.google.com/o/oauth2/auth in
this field.

Token URL — Enter https://oauth2.googleapis.com/token in this field.

Redirect URI - Enter VigorACS server URL with callback path (e.g.,
https://acs.example.com/ACSServer/oauth2/callback).

Authentication Code - Click the Get Authentication Code icon to
open the API service login page. The page will ask for agreement.
Click Continue. Later, if the credentials are correct, the authentication

code will be provided.

Copy the authentication code and paste it into the Authentication

Code entry box.

Click the Exchange authorization code for tokens button to get
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tokens.

Refresh Token and Access Token - If the authentication code is
correct, you will get the Refresh Token and Access Token from the
system.

Subject - At present, there are several objects to be selected for the

subject of the emaiil.

When Microsoft is Host — Enter the IP address of the SMTP server.
selected as the Port — Enter the port number of the SMTP server.
OAuth2 API

Sender Email — Enter the e-mail address which will be used to send a
notification e-mail to the recipients under the selected user group or
all user groups.

Tenant ID - Enter the tenant (Directory) ID obtained while registered
to the server (e.g., Microsoft Azure) providing OAuth2 authentication.
Client ID - Enter the application (client) ID obtained while registered
to the server (e.g., Microsoft Azure) providing OAuth2 authentication.
Client Secret — Enter the secret obtained from the remote client.
Authorize URL - Enter https://accounts.google.com/o/oauth2/auth in
this field.

Token URL — Enter https://oauth2.googleapis.com/token in this field.
Redirect URI - Enter VigorACS server URL with callback path (e.g.,
https://acs.example.com/ACSServer/oauth2/callback).

Authentication Code — Click the Get Authentication Code icon to
open the API service login page. The page will ask for agreement.
Click Continue. Later, if the credentials are correct, the authentication

code will be provided.

Copy the authentication code and paste it into the Authentication
Code entry box.

Click the Exchange authorization code for tokens button to get

tokens.

Refresh Token and Access Token - If the authentication code is
correct, you will get the Refresh Token and Access Token from the

system.

Subject - At present, there are several objects to be selected for the

subject of the emaiil.

When Others is Host - Enter the IP address of the SMTP server.
selected as the Port - Enter the port number of the SMTP server.
OAuth2 API

Sender Email — Enter the e-mail address which will be used to send a
notification e-mail to the recipients under the selected user group or

all user groups.

Client ID - Enter the ID number obtained from the remote client.
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Client Secret — Enter the secret obtained from the remote client.

Authorize URL - Enter https://accounts.google.com/o/oauth2/auth in
this field.

Token URL — Enter https://oauth2.googleapis.com/token in this field.

Redirect URI — Enter VigorACS server URL with callback path (e.g.,
https://acs.example.com/ACSServer/oauth2/callback).

Authentication Code — Click the Get Authentication Code icon to
open the API service login page. The page will ask for agreement.
Click Continue. Later, if the credentials are correct, the authentication

code will be provided.

Copy the authentication code and paste it into the Authentication

Code entry box.

Exchange authorization code for tokens — Click the Exchange
authorization code for tokens button to get tokens.

Refresh Token and Access Token - If the authentication code is
correct, you will get the Refresh Token and Access Token from the
system.

Subject - At present, there are several objects to be selected for the

subject of the email.
Reset To Default Click to reset the mail server to default settings.

save Save the current settings.

Click save to save the change.
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In addition to specifying the authority for the user, what functions that the user can have also can

be specified.
User / Function Management (e]
System Administrator '(J (J (J (/ (} (/ (! (/
Group Administrator ((, (J (J (J (} (’, (J ((,
Administrator O [ @) [ @] O O O [ O] [ @)
Commissioning (1 (/ (/ (/ (} (J (/
Operator O [ @] [ @]
Customized Operator O O [ @) O O
View Only Operator O O [ @] [ @)
Customized View Only Operator (J (J (}
Auditor (/ (J (/ (}
[=]
These parameters are explained as follows:
Item Description
Show Unknown Unknown device can be seen [ hidden if it is enabled [ disabled.
Device
Wireless is Writable When it is enabled, settings related to wireless connection are
allowed to be configured.
Show About Menu The About menu with information of VigorACS can be seen if it is
enabled for the role.
Show Version The version number can be displayed/hidden separately for various
Number roles of users. Switch this toggle to display (enable) or hide (disable)

the version number.
By default, the version number of VigorACS will be shown for System
Administrator and displayed on the page of About VigorACS.

Show Maps Google Maps/ Leaflet Maps can be displayed/hidden for various role
of user accounts.
Switch this toggle to display (enable) or hide (disable) the version
number.

Can Reboot Device Determine if the logged-in user can reboot the CPE device directly
from the dashboard of the CPE.

Switch this toggle to enable the function (with a 'Reboot Now' link) or

disable it (without a 'Reboot Now' link).
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Quick Tools

T
[ Backup Config | O Restore Last Config | & Download Last Config | (1) Reboot Now
Quick Tools

T
[0 Backup Config | 2 Restore Last Config | & Download Last Config

Manage Public Area  Determine if the logged-in user (limited to the user role of System
Files Administrator, Group Administrator, Administrator, and

Commissioning) can manage the files in the Public Area.

If enabled, on Maintenance>>File Manager, the PublicArea will be
available for choosing as the User Group. Corresponding information
will be shown on the page and allowed to be uploaded or

downloaded.

Maintenance / File Manager

User Group : | PublicArea e 12
I, Upload (3 New Folder % DrayTek FTP
Filename Device Name Property

The PublicArea is designed for sharing firmware files. It allows users to
upload and delete files.

Can Delete Logs If enabled, logs can be deleted by the user with the role of System

Administrator, Group Administrator and Administrator.
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This section can guide the administrator to a create user, user group and network profile via a

wizard.

1. Open User >> Wholesale Wizard.

User / Wholesale Wizard
Create user
- Create user
Username *

Password *

Telephone
Email
Role

Enable Master Group Admin

Carried03

saT2127

carrle@draytek.com

Group Administrator M

[ @}

Enable Auto Logout '(/

Enable OOBE feature @

0O0BE pages to display

Status

Mail Notification

SMS Notification

©

Read the Agreements, Set new password, Verify ~

Active v

These parameters are explained as follows:

Item Description

Username Enter a new name for a new user.

Password Enter a new password.

Telephone Enter the telephone number of such user for receiving the SMS
notification.

Email Enter the email address of such user for receiving the mail
notification.

Role Assign a Role for such user.

Enable Master Group  Switch the toggle to enable / disable the function of master group

Admin admin.

Enable Master Group | This option is available if Group Administrator is selected as the

Admin Role setting.
The master group admin is the same as group admin, except it
can create other group admin account. Switch the toggle to
enable [ disable the function of master group admin.

Enable Auto Logout Switch the toggle to enable / disable the function of auto logout.

Enable OOBE feature = Switch the toggle to enable / disable the function of OOBE feature.
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Status

Mail Notification

SMS Notification

Description

Next

OOBE pages to display - Select the pages to display on the

screen.
Choose Active to make this user being seen on the network.

When this function is enabled, an e-mail will be sent to the user as

a notification when the device gets alarms.

When this function is enabled, an SMS will be sent to the user as a
notification when the device gets alarms.

Give a brief introduction of such user.

Go to next configuration page.

2. When you finished tying the above settings, click Next to create a new group or specify an

existing user group for such user.

User / Wholesale Wizard

- Create user group

Select group:

New group

Group Name *

Nodes

Global Mail Server
Enable Expire Date

Expire Date

Create user group

Existing group New group

DrayTek_Marketing

2025/08/01

Previous

These parameters are explained as follows:

Item

Select group

Existing group

New group

Description

Determine the group source by choosing Existing group or New
group.

It is available when Existing group is selected as Select group.
User group — Use the drop down list to choose the group you
want.

It is available when New group is selected as Select group.

Group Name — Type the name (e.g, Marketing) that can
represent the user group.

Nodes — Set the number of Nodes for such group. The default

number “-1" means there is no limit of the number.

Global Mail Server —Switch the toggle to enable /disable the
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global mail server.

Enable Expire Data - Switch the toggle to enable /disable the
expire date setting.

Expire Date - Use to pop-up calendar to specify the expire date.
Previous Back to previous configuration page.

Next Go to next configuration page.

3. When you finished entering the above settings, click Next to create or specify an existing
network for such user.

User / Wholesale Wizard

- Create network

Select network Existing network | New network

New network

Parent Network Root Network

Network Name * CARRIE003

Username cardtest

Password | aeeseseee

Location HsinChu

These parameters are explained as follows:

Item

Select network

Existing network

New network

Previous

Next

Description

Determine the group source by choosing Existing network or New

network.
It is available when Existing network is selected as Select
network.

Network — Use the drop down list to choose the network you want.

It is available when New network is selected as Select network.

Parent Network - Choose one of the existing networks as the
Parent Network.

Network Name — Enter a name for the new network.
User Name - Enter a name (e.g, market) for the new network.
Password - Enter a password (e.g., market) for such new network.

Location - Enter a brief description for the new network.
Back to previous configuration page.

Go to next configuration page.

4. When you finished tying the above settings, click Next to review the settings. A summary for

the new user and network will be displayed as the following figure.
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User [/ Wholesale Wizard

- Summary

User
Username
Carrie003

Enable Master Group Admin

Enable
Status

Active

SMS Notification
Disable

Email
carrie@draytek.com

OOBE pages todisplay

Read the Agreements,Set new password Verify email address,Notification
settings,Default auto logout behavior,Two Factor Authentication,Website Theme

User Group

Group Name

Summary

Role

Group Admiinistrator
Enable Auto Logout
Enable

Mall Notification

Disable

Telephone

5972727

Enable OOBE feature

Enable

Global Mall Server

Pravious

5. If nothing shall be modified, click Next to get the following page.

User / Wholesale Wizard

- Finished

6. Click Finish to save the settings.

Firished

+ Completed
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It is used to configure the SMS server for sending notification. When a CPE in a group encounters
an event which can be classified as the level defined in this page, a SMS will be sent out for

notification.

User / SMS Server C

UserGroup:  RootGroup ~

Enable SMS Server c

SMS API SMS_VigorRouter_GW v

Connection URL http://192.168.106.144

Username 11111111

Password

These parameters are explained as follows:
Iltem Description
User Group Specify a user group to apply the SMS server settings.

Enable SMS Server Switch the toggle to enable /disable the SMS server.

SMS API Use the drop down list to choose an ISP for sending SMS.
Connection URL Enter the CPE's URL (WAN or LAN IP, e.g, 192.168.11).

User Name Type the user name for authentication.

Password Type the password for authentication.

From Telephone Type the phone number of the sender.

Save Save the current settings.
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It is used to configure the SNMP server for sending notification. All of the user groups can apply
the SNMP server settings configured in this page.

User / SNMP Server C
User Group: | All User Group v
Enable SNMP server
SNMP server address
Port
Community
SNMP version versionl v
SNMP API SNMP_2_GLOBAL e

Alarm Level Critical Major
Minor Warning

Normal

These parameters are explained as follows:
Item Description
User Group Specify a user group to apply the SNMP server settings.

Enable SNMP Server  Switch the toggle to enable /disable the SNMP server.

SNMP server Enter the IP address of SNMP server.

address

Port Enter the port number of SNMP server.

Community Set the name for getting community by typing a proper character. In

general, it depends on the setting that SNMP service provider offers.

The default setting is public.

SNMP version Choose the version of the SNMP server that you apply to.
SNMP API Choose SNMP API from the drop down list.
Alarm Level There are five alarm levels (Critical, Major, Minor, Warning and

Normal) which determine the timing that VigorACS mail server sends

e-mail to the recipient. Specify the severity level of the mail.

save Save the current settings.
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This menu is available only when the role of the user account accessing to VigorACS server is
System Administrator or Group Administrator.

Define the ways (email, SMS, or App) that the recipient will get the alarm messages.

User / Notifications & Events C
User Group: | AutoTestNetwork ~ l 12
Recipients Severity Definition
Notified User Role : System Administrator v

Recipient Settings

Severity Email Notification SMS Notification App Notification
© © ©
© © ©
© © ©
© © ©
Normal (} () (}

. .

These parameters are explained as follows:
Item Description

Notified User Role Select a user role.

Each role can be configured with different notifications and alarm

levels.
Email Notification While encountering events with alarm degrees in critical, major,
SMS Notification minor, warning, and normal, the recipient will receive the alarms from
App Notification the VigorACS server via email, SMS, or App.
Save Click to save the configuration.

VigorACS3 User's Guide 295



User / Notifications & Events

UserGroup: | RootGroup v

Recipients Severity Definition

Search Events. Q

Router Events

6.6.10.2 Severity Definition

Define the alarm levels for various events under each user group.

4

Events severity
WAN Lost Connection Minor ~
VPN Lost Connection Warning ~
Cellular Data Usage Normal ~
»

Device Network & Maintenance Events
Events Severity
Device Lost Connection Major ~
Firmware Recovered Minor v

Warning v

New Firmware Release

Click Save to save the configuration.

6.6.11 Syslog Server

296

Except for DrayTek SysLog server, VigorACS syslog can be stored at specified host.

—~
User / Syslog Server C
UserGroup: | All User Group v

Enable Syslog server ()

Host

Port 0

Token @

SysLog API Syslog_OVHcloud ~

These parameters are explained as follows:

Item

Enable Syslog server
Host

Port

Token

Description

Switch the toggle to enable/disable the Syslog server.
Enter the IP address of the host where ACS logs will be sent.
Enter the port number for the host.

Enter the content of the token obtained from OVH website.
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SyslLog API Select the API required to store the Syslog records. At present, only

OVHcloud is available for use.

save Click to save the configuration.

Differing from the settings configured on the page of System >> System Parameter which will
influence all user accounts and the whole system settings (e.g., CPE configuration, HTTPS
connection, security), the parameters listed on this page can be configured for different user
groups separately.

Open User >> Group Parameter to get the following web page:

User / Group Parameter c

0

User Group : [ AutoTestNetwork h ] 12

Name Value

@ Automatically detects Router name default ( false )

<) Reset to default m

The engineer sent by an ISP will be able to conveniently carry out the hardware installation and
software configuration using the router app on a mobile device. Once the installation is complete,

VigorACS will automatically manage the router/modem/access point remotely.

Configure the general settings related to VigorACS.
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User / Link with Router App

User Group: | RootGroup v

Settings Status Checking Profile Monitoring HelpDesk

General Setup

Enabled Access from Router App
Authorized User @

Prafile Name

URL

Port

Onboard Information

Enabled
Onboard Information List

) Reset to default

VigorACS

These parameters are explained as follows:

Item
General Setup

Enable Access from

Router App

Authorized User

Profile Name

URL [ Port

QR Code

Onboard Information

Enabled

Onboard

Information List

Description

Switch the toggle to enable/disable the function.
To complete the router installation by connecting VigorACS using the

Vigor router APP, this feature must be enabled.

Only the users profiles(with Enabled API Service) listed here are

allowed to connect VigorACS using the Vigor router APP.
Display the name of VigorACS server.

URL - Enter the URL representing VigorACS server.
Port — Enter a port value. The default is 443 (for ACS server).

The QR Code is generated according to the profile name, URL and port

value defined above.

Switch the toggle to enable/disable the function.

The onboard information will be shown on the mobile APP if enabled.

A table lists all onboard information.

L pdd Limit: 1/8

Question Type Regex Validation Action

Text v il Delete

+Add - Click to create a new entry for customized required

information when first logging in. Up to 8 entries can be added here.
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Question — Enter a name for a question which will be shown on the
APP.

Type - Options are Text and Dropdown. Default is Text.

Regex Validation — The default value is empty if the Type is set as

Text.

Action — Click Delete to remove the selected entry.
Steps before Provisioning

Validate Site Switch the toggle to enable/disable the function.

Configuration before pnabled - Write the parameters to the CPE device via the mobile
Provisioning phone.

Disabled - The behavior of set parameter is the same as present.

Site Configuration Determine which site (AP, router, switch) settings will be configured in

the installation process.

te Configuration

© Locaton CPE Installed Locatir ©
O Upload Photo Photograph «©

+Add - Click to create a new entry for customized required

information when first logging in. Up to 10 entries can be added here.
Enabled - Switch the toggle to enable/disable the entry.
Name - Enter the item name that will be shown on the router APP.

Type - Options are Text and Dropdown. Default is Text. If Dropdown is
selected, click the Edit Option List to define available option name(s).
Then use the drop-down list to select one from the option list.

Required - If the entry is required for the router APP, switch the toggle

to enable the entry of the site configuration.

Regex Validation — The default value is empty if the Type is set as

Text.

Action — Click Delete to remove the selected entry.
Reset to default Click to return to default settings.

Save Click to save the configuration.

The system administrator can customize the status checking profile including the parameters to

be monitored and displayed on the status page.

Up to five profiles can be created.
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User / Link with Router App C

User Group: | RootGroup >

Settings Status Checking Prof Monitoring HelpDesk

-+ Add Profile Number Limit: 0/5

profile Name Comments Hardware Installation Hint Images Actlon

Click +Add to create a new checking profile.

User / Link with Router App C

User Group =
Settings Status Checking Monitoring HelpDesk
General Setup

Profile Name
Comments

Hardware Installation Hint Images

Parameter Group

Import XML

+ Add Parameter Group ~ Max: 5 Groups

Cancel m

These parameters are explained as follows:
Item Description

General Setup

Profile Name Define the name that will be shown on the Name field of Site

Configuration (Steps before Provisioning on User>>Link with Router

App>>Settings).
Comments Enter a brief description for identifying the profile.
Hardware Specify the interface (DSL, Ethernet, SIM $ LTE) to use during the router
Installation Hint APP installation.
Images
Parameter Group
Import XML Import an existing XML file and upload it to VigorACS.
+Add Parameter Up to five parameter groups can be created.
Group

Group Name - Define a new name for a parameter group.
Delete Group — Remove the selected parameter group.

+Add Parameter — Up to 15 parameters can be added to a parameter
group.
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Index — Display the index number of the parameter entry.

Name - Enter the item name that will be shown on the router
APP.

Parameter — Enter the TR-069 parameter name to be monitored
by VigorACS. Refer to System >> System Parameter for detailed

parameter name.

Status Colour - Switch the toggle to enable/disable the
conditional control status color. If enabled, configure the

following settings.

Priority — Set the priority for the specified condition and
value.

Condition - Select Equals to (=), Less Than (<), Greater

Than (>) as a comparison condition.

Value — A value corresponding to the parameter
specified above will be shown in this field. Please note the
value type (String or Integer) should match the

parameter's type.

Colour - Currently, there are three colors to choose from:

red, green, or orange.
+Add - Create a new entry for setting color.

Delete - Remove the selected entry.
Cancel Discard current settings and return to previous page.

Save Click to save the configuration.

This page displays the information of CPEs monitored by VigorACS.

User / Link with Router App C

UserGroup: = RootGroup >

Settings Status Checking Profile Monitoring HelpDesk

Last 24 Hours Last 7 Days Last 30 Days Custom start:| 2024-07-31 End: 2024-08-01

ame/ MAC/IP Address ::\ . : m

Install Status Install started *  Install Completed MAC Address Router Name Devlce Status Actlon

Search Device

These parameters are explained as follows:

Item Description
Install Status Information Submitted - It means VigorACS receives the install
command.
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Installation Completed - It means VigorACS receives the logout API

command.
Install Started Display the time that VigorACS receives the install APl command.
Install Completed Display the time that VigorACS receives the logout APl command.
MAC Address Display the MAC address of the CPE monitored by VigorACS.
Router Name Display the device name of the CPE monitored by VigorACS.
Device Status Display the online/offline status of the CPE monitored by VigorACS.
Action Go to Dashboard — A link is available to access to the dashboard of
the device.

View Status —A link is available to display the parameter information
configured at the Status Checking Profile.

View Information — A link is available to access onboard information,

site information, and other details for the CPE.

Some ISP engineers may not be able to use the mobile APP to connect to VigorACS at the
installation site. In this case, they can use HelpDesk to assist with the installation.

User / Link with Router App

User Group: = RootGroup >

Settings Status Checking Profile Monitoring

Device Information

MAC Address
Configuration for Installation

Site Type Nothing selected >

Location

These parameters are explained as follows:
Item Description
Device Information
MAC Address Enter the MAC address of the CPE device.

Configuration for Installation
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Site Type Select one of the Status Checking Profiles.

Location Enter either address or the latitude and longitude coordinates of the
CPE device with the following format:

Latitude; Longitude (e.g. 24.868162980491277;121.006106339836)

Save Click to save the configuration.
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6.7 About VigorACS

About VigorACs 3

Software Information
License Information
License Mail Notify
License Agreements
Terms of Use []
Privacy Policy [£
EULA [

System Resource Notify

1Ay
| ©

About VigorACS menu varies according to the role (System Administrator, Group
Administrator, Administrator, Operator, View Only Operator, Auditor, and Standard
(limited in VigorACS cloud version)) used for login into VigorACS. Here we take System

Administrator as an example.

Android APP and software version information for VigorACS will be displayed as follows:

If your mobile phone is supported by Android system, you can use it to scan Android APP or

Server Address QR code to connect to VigorACS system.

el
\E\ﬂda'{'

082 >

ACS server

ACS APP
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6.7.1 Software Information

This page displays relational information for software installed for VigorACS 3.

About / Software Information (€]
System Information Release Notes Others
ACS Version 3.7.0dev_r5638
JavaVerslon 17.011
MarlaDB Version 1065
InfluxDB Version 183
Operation System Linux

6.7.2 License Information

This page displays relational information for license key current used by VigorACS 3. In addition, it

offers a channel to renew the license key for VigorACS 3 when it is going to be expired.

About / License Information (&
Host ID ACS3250200033
License ID 0021d0ab
License Type Trial
Start Date Today Expire Date
License Period @] O O

Licensed Node ;504 70015 / Max: 100000
Usage

Activate License £ Activate License

Click Activate License to update the status of licenses on the MyVigor server. After that, all users
will be logged out, and the system administrator will need to log in to MyVigor to update the

license. The updated license information will then be displayed on the page above.
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When the ACS license synchronization fails and VigorACS cannot work, the VigorACS server

system will send an email to the system administrator to notify the abnormal situation.

VigorACS will delete the license record from the system if it cannot get the license information

three times. At this time, you will need to log in to MyVigor and activate the license manually.
VigorACS server will send a notification e-mail when failing to get the license. Please set the
content of the notification e-mail in this page.

About / License Mail Notify =

sync License Info Failed License Expired License Capacity

Enable O

© About failure to sy
ACS will delete the lic

Subject

ACS cannot get the license info from N

Content Normal & SansSeif ¢ B T U A % E == @B & L

License Faile
cannot get th
dihe
You can try again fo activate the license from MyVigor server

cannot get the license info from MyViger
& info from MyVigor server for 3 times

Recipients + Add Recipient 110

These parameters are explained as follows:
Item Description

Enable Switch the toggle to enable /disable the mail notification function.

You can enabile this feature to receive a notification mail. Please go to

User >> Mail Server to configure the email server setting for all user

groups.

Subject Enter the subject of the mail.

Content Enter the actual text for informing the recipient.
Recipients Enter the e-mail address of the one to receive the mail.
+Add Recipient Click to enter a new e-mail address.

Delete Click to remove the selected e-mail address.

Save Save the current settings.
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VigorACS server will send a notification e-mail when the VigorACS license expires soon. Please

set the content of the notification e-mail in this page.

About / License Mail Notify

Sync License Info Failed

Enable

Subject

Content

Recipients

License Expired License Capacity

Service License Expires Soon

Normal : SansSedf : B I U A EE== @B & T
ACS license is going to expire at [DATE]

Flease contact your provider to renew the license

+ Add Recipient 1/10

These parameters are explained as follows:

Item

Enable

Subject
Content
Recipients
+Add Recipient
Delete

Save

VigorACS3 User's Guide

Description

Switch the toggle to enable /disable the mail notification function.

You can enable this feature to receive a notification mail. Please go to
User >> Mail Server to configure the email server setting for all user

groups.
Enter the subject of the mail.

Enter the actual text for informing the recipient.

Enter the e-mail address of the one to receive the mail.
Click to enter a new e-mail address.

Click to remove the selected e-mail address.

Save the current settings.

307



308

In general, the system administrator will purchase licenses for future node assignments.

This page is used to set the threshold for node usage. When the licensed node usage reaches the

percentage set here, the VigorACS system will send a notification e-mail to the recipient,

informing the administrator that the license capacity is about to be used up, which can facilitate

the system administrator to proceed with the next step (such as purchasing new licenses to

expand CPE management).

About / License Mail Notify

Sync License Info Failed

Enable

Subject

Capacity (%)

) Content

Recipients

License Expired License Capacity

Service Node usage exceeds [PERCENT.

80

Nomal ¢ SansSeif ¢ B I U A% E== @& & kL
[USED_NODE_COUNT] Nodes used, [AVAIL_NODE_COUNT] Nodes available

Please contact your provider to extend the license

+ Add Recipient 1/10
© Inva ail format

These parameters are explained as follows:

Item

Enable

Subject

Capacity

Content
Recipients
+Add Recipient
Delete

Save

Description

Switch the toggle to enable /disable the mail notification function.

You can enable this feature to receive a notification mail. Please go to
User >> Mail Server to configure the email server setting for all user

groups.
Enter the subject of the mail.

Specify the percentage of the current node. For example, the default
is 80. That means if there are 2000 nodes in total, once 1600 nodes are

used, VigorACS will notify the listed recipients.

Enter the actual text for informing the recipient.

Enter the e-mail address of the one to receive the mail.
Click to enter a new e-mail address.

Click to remove the selected e-mail address.

Save the current settings.
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6.7.4 License Agreements

This page displays relational license information required by VigorACS 3.

%) About / License Agreements -
=/
e Q. Search Keyword
Package Name Tl License Type 1l Author 1 Website Modified Source Codes
N
Ant Apache License, Version 2.0 =z
o Apache POI Apache License, Version 2.0 & Link &
=
@ Axis Apache License, Version 2.0 & Link &
a
&
Commons FileUpload Apache License, Version 2.0
1 ®
Dashboard Apache License, Version 2.0 Google Inc. & Link &
EasySSL Apache License, Version 2.0 olamy
Jakarta common tool Apache License, Version 2.0 & Link &
jCasbin Apache License, Version 2.0
JDBC Adapter Apache License, Version 2.0

JSTUN Apache License, Version 2.0 & Link &
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6.7.5 System Resource Notify

310

VigorACS server can regularly_ inspect hardware usage under the directories of EMS, ACS & Maria
database & influx database every day if this function is enabled. When the hard disk (file size)
reaches the upper limit percentage, the VigorACS server will send a notification mail to a
specified person. With this feature,
Users can enable the notification settings for EMS, ACS & Maria database & influx database
separately.
Users can understand the percentage of the hard disk capacity occupied by each file
through the pie chart on this page.
Only the users with the authority of the System Admin/Auditor can view this page. Only the user
with the authority of the System Admin can modify/edit this page.

About / System Resource Notify C

Capacity Status

M used W Free M ACS M MariaDB M InfluxDB M Used M Free M EMS

Setting

Disk alert 15
ACS Enable

EMS Enable

=
These parameters are explained as follows:
Item Description
Disk alert Set the upper limit percentage (by default, 1) of the total hard disk
space.
If the hard disk reaches the threshold, VigorACS will send a
notification mail to the recipients listed below.
ACS Enable Switch the toggle to enable/disable the function of checking ACS
database.
Capacity alert(%) Set the upper limit percentage (by default, 1) of the disk space for the
ACS database.
If the hard disk reaches the threshold, VigorACS will send a
notification mail to the recipients listed below.
EMS Enable Switch the toggle to enable/disable the function of checking the EMS
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Capacity alert(%)

InfluxDB Enable

Capacity alert(%)

MariaDB Enable

Capacity alert(%)

Recipient

Delete

Save

VigorACS3 User's Guide

database.

Set the upper limit percentage (by default, 1) of the disk space for the
EMS database.

If the hard disk reaches the threshold, VigorACS will send a

notification mail to the recipients listed below.

Switch the toggle to enable/disable the function of checking Influx

Database.

Set the upper limit percentage (by default, 1) of the disk space for the
Influx database.

If the hard disk reaches the threshold, VigorACS will send a

notification mail to the recipients listed below.

Switch the toggle to enable/disable the function of checking Maria

Database.

Set the upper limit percentage (by default, 1) of the disk space for the
Maria database.

If the hard disk reaches the threshold, VigorACS will send a

notification mail to the recipients listed below.

Up to 10 mail addresses can be listed.

+Add new Recipient - Click to enter a new e-mail address.
Click to remove the selected e-mail address.

Save the current settings.
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Applications

A.1How to Create a Provision Profile with Global Parameters?

This section briefly shows a simple way to register a CPE onto VigorACS 3 with few steps.

1. Open Provisioning>> Global Parameters.

€7) Provisioning

5

Global Parameters

=o= CPE Set Parameters
CPE Keep Parameters
3 Firmware Upgrade
~N
|

2. Select the Global Profile tab and click +Add.

Provisioning / Global Parameters

User Group:  RootGroup ~
Global Profile Network & Devices

Profile Edit Mode : Al Web Ul View XML File Parameter List CSV File

& XML Template & CSV Template

3. From the following window, select Creating a New Parameter List, enter the Profile Name,
enable the function of keeping the parameters and set the Provisioning Time.

Provisloning / Global Parameters

User Group: | RootGroup v

Global Profile  Network & Devices

Add a Profile

Create Profile by Creating a New Parameter List >

Profile Name.

Always Keep [ 9]
Reboat after Provisioning. O
§ Note:

« After applying the parameters, ACS will check the CPE responses and ask the CPE to reboot if needed.

Provisioning Time Now  Scheduled | Schedule Profile

-]
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4. After finished the settings, click Add. The new profile will be displayed on the web page.

Global Profile  Network & Devices

Proflle EditMode:  All | WebUIView = XMLFile = ParameterList

+ Add L XML Template

Profile Name

8888888

angela test

it
Global_parameter_Example_Parameter List
66667

Marketing

Profile Edit Mode Model

Parameter List

Parameter List

Parameter List

Parameter List

Parameter List

Parameter List

Always Keep

Revision

Last Modification At

3018/11/28 04:43:07 PM
3018/11/12 02:48:25 PM
2018/11/08 02:38:05 PM
2018/11/08 03:13:55 PM
2019/05/31 08:47:36 AM

2020/11/03 02:18:29 PM

A.2 How to Modify Provision Profile with Global Parameters?

1. Open Provisioning>> Global Parameters.

Provisioning

Global Parameters

—o- CPE Set Parameters

CPE Keep Parameters

Firmware Upgrade

Action
2 Edit
2 Edit
7 Edit
Z Edit
2 Edit

& Edit

@ Delete
@ Delete
 Delete
@ Delete
T Delete

T Delete

2. Choose the profile (e.g., Marketing) you want to modify and click Edit.

Provisioning / Global Parameters

UserGroup: | RootGroup v

Global Profile  Network & Devices

ProfileEditMode: All | WebUIView | XMLFile = Parameterlist — CSVFile

+ Add & XML Template s CSV Tem

Profile Name

O vigor2860

O Vigor2760

O vigor28606

0 12345678513245678912214567801 324567891224 5648

plate

O Marketing

Profile Edit

de Ke
Parameter List Yes
Parameter List No
Parameter List No
Parameter List No
Parameter List No
Parameter List Yes

a copy To
a copy To
Q Copy To
Q Copy To
@ Copy To

Qi Copy To

Model ”‘::’5 Revision  Last Modification At

2019/05/09 04:15:20 PM

2019/05/09 04:15:20 PM

2019/05/09 02:20:36 PM

2019/05/09 04:12:05 PM

2020/02/27 11:20:32 AM

2024/08/05 11:31:46 AM

< View Log
< View Log
< View Log
@ View Log
€ View Log

€ View Log

Action
& Edit 0 Copy To
Z Edit ) Copy To
ZEdit O Copy To
ZEdit O Copy To

ZEdit @ Copy To

e

&l View L

&l View L

&l View L

&l View L

&l View L

&l View Lc
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3.

Click the Add link in this page.

A THLLTITE (3 Profile Name: Marketing

+ Add # Edit 1 Copy [ Delete

Parameter

4. Modify the Value, Keep, Order and Applied Model if you are not satisfied with the

configuration above and want to make change. After finished the changes, click Save.
+ Add & Edit 1 Copy i Delete

Parameter Value Keep  Order Applied Model Source Model

0 All models “

e [

For the detailed information of parameters definition, refer to User's Guide of each device
if required.
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A.3 How to Create a Network for Managing Devices?

1.  Open Network Management.
I gew Alleslesi(U)
[+ 5% CARRIE(D)

[+ s5 CARRIEOO3(D)

@

[ Metwork Management }k(,mna{[J].

b % Cshih(2)

[+ o5 FAE(3)

I+ &% GetterMetwork(1)

2. Click +Add New Network on the Setting page.

Network Management

Search by Device ID/Name/Model/MAC/IP Address & S Map

4 g% Root Network(277) ~+Add New Network

<2 ALANWEN(3)

b ¢4 Alvaco(l) General Settings

b #% AnPhat VN(g)

b &% Angela(s) Netwerk ID I
2 acs

b % ArlesTest(0)

> &% CARRIE(O) Name et
Root Network

% CARRIEOD3(0)
Location

Koldingweg 19-1, Groningen, Nederland

b

b

;

;

;

;

1> % Cshih(2)

|- % DraytekChina(o}
I o% FAE(3)
I &% GetterNetwork(1)
[ENG
I 4% Marketing_carrle(0)
b

b #% Novanet(0)

3. Inthe following page, type required information for the new network.

4+ Add Network

Parent b

Root Network

Name

Marketing_carrie

HS

User Name

carrie o

P

4. Click Add.

5. The new network has been created and displayed on the tree view.

VigorACS3 User's Guide

315



Network Management

Seareh by Device IDIName/ModelMACHP Addre | T
4 &h Root Network(240)

b 11110

Podh ALANWEN(3)

[ av Alvaco(0)

P ds Marketing carrie(0)

Ser

Map

“TAdd New Netwark

General Settings

Network 1D

2

A.4 How to Change the Network of a Device?

316

1.

2.

3.

Open Network Management.

[r % AriesTest(0)

() I s2 CARRIE(0)

@ |+ £ Cshih(2)

1{ MNetwork Management }kchrna{ﬂ}

b o5 FAE(3)

A LT

ey

I s% CARRIE003(0)

I+ s GetterNetwork(1)

Choose and click a CPE displayed on Root Network tree view.

Network Management

Search by Device ID/Name/Model/MAC/IP Address

© 2865ac_001DAAAIDFTS

© 2866ac_0D01DAA4IDFCO
@ 2912n_001DAABEL4B0
@ 2922n_0D1DAABCACE4
@ 29250n_D01DAADDTSBO
© 2925ac_001DAA512820
@ 2926Vac_001DAASDCADO
© 2927lac_1449BC023720
@ 2927Lac_l1449BC023740
© 2927Lac_l449BC023768

Click Change Network.

Network Management

Search by Device ID/Name/Model/MAC/IP Address
@ 2865Lax 1449BC0C5820
@ 2865ac_001DAADDOODD
© 2865ac_001DAA41DFI3
@ 2865ac_001DAAALDFTS
© 2866ac_001DAA4IDFCO
@ 2912n_001DAABE14B0
@ 2922n_00D1DAABCACE4
@ 2925Ln_001DAADDTSBO
@ 2925ac_001DAA512820
© 2926Vac_001DAASDCADO
© 2927Lac_14498C023720
@ 2927Lac 1449BC023740
© 2927Lac_l449BC023T68

&

=

Setting Map

TIDelete This Device % Change Network

General Settings

status Disable = Enable

Device ID
141436

Model Name
Vigor2865ac

Note 1

Serial number

Setting Map

TiDelete This Dquice % Change Network

General Settings

status| Disable | Enable

Device ID
141436

Model Name
Vigor2865ac

Note 1

Serial number
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4. Click the network you want from Root Network and click Apply.

| +Change Network

Name

2865ac_001DAACD0000

Add to network

| 4 2 Root Network
. ALANWEN
e Alvaco

. AnPhat VN
o, Angela

=2 ArlesTest

l 2 CARRIE l

% Cshih

+%; DraytekChina
o5 FAE

I o, GetterNetwork

i KL

22, Marketing_carrie
22, Novanet

2. OCTOBER

2 RDL

. RD2

o RD3

x Cancel + Apply

#

All operations have been completed.
100% The status of each device Is as follows.

® Succeed: 1 ® Processing: 0 ® Waiting: 0 @ Failed: 0

Device Name 1 Model Retry Progress  Status

Device Is offline. Settings will be

2865ac_001DAAODOODO0  Vigor2B8eSac O & 100% applied when device s online.

— Hide Details

* Close
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Network Management

Search by Device [DyName/Model/MAC/IP Address

4 % Root Network(27T)

b o2, ALANWEN(3)

) o Alvaco(l)

» %, AnPhat_VN(8)

b +% Angela(s)

CARRIE(L)

@ 2865ac_001DAADDOO00

I o= Cshih(2)
|» 4% DraytekChina(0)

I 5 FAE(3)

o Setting Map

TDelete This Device &% Change Network

General Settings

Status Disable Enable

Device ID
141436

Model Nama
Vigor2Be5ac

Mote 1

Serial number

5. The selected device has been grouped under the specified network (CARRIE, in this case).
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A.5 How to Add a User?

1. Open User>>User Management.

) User

] User Management

== Group Management

Network Group

External Authentication Server
Mail Server

Function Management
Wholesale Wizard

SMS Server

SNMP Server

I - Notifications & Events

| | &rﬁ Syslog Server
(i Group Parameter
Link with Router App

2. Click +Add.

User / User Management G
& User Batch Settings Search. a
Showing 1 to 10 of 133 entries Show 10~ entries  «¢ : "
Username Authentication Role Status Emall Notification 'SMS Notification Emall
root Internal System Administrator [ncive [ Enabied) [osabied) tim_yang@draytek.com

3. Inthe following page, type required information for the new user.
User / User Management ]
Add User Profile

Enable [ @)
Username o »

Password

Role Operator ~
Enable Auto Logout
Enable OOBE feature @ [ @)

OOBE pages to display Read the Agreements, Set new passt ¥
Email Notification [ @]
Email carrie@draytek.com v

SMS Notification
Telephone

Description

Cancel m

4. Click Create.
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User / User Management

+add & User Batch Settings

Showing 131 to 134 of 134 entries

usemame

T_2024-08-04_Wholesale_GA_E

T_2024-08-04_Wholesale_GA_D

T_2024-08-04_Wholesale_GA_OOBE

CNill

A.6 How to Add a Group?

320

1.

2.

3.

Authentication Role

Internal

Internal

Internal

Internal

Group Administrator

Group Administrator

Group Administrator

Operator

Open User>>Group Management.

User

s User Management

Group Management

Network Group

External Authentication Server

Mail Server
Function Management

Wholesale Wizard

:I\ SMS Server

SNMP Server

Notifications & Events
| &rﬁ Syslog Server
() Group Parameter

Link with Router App

Click +Add.

User / Group Management

Setting Management Ul Customization
~+Add
Group ID Group Name
4239 juad
4240 tttt8

status.

2000
1000

Emall Notification

(&7
Search. Q
Show 10 v entries « 1 » U 1B »
'SMS Notlfication Emall
[ Enabled ] T_2024-08-04_Wholesale_GA_E@test.email
[ oisabied } T_2024-08-04_Wholesale_GA_D@test.email
[ enabled § T_2024-08-04_Wholesale_GA_OOBE@test.email
[ Disabled J carrie@draytek.com
Max Nodes T Used Nodes

200000

200000

In the following page, type required information for the new user group.
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User / Group Management &

Setting Management Ul Customization

Add Group

Group name yints v
Nodes 1

(~1: No Limit Nodes )
Enable CPE Notify Mail/SMS/SNMP @)

Enable Global Mail Server

Enable Global SNMP Server D
Enable Expire Date ()
Expire Date 2024/08/31

Caneel ﬂ

- Group Name - Enter a new name of the user group.
- Nodes - Define number of node.

- Enable CPE Notify Mail/SMS/SNMP Server — Switch the toggle to enable /disable global
mail server.

- Enable Global Mail Server — Switch the toggle to enable /disable global mail server.
- Enable Global SNMP Server — Switch the toggle to enable /disable global SNMP server.
- Enable Expire Date - Click to enable/disable the expire date.

- Expire Date — Choose the expire date for such user group.

4. Click save.
5063 Router_App_Group NoLimitNodes 2 [ bisablod P oisablod | D
5395 AutoTest_Dev NoLimitNodes T [ Disabled ] [ Disabled ] [ Disabled }
[ 6611 yfnts ] NoLimitNodes 0 [ Enabied 2024/08/31 =D [ Enabied

Nodes Information

=l

Current Nodes InUsed  Conflgured Max Nodes  Purchased License Nodes

501425 500263 200000
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Chapter 7 Root Network Menu

Network contains two types, Root Network and User-defined Network (e.g., RD8). For the

user-defined network group, refer to Chapter 5.

Use the drop-down menu on the top of the left side to select a network group.

(mmmmmmm) Al é °
Root Network (70016) A Q ° _

Root Network (70016)
Model

Root Network

& AutoTestNetwork (1)

25 AutoTest_Dev (2)

& AutoTest_SD-WAN (4)

On the dashboard for root network, the Network menu contains:

€%

Dashboard

Monitoring

Configuration

7.1 Dashboard for the Root Network

324

For more detailed information, refer to 3.2 Dashboard.

= DruyTek Vigoracs 3
1 (& Dashboard

Map Overview

+

£F i

onrt
j 57 -
F, (lﬁ?y"y’l T

P/

r P

Pl "

A f“"

Al

s
ERE—. IR i e =¥ | W
A ooy e S

—— Tulsa Tl
/)

\
¥ e

] \\

New Devices

Action 1P Address
192.168.142.10:80
192.168.106.144:80

19
-

32.168.106.143:80

1

32.168.106.143:80

- 1
- of ¥
123+ ; f’f /1] \
] /
Iﬁ
]

—
fox

11:51:11

~ veap
Root Network (100143) v Q ‘ , Q 8/s/24

Mohdwk
/
Park y 4

o b 4
¥

{ s
0 +

21t
2%

i
iuj“
L

22

Device Name

2120n 001DAATFF2A4 stun
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2052Pn 001DAAFSD818 hitps

201 49BC30F110 https
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Device Type
Vigor2120n+
Vigor2865Lac
Vigor2052Pn

Vigor2062P

Auto Refresh:

Network Overview

Sub Network Online Alarm
124 5 100138

@ Root Network

Alarm
Network Members online ~ offline

Total  waN  VeN

@ directly-under-Root Network 0 13 13 0 0
P AutoTestNetwork 1 0 2 2 0
® AutoTest_Dev 2 7 7 0 0
® AutoTest_SD-WAN 0 2 2 0 0
@ AutoTest_VPN 1 0 0 0 0
® Hotspot_Web_Portal 0 2 2 0 0
© Router_App_Network 0 2 2 0 0
@ T_2024-08-04_Wholesale_GA_D 0 0 0 0 0
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7.2 Monitoring

Monitoring menu offers options for monitoring the normal and abnormal actions for root network,

network group and CPE. This section offers Monitoring menu items for the root network.

| () Monitoring

== Alarm

Logs
Devices
Cellular Data Usage

Floor Plan

7.2.1 Alarm

Alarm message will be recorded on VigorACS 3 server when there is a trouble happened to the
device (CPE). Only the users within the same user group will be notified for the message.

Pcap 5
) . 11:54:48 mk_carrie
Root Network (100143] C ja) o
Dray Tek visoracss : O 7 s i M

Monitoring / Alarm 2024/07/06 to 2024/08/05 " Search No. / Device Name / MAC &

[1:) History

EiDelete Al L-Download K < - > BooC
No. Ack Status Time Device Name Network Name MAC Address Alarm Level Alarm Message Alarm Type Ack Time Ack User
38517749 NotAck 2024/08/05 05:19:53 Q2121x_1449BC506AA4 Root Network 14:49:BC:00:6A:A4 Major Device Loss Connection Device Lost Connection
38517748 NotAck 2024/08/05 05:19:52 P1282 1449BC43CD19 Root Network 14:40:BC:42:CD:19 Major Device Loss Connection Device Lost Connection
38517747 NotAck 2024/08/05 05:19:53 P1280_001DAA4E6C33 Root Network 00:1D:AAAE6C:32 Major Device Loss Connection Device Lost Connection
38517746 Not Ack 2024/08/05 05:19:53 39125_1449BC3072A0 Root Network 14:49:BC:30:72:A0 Major Device Loss Connection Device Lost Connection
38517745  NotAck 2024/08/0505:19:53  3910_1449BC6BI178 RootNetwork  14:49:BC:6B:91:78 Major Device Loss Connection Device Lost Connection
38517744 NotAck 2024/08/0505:19:53  3910_1449BCICA218 RootNetwork  14:49:BC:1C:A2:18 Major Device Loss Connection Device Lost Connection
38517743 Not Ack 2024/08/05 05:19:53 2962_1449BC0D2040 Root Network 14:49:BC:0D:20:40 Major Device Loss Connection Device Lost Connection
38517742 Not Ack 2024/08/05 05:19:53 2865ac_1449BC143DA0 Root Network 14:49:BC:14:3D:A0 Major Device Loss Connection Device Lost Connection
38517740 NotAck 2024/08/0505:19:53  2865ac_001DAA4ACFBO RootNetwork  00:1D:AA4A:CF:B0 Major Device Loss Connection Device Lost Connection
38517737 NotAck 2024/08/0505:19:53  2850V_001DAA7DSCCS RootNetwork  00:1D:AA:7D:9C:C8 Major Device Loss Connection Device Lost Connection
38517735 Not Ack 2024/08/05 05:19:53 2765Vac_1449BC2C42E8 Root Network 14:49:BC:2C:42:E8 Major Device Loss Connection Device Lost Connection
38517733 NotAck 2024/08/0505:19:53  2T62Vac_001DAAG53308 RootNetwork  00:1D:AA65:33:08 Major Device Loss Connection Device Lost Connection
38517732 NotAck 2024/08/0505:19:53  2133Vac_001DAAGGED20 RootNetwork  00:1D:AA66:E0:20 Major Device Loss Connection Device Lost Connection

These parameters are explained as follows:
Item Description

Alarm [ History Alarm - Display the alarm records recently.

History - Display all the alarm records that have been solved and

cleared.

Delete Clear the alarm record which has been solved by VigorACS 3.
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Delete All
Download

No.

Ack Status

Time
Device Name

Network Name

MAC Address
Alarm Level

Alarm Message

Alarm Type

Clear all of the alarm records which have been solved by VigorACS 3.
Click this button to save alarm log as a XLS file.

Display the index number of the alarm. It is offered by VigorACS 3

automatically.

Display the status of the records with the type specified here (Not Ack
or Acked).

Display the time of the device to be monitored.
Display the name of the monitored device.

Display the name of the network that the monitored device belongs

to.
Display the MAC address of the monitored device.
Display the alarm message with the severity (e.g, Critical) specified.

Display a brief explanation for the alarm sent by VigorACS 3

automatically.

Display the alarm message with the type specified.

Log provides administrator records for action executed, device name, MAC address, Device IP,

CommandKey, and Current Time for CPE device managed and monitored by VigorACS.

Device ] MAC Address Device 1P Action Action ID Time

These parameters are explained as follows:

Item

Log Type

Description

Click one of the tabs (e.g., All CPE Actions, Device Reboot, Reboot By

CPE, Reset System Password, Set Parameter, File Transfer, Setting
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search |0/ Device Name

Delete

Delete All

Download

Profile, Device SysLog, CPE Notify, Device Register, Device Operate and

etc.) to display related log on this page.

Enter the condition for VigorACS to search and display relational

information.
Clear the alarm record which has been solved by VigorACS.
Clear all of the alarm records which have been solved by VigorACS.

Click this button to save the log as an XLS file.

The administrator (user) can check information (such as Device name, IP address, MAC address,

model name, network, status, up time, firmware version, number of current connected client,

data traffic, and so on) of CPE under the selected network group by this page. The network group

(e.g. Root Network in this case) selected above is the group to be monitored and information

related to this selected network group will be shown below.

Simply open Monitoring>>Devices to get the following page.

Monitoring / Devices

L.Download

Device

Auto Refresh: Disable v C
Model Vigor C510Vax, Vigor2120n+, Vigo ¥ Status Al ~  SSID Al
Rows 10 ~ K < . [T002 > B @
General Wireless
IP Address MAC Address Model Network Status Up Time F/W Version

192.168.106.140:80 14:49:BC:02:37:68  Vigor292Tlac Online  Odays 06:03:59 4458

192.168.106.143:443  14:49:BC:39:F1:10  Vigor2962P

Online 66 days 03:49:39 4434
192.168.143.11:443 14:49:BC:89:DF:B8  Vigor C510Vax 0days 00:00:00 6368.57c65b0d8e_Beta
192.168.106.148:443  14:49:BC:34:FE:08  Vigor2865Vac 52 days 22:30:21 4.53_STD
192.168.106.151:443  14:49:BC:34:84:C8  Vigor2866Vac 52 days 22:58:04 4.5.2.3_STD
192.168.106.152:443  14:49:BC:34:84:D8  Vigor2866Vac 53 days 03:42:47 4.5.1_STD
192.168.123.59:443  14:49:BC:3E:3C:18  Vigor292TLac 0days 00:00:00 r6757_Tc3T703cccf_beta

192.168.105.41:443 00:1D:AA:43:ET:38  VigorSwitch P2280x 116 days 07:17:48 2.95

192.168.149.241:443  14:49:BC:50:0F:BT  VigorSwitch P2280x 0days 00:00:00 295

192.168.105.21:443 00:1D:AA:0F:EQ:10  Vigor2120n+ fulllicense A Online 116days11:11:03 3.8.9.2

These parameters are explained as follows:

Item

Model

Status

VigorACS3 User's Guide

Description

Enter the condition for VigorACS to search and display relational

information.

This area lists all of the devices that monitored by VigorACS.

Check Select all to display information for all of the devices; or check
the name of the device to display the information related to the

selected device.

Online - This page displays information for the device which is online
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currently.

offline — This page displays information for the device which is offline

currently.

All - This page displays information for all of the devices no matter it is

online or offline.

SSID This area lists information for CPE with wireless features monitored by
VigorACS.

Check All to display all of the devices; or check the name of the device

to display the information related to the selected device.

SSID - SSIDs for CPE with wireless features will be displayed in this drop
down list. Choose one of the SSIDs. Information related to the selected
SSID will be displayed on this page.

General [ Wireless General - List the general information for the CPE under the selected
group.
Wireless — List only the wireless information for the CPE under the
selected group.

Download Click this button to save information for monitored devices as an XLS

file.

This page displays traffic information including data used, data cycle, status, percentage,
downloaded data, uploaded data for device equipped with LTE features (e.g., Vigor2925Ln,
Vigor2860Ln and etc). The values defined in Quota Settings indicate total amount of quota for all

LTE devices managed by VigorACS.

. VigorACS 3 Root Network (7001 M O L
Dray Tek v .
Monitoring / Cellular Data Usage G
LTE Data Usage Overview Quota Settings
Data Used Data Cycle Status: WARNING 0% of OMB Data Usage Alarm ()
0 Byte 2026-08-02 -
2026-08-08 Data Quota 0 MB v
1Byte
Trigger Alarm When Usage | 0 % of Quota (0 Byte)
Reached
Data Usage Cycle Weekly Monthly Custom
0Byt Weekly Reset Day Sunday e

Device Total Download Upload

28651 1449BC3TET740 0Byte Cancel ﬂ

2927Lac 1449BC3E3C18 0Byte
2865Lac 1449BC3DTAO8 STD 4522 0Byte
2927Lac 1449BC023768 0Byte
2927Lac 1449BC40D9EQ 0Byte

These parameters are explained as follows:
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Item Description

LTE Data Usage Status - The bar chart displays the data usage in yellow, green and

Overview grey based on values defined in Quota Settings. If data usage for the
LTE model exceeds the percentage of quota configured in the field of
Trigger Alarm When Usage Reached in Quota Settings, the amount
of used data will be shown in Yellow; if not, it will be displayed in

Green. The rest quota will be shown in gray.

In addition, device hame, throughput, downloaded data and

uploaded data for each LTE can be seen on the table below this page.
Quota Settings

Data Usage Alarm When it is enabled, a warning message will be shown in the page of
DEVICE MENU>>Monitoring>>Alarm once the data usage reaches the
threshold defined in Trigger Alarm When Usage Reached.

Data Quota The value (unit is MB/GB) defined here means total amount of data

quota available for all LTE devices managed by VigorACS.

Trigger Alarm When  Set a threshold for triggering alarm mechanism.

Usage Reached

Data Usage Cycle Select one of the options (Weekly, Monthly, Custom) as data usage
cycle.

Cycle Duration(days) — When Custom is selected, please specify the
cycle duration. The data quota for LTE model will be reset after the

days configured here.
Cycle Starts On —When Custom is selected, specify one date as a
starting point to reset the data quota for LTE model.

Weekly Reset Day - When Weekly is selected as Data Usage Cycle,
please use the drop down list to choose one day (Monday to Sunday)

for VigorACS to reset the data quota for LTE model.

Monthly Reset Day - When Monthly is selected as Data Usage Cycle,
please use the drop down list to choose a date for VigorACS to reset

the data quota for LTE model.
Cancel Discard current modification.

Save Save the current settings.

This function is helpful to determine the best location for VigorAP in a room. A floor plan of a room
is required to be uploaded first. By dragging and dropping available VigorAP icon from the list to
the floor plan, the placement with the best wireless coverage will be clearly indicated through

simulated signal strength.
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Pap )
i Root Network (100143 v I f | meer mk_carrie
Dray Tek viercss : O o T LS
Monitoring / Floor Plan

+ Add oo
Profile Name 4 Devices Action

20240605 1 & Edit T Delete

test 0 Z Edit T Delete

These parameters are explained as follows:

Item Description
+Add Creates a new profile.
ER Click to change to browse view.

It displays all of the floor plan profiles with the map used.

Monitoring / Floor Plan

bedroom L] e L tte L

W <E o ow

You can click Add on this page to create a new profile. To modify the
existed profile, click the icon on the right-top to display a drop down
menu. Then click Edit Map & Plan to perform the modification, or click

Delete Map Profile to remove the selected floor plan profile.

marketing_... g

Delete Map Profile

o

Edit Map & Plan

e
o W 9

Pk i =

BEE

Profile Name Display the name of the floor plan profile.
Device Display the number of AP devices placed on the plan profile.
Action Edit - Click to modify the profile.

Delete - Click to remove the selected profile.
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To create a new profile:
1. Click +Add.

2. From the following page, enter profile name (e.g., marketing_carrie) and click Browse to
upload a map (e.g., Floor_MAP.png). Click Continue.

DrayTek vemsc

Monitoring / Floor Plan

Profile Name marketing_carrig

Upload Map Floor_MAP.png

CEPCEE m

3. Click Edit to display the following figure.
PrayTek veoncss oo €

Monitoring / Fioor Plan

Profile Name maneting_carie

# Ediz Dimension  Add Device

!
trrm ER R

=1
—

L

s

RS
e
o

Edit Dimension — Draw a line and enter the distance of length / width of the map.

Add Device - Click to display available VigorAP to apply it on to the map.
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4. Click +Add Device. Available VigorAP icons and name list will be displayed on the right side of

this page.
Dray Tek veescs S -

Monitoring / Floor Plan

Profile Name marketing_carrie

# EditDimension < Add Device

Drag and drop a virtual AP or an un-assigned AP to the floor plan.

Un-assigned APs

Device Name Model
A 810_001DAATDES14 VigorAP 810
I—[ [ A\ AP 1000C_DD1DAADSFOBL  VigorAP 100

A\ AP 1000C_DDIDAASTSDEE  VigorAP 100

. A AP 710_00507FF138F7 VigorAP 710

\a ” A\ AP 800_001DAAZASBTO0 VigorAP 800
| g A AP 903_00S07FFTECA VigorAP 903
1 o A\ AP 903_00507FF19216 VigorAP 903

A AP 910C_D01DAATFSD8C VigorAP 910¢

Coneel
Select the AP you want from right side of this page. Drag and drop the icon on the map. Later,

an icon with effective signal range will be seen on the screen.

Root Network v Dmy’j'"ek VigerACS 3 M Capture Packets ~ R , carne &
System Administrato

Monitoring / Floor Plan

Profile Name marketing_carrie

# Edit Dimension =+ Add Device

Drag and drop avirtual AP or an un-assigned AP to the floor plan.

L+
Un-assigned APs
Device Name Model
4 810_001DAATDES14 VigorAP 810
& AP 1000C_001DAADSFORS  VigarAP 101

A AP 1000C_001DAASTSD38  VigorAP 10i

A AP 710_D0S07FF138F7 VigerAP 710

A AP 800_001DAAZASBTO VigorAP 80O
o Ak AP 903_00S07FFITECA VigorAR 903
A AP 903 00S07FF19216 WigorAPR 903

A APDIOC_DDIDARTFSDEC  VigorAP 810C

o
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6. Slightly click the AP icon on the map. Two links of Link to an AP and Remove Device will be

shown on the right side.

Raot Network v DrayTek vigoracs3 e ga

Monitoring / Floor Plan

Profile Name

Remove Device - If you do not satisfy the location of AP icon, click this link to remove
the AP icon from the map.

Link to an AP - If you satisfy the location of AP icon, click this link to select VigorAP. All of
un-assigned AP names will be shown on the list. Choose the one you want and click

Apply. Then such map has been connected with the specified AP.
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7. Click Link to an AP to select the AP you want. After clicking Apply, the name of the VigorAP will

be displayed below the icon on the map.

g

- :
L_*VW_]. [_ ] il

LT

BEE

= Un-assigned APs
AP T710_00S07FF138F7 VigorAP 710
AP B00_001DAAZASET VigorAP 800

AP 903_00507F VigeraP 903

AP 003 _DOS07FF19216 VigorAP 903
| [ AP 910C_001DAATFSDEC VigorAP 91 G]
APO12C_001DAAT2EI4A  VigorAP 912¢

APO20R_001DAAG32CTE  VigorAP 9208

AP 920R_001DAA223344 VigorAP 9208

8. Click Save. The new created profile will be shown on the page.

Monitoring / Floor Plan

+ Add

Profile Name 41 Devices
bedroom 2
Irg 0
marketing_carrie 1

fala
ao

Action
& Edit T Delete
& Edit T Delete

& Edit T Delete
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7.3 Configuration

Configuration menu will vary for root network, group network and specified CPE.

€7 Configuration
| & VPN Wizard
| == VLAN Setup
-0
AP Profile

Switch Port

&

(g

7.3.1 VPN Wizard

VigorACS offers an easy method, VPN Wizard, to configure VPN settings for building VPN
connection between two CPEs.

This page displays all the VPN connection status globally for Root Network or the VPN connection
status for the network group selected.

Peap . .
i Root Network (100143 v Q | 1826 mk_carrie
dray Tek visoracss ook Network 100143) L Q & | smummmme (M

Configuration / VPN (&

4 ;% Root Network(100143) J +AddDevice % Create VPN Edit LAN IP Unlink VPN i Rem e Show device name @)
I & AutoTestNetwork(1)
I &% AutoTest_Dev(9)
I &% AutoTest_SD-WAN(2)
I &%a AutoTest_VPN(1)
I &% Hotspot_Web_Portal(2)
I &fa Router_App_Network(2)
I &%a T_2024-08-04_Wholesale_GA_D(0)
I &%a T_2024-08-04_Wholesale_GA_E(1)
| &% T_2024-08-04_Wholesale_GA_OOBE(0)
b &% T_2024-08-04_addNetwork_A(0)

I &% T_2024-08-04_addNetwork_B(0)
I &% U_2132_100(100)
I &% U_2865 5(2)

I &% U_2866_5(4)

b §32U_2027.5(5)

I &% VigorSwitch(2)

b 5 aaa(s)

| a%a expireLicense_A{0)

I &% fullLicense_A(1)

b 5% issue6925(0) —— Network —— PPTP —— IPsec

L3TP == SSL = VPN Disconnected

| aka jason_test(1)

Different colors for arrows represent different protocols used in VPN connections. For example,
Purple means Network Group; Green means PPTP mode; Blue means IPsec mode; and Red means
the VPN connection is failed.

For detailed, refer to section 8.4.1.
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AP profile is used to apply to a selected access point. It is very convenient for the administrator to
configure the setting for access point without opening the web user interface of the access point.

The functions listed in the AP profile in VigorACS contain settings for all of models of VigorAP.
When an AP profile is created, it can be used to apply onto any access point managed by
VigorACS. If the access point does not have the functions defined in the AP profile, after being
applied, only the functions that the selected access point supports will be overwritten by the
selected AP profile.

Configuration / AP Profile
+ Add
Profile Name Action
Default Profile Edit Delete Duplicate
UK Edit Delete Duplicate
Test Edit Delete Duplicate ) Copy To

Test2 Edit Delete Duplicate

P
P
P
P

tht Edit Delete Duplicate Copy To
redf Edit Delete Duplicate P
AP_Carrie Edit Delete Duplicate P
wendy test Edit Delete Duplicate P
P

AP_test Edit Delete Duplicate

Device Provisioning

Name Model Name Last Provisioned Status AP Profile

4 g2, Root Network
£ Empty

2860ac_00507FO0000e VigorAP 810
A & (As Parent) >
2860ac_0050TFO0000f VIgorAP 810
4 } & (As Parent) 3
B Ar 1v_wou T awio — - F— -
A AP 902_001DAA3DAF16 VigorAP 902 e
(As Parent) -
A AP902_00SOTFF10216 VigorAP 903 .
(As Parent) X
A AP960C_1449BCTT5566 VIgorAP 960C

(As Parent) A

~

These parameters are explained as follows:

Item Description

+Add Create a new AP profile with basic settings.

Profile Name Display the name of AP profile.

Action Edit - Configure detailed settings for the selected AP profile.

Delete —Delete the selected AP profile.

Duplicate — Click to duplicate a new profile (e.g., aaa(1)) based on the
selected profile (e.g., aaa).

Copy To - Click to open the following page. Then select a network
(e.g., Marketing_carrie in this case) from the tree view of Root
Network. After clicking the Copy To button, the configuration of
selected AP profile will be applied to the selected network (e.g.,

Marketing_carrie).
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+ Change Network

Device Provisioning  Locate the access points for applying suitable AP profile.
Name - Display a tree view for model managed by VigorACS.
Model Name - Display the name of the model.

Last Provisioned — Display the time that AP profile was applied to the

selected device.
Status — Display the status (updating, complete and “-*) of the AP.

AP Profile — Choose an AP profile for applying to the selected AP. In

which, “As Parent” means to apply the profile listed on the top to the

selected AP.
Refresh Click to refresh current page.
save Click to save the changes in this page.
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Click +Add to create a

DrayTek Vigoracs 3
Configuration / AP Profile
Add a Profile
Profile Type:
Profile Name:
AP Login Username:

AP Login Password:

 Backto profile list

new AP profile.

Pcap R .
Root Network (100143) v Q fal 13:21:48 mk_carrie M
B5/24 System Administrator

Dray0s 4 AP Dray0s 5 AP
‘ AP_Carrie ‘ v

=

These parameters are explained as follows:

Item

Profile Type

Profile Name

AP Login Username
AP Login Password
Back to profile list

Save

Description

Recognize and confirm your AP belongs to DrayOS 4 or DrayOS 5 and

select the correct version.

DrayOSs 4 AP - Representative models such as AP903, AP802, AP912C,

etc.

DrayOS 5 AP — Representative models such as AP1062C.
Enter a name of the profile.

Enter a username for login the access point.

Enter a password for login the access point.

Return to previous page, AP profile list.

Save the settings and display the new profile on the AP profile list.

Test # Edit | @ Delete | 0] Duplicate | 0] Copy To
Test2 # Edit | @ Delete | [0) Duplicate | 0] Copy To
Tt # Edit | @ Delete | [0) Duplicate | 0] Copy To
redf # Edit | @ Delete | [0 Duplicate | 0 Copy Ta
AP_Carrie # Edit | @ Delete | [0 Duplicate | 0 Copy Ta
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7.3.2.2 Edit an AP Profile

To configure detailed settings for each AP profile, click the Edit button for the selected profile. The

setting page appears as follows:

i 8/5/24 System Administrator

Configuration / AP Profile

C—— )

peration Mode: AccessPoint | Range Extender | Mesh Root
Mesh Node
SSID Settings
246 General Setup ~
Roaming B
2.4G Wireless LAN o)
Load Balance
802.11 Mode Mixed(11b+11g+11n) ~
LAN
2.4G Channel Channel_112462MHz ~
Airtime Faimess
Channel Width Auto_20/40_MHz ~
Mobile Device Management
Extension Channel Channel_7,2442MHz ~

Application
\"”—/ Antenna MR ~

AM Configuration TX Power 100% v

System MAC Clone

Profile Setting MAC Address

Band Steering

56 capability Check Time (sec.) 15

 Back to profile list

These parameters are explained as follows:
Item Description

Area A - Menu Item At present, the available menu items contain,

General Setup

SSID Settings

Roaming

Load Balance

LAN

Airtime Fairness

Mobile Device Management
Application

WMM Configuration

System

Profile Setting

Area B - Settings This area will vary according to the item selected in Area A - Menu

Iltem.

Refer to User’s Guide of VigorAP for the detailed information of settings definition.
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Chapter 8 Network Group Menu

The menu items related to the network group:
(7) Dashboard
Statistics

— —————— Monitoring

Configuration

Hotspot Web Portal

8.1 Dashboard for the Network Group

To display the network group dashboard, select a network group first. Find the one you want from

the Network list under the Root Network. In this case, we choose FAE as an example.

CI—

Root Network (100143)

Model

¢ RootNetwork > U_2865_5
é—_!.. 2865Vac_1449BC34F660_109.1

#5 U_2866 5 (4) H-. 2865Vac_1449BC34F690_108.1

& U_2927_5(5)

#5 VigorSwitch (2)

#5 aaa (5)

#5 fullLlicense_A (1)
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Click the Summary tab to display the page of dashboard (for monitoring).

| €7 Dashboard &
Joal Summary SD-WAN
" Map Overview * Device Overview - 7%
Routers APs Switch
-
= 3 6 0
= Device Name Model MAC Status  UPTime Firmware Version Ac
=
DrayTek VIgor29271ax-5G  14:49:BC:TD4B20  Offiine  0days00:00:00 4458 0
N DrayTek VIgor2865lac  14:49:BC:05:53:78  Offline  0days00:00:00 r5930_9d52c02e98 beta 1
EasyMesh Auto Add VigorAP 805 1449:BC:S1BO:B6  Offline  0days00:00:00 5.0.4_RC3 0
DrayTek Vigor2926Vac  00:1D:AAT0:33:90  Online  6days19:27:23 3998 3
= VigorAP1062C VIgorAP 1062C  1449:BC:SD:68:91  Offline  0days00:00:00 503 0
® VigorAP805 VigorAP 805 14:40:8C6AE3:1B  Offline  0days00:00:00 5.0.4 RC3 0
VigorAPGE0C VigorAP 960C 1449:8C42TDM  Offline  0days 00:00:00  L4.10 0
© VIgorAPG62C VIgorAP 962C 1449:BC6AFTI8  Offline  0days00:00:00 5.0.4 RC3 0
@ K < 2> o
Active Clients-Top 20 Dlast24hours _
Traffic-Top 20 @last2ahours _ -~y
Total
Total
4 100 = DrayTek /3 5%
1.026B 1176.13MB 866.00 MB DrayTek /533.93MB T 9343 MB | 440.50MB
4 o Total 51%
DrayTek /1 5% 2208 o Total
B ITRTInnnnaaa ATEEME DrayTek /508.19 MB | 82.70MB | 42550 MB
DrayTek /0 0% 38147MB 0%
2 -
sE10M8
N . R fmrutuaymnnymwm 0%
s531ME
1200 1600 000 0000 0£00 0300 oByle

100 1600 2000 0000 0400 0800
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8.2 Statistics for Network Group

The page offers statistics for all the devices listed under root networks, including usage overview,
wireless clients Overview, data traffic, device ranking, and client ranking. By clicking Last 24 Hours,

Last 7 Days, Last 30 Days or Custom setting (define the period), the administrator can obtain
various statistics within the time period.

‘Statistics

Lost24Hours | Lost7Days  Last30 Days

ustom | Star| 20200308 End:| 20200309

Usage Overview © - 7%

Toral Number of Clients

Wireless Clients Wired Clients
1 (50%) 1(50%)

Total amount of Traffic

270.79 MB

Download Uplosd
254,05 MB (93.8%) 16.75 MB (6.2%)

Mas. Number of Concurren: Client

Wireless Clients Overview

Aug. Number of Hourly Client @
1

woon wams
m o s
ma 2508 mi-sngele 2 - Lo
Clients .
Traffic x
Wired Wireless
Wired Wireless
537 N
47.68 M
3 - 08y
0 0 00 0 0600 040 & 08:00 0 12 400 16:0 0 200 00 500 08:0 0 o0 1400
Device Ranking SClient~ — 7~ X Client Ranking i+ =Teaffice — %
Device MAC Client Host Name MAC Traffic
286502 001DAADD0000 001044000000 1 1 ML

406CBFS258FF 260.83 MB (99.6%)
2 2026Vac_001DAATO33E0 001DAA703350 AngelaC¥siPhone DCOCSCEESS3E 98613 KB (0.4%)

In addition, the statistics can be exported as “.XLS" file if you click the Export button on the top
side.
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8.3 Monitoring for Network Group

344

Monitoring menu offers options for monitoring the normal and abnormal actions for network
group and CPE.

In this case, we choose RD8 as an example.

Monitoring

Alarm

Logs

Devices

Clients

Cellular Data Usage
Floor Plan

Rogue AP Detection
WAN (SD-WAN)
VPN (SD-WAN)

VolP (SD-WAN)

Data Usage (SD-WAN)

L=
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Alarm message will be recorded on VigorACS 3 server when there is a trouble happened to the

device (CPE). Only the users within the same user group will be notified for the message.

= quyTEk VigorAcs 3 0 3 Q| DA M
Monitoring / Alarm 2024/07/06 t0 2024/08/05 Search No. / Devi ame [MAC C
Alarm @ History
= DeleteAll  LDownload .

No. Ack status Time Device Name Network Name MAC Address Alarm Level Alarm Message Alarm Type AckTime Ack User
38617870  NotAck  2024/08/0505:3%:10 AP 003_1440BCSDBAFC AutoTest_Dev  14:40:BC:SDBAFC A, Critical  Device Loss Connection  Device Lost Connection
38517763 NotAck  2024/08/0505:20:19 AP 960C_1449BC427DB6 Autolest_Dev  14:49:BC:42:7D:B6 Critical  DeviceLoss Connection  Device Lost Connection
38517741  NotAck  2024/08/0505:19:53 AP 902_001DAA3FIS0E stun Autolest Dev  00:LD:AA3F:15:0E Critical  Device Loss Connection  Device Lost Connection
38517730 NotAck  2024/08/0505:19:53 AP 810_001DAATC2B50 Autolest Dev  00:LD:AA;TC2B:50 Critical  DeviceLoss Connection  Device Lost Connection
38517738 NotAck  2024/08/0505:19:53  3220n_00LDAASS4TS8 AutoTest_Dev  00:LD:AA:55:47:58 A Critical  Device Loss Connection  Device Lost Connection
38517736 NotAck  2024/08/0505:19:53  2052Pn_OOIDAAFEDSI8_https Autolest_Dev  00:LD:AAF8:D8:18 Critical  DeviceLoss Connection  Device Lost Connection
38517734 NotAck  2024/08/0505:19:53  2865Lac_1449BC3DTA08 AutoTest Dev  14:49:BC:3DTA08 Critical  DeviceLoss Connection  Device Lost Connection

These parameters are explained as follows:

Item

Alarm [ History

Delete

Ack Alarm/UnAck

Alarm

Delete All
Download

No.

Ack Status

Time

Device Name
MAC Address
Alarm Level

Alarm Message

VigorACS3 User's Guide

Description

Alarm - Display the alarm records recently.

History — Display all the alarm records that have been solved and

cleared.
Clear the alarm record which has been solved by VigorACS 3.

Ack Alarm - Click to mark the selected alarm as acknowledged. This
indicates that an administrator has reviewed the alarm and is
handling it.

UnAck Alarm - Click to mark the selected alarm as unacknowledged.

This indicates that no administrator has acknowledged the alarm.
Clear all of the alarm records which have been solved by VigorACS 3.
Click to save alarm log as a XLS file.

Display the index number of the alarm. It is offered by VigorACS 3

automatically.

Display the status of the records with the type specified here (Not Ack
or Acked).

Display the time of the device to be monitored.

Display the name of the monitored device.

Display the MAC address of the monitored device.

Display the alarm message with the severity (e.g, Critical) specified.

Display a brief explanation for the alarm sent by VigorACS 3

automatically.
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Alarm Type Display the alarm message with the type specified.

Alarm Type Display the type of the alarm (e.g., Device Lost Connection).
Ack Time Display the time when the alarm was acknowledged.
Ack User Display the administrator who acknowledged the alarm.

Log provides administrator records for action executed, device name, MAC address, Device IP,

CommandKey, and Current Time for CPE device managed and monitored by VigorACS.

Monitoring / Logs 2024/12/21 to 2025/01/20 arch 1D / Device Name / Device Q,

DeviceReboot  ReboOtBYCPE  ResetSystemPassword — SetPamameter  FlleTransfer  SettingProfile  DeviceSyslog  CPEMotify  DeviceRegister DeviceOperate  DeviceReject  Add Object

o Delete Object

= EDeleteAll L Download Ho< . 16
D Device Name Device ID MAC Address Current IP Logged IP Action Action ID Time
23690 DrayTek 2 14:49:BC0553T8 102.16326.14 162.168.26.14 Inform 2025/012009:57:10
23688 DrayTek m 14:49:BC:05:53:78 192.168.26.14 192.168.26.14 Inform 2025/01/17 17:27:02
23687 DrayTek M9 14:49:BC:05:53:78 192.168.26.14 192.168.26.14 Inform 2025/01/17 13:52:06
23686 DrayTek m 14:49:BC:05:53:78 192.168.26.14 111.251.224.108 Inform 2025/01/17 13:30:47
23685 DrayTek m 14:49:BC:05:53:78 192.168.26.14 111.251.226.17 Inform 2025/01/17 13:24:49
23684 DrayTek 2 14:49:BC0553T8 102.16826.14 116921535 Inform 2025/01/17 132142
23683 DrayTek 153 00:10:AAT0:33:90 1160.208.116 1169.208.116 Set Parameter Values 6448 2005/01/17 10:59:53
23682 DrayTek 153 00:1D:AA:70:33:90 1.169.208.116 111.251.218.39 Inform 2025/01/17 10:57:27
23681 DrayTek m 14:49:BC:05:53:78 192.168.26.14 111.251.227.164 Inform 2025/01/16 18:50:06
23677 DrayTek 2 14:49:BC0553T8 102.16826.14 1.169.205.106 Inform 2025/01/16 15:1046
23676 DrayTek 27 14:49:8C05:53T8 102.16326.14 116922485 Inform 2025/01/16 14:06:40
23675 DrayTek m 14:49:BC:05:53:78 192.168.26.14 111.251.225.220 Inform 2025/01/16 14:02:37
23674 DrayTek m 14:49:BC:05:53:78 192.168.26.14 111.251.227.8 Inform 2025/01/16 13:20:13
23673 DrayTek 2 14:49:BC0553T8 102.16826.14 1169.200.74 Inform 2025/01/16 12:02:55

These parameters are explained as follows:
Item Description

Log Type Click one of the tabs (e.g. All CPE Actions, Device Reboot, Reboot By
CPE, Reset System Password, Set Parameter, File Transfer, Setting
Profile, Device SysLog, CPE Notify, Device Register, Device Operate,
Device Reject, Add Object, Delete Object and etc.) to display related
log on this page.

search ID { Device Name / D¢ €4 Enter the condition for VigorACS to search and display relational
information.
Delete Clear the alarm record which has been solved by VigorACS.
Delete All Clear all of the alarm records which have been solved by VigorACS.
Download Click this button to save log as a XLS file.
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The administrator (user) can check information (such as Device name, IP address, MAC address,
model name, network, status, up time, firmware version, number of current connected client,
data traffic, and so on) of CPE under the selected network group by this page. The network group
(e.g. Root Network in this case) selected above is the group to be monitored and information
related to this selected network group will be shown below. This page shows all the devices (e.g.,

router, access points and switches) under the selected network group.

Peap ) i
_ ) A 13:49:19 mk_carrie
= Vigoracs 3 AutoTest_Dev ) 0 I &
Dray Tek vs © ° U e (M
Monitoring / Devices Auto Refresh: Disable C
Search Device Name / IP / MA Model | Vigor2120n+, Vigor2865Lac, Vigor ¥ status  All ~ SSID Al ~
) &3
rows 0 | 0 < [
Download
oumio General Wireless
Device 1P Address MAC Address Model Network: status. Up Time F/W Version Last Inform Time Current Cllent Current Traffic
1921681061480  00:1DAATF:F2:A4  Vigor2120n+  AutoTest Dev  Online  55days00:41:41 38100 2024/08/0513:39:59 0 (Local Wireless:0)  12.65 KB (T 9.84 KB | 2.82 KB)

02.168.106.144:80  14:49:BC:3D:7A:08  Vigor2865Lac  Autolest Dev O 445 STDQ  2024/07/1116:42:09 0 (Local Wireless:

0Byte (T 0Byte | 0 Byte)

2.168.106.143:80  00:1D:AA:F8:D8:18  Vigor2952Pn  AutoTest Dev  Offl 3.9.72¢ 2023/09/2510:41:51 0 (Local Wireless: 0Byte (T 0 Byte | 0Byte)

1.01MB (T 95.87 KB | 937.20KB)

2168.106.143:80  14:49:BC:39:FL:10  Vigor2962P  AutoTest_Dev  Online 60 6 4326C 2024/08/0513:35:49 0 (Local Wireless: 0)

2.168.105.22:80 0:1D:AA:S5:AT:58  Vigor3220n  AutoTest_Dev 3974¢ 2023/07/06 15:02:44 0 (Local Wireless;

0Byte (t 0 Byte L 0Byte)

134Q 202

92.168.106.150:80 AATC2B:50  VigorAP 810 AutoTest Dev  Offlin

13:00 0 (Local Wireless:

1340 2024/04/16 02:53:44 0 (Local Wireless:0) —

2.168.106.143:80  00:1D:AA:3F:15:0E  VigorAP 902 AutoTest_Dev  Off

2.168.106.151:80  14:49:BC:5D:BA:FC  VigorAP 903 AutoTest Dev O 1413@ 2024/06/02 11:22:46 0 (Local Wireless:

143 RC2©  2022/01/2113:28:37 0 (Local Wireless:0)  —

2.168.105.52:80  14:49:BC42TD:B6  VigorAP960C  AutoTest_Dev

These parameters are explained as follows:
Item Description

| Enter the condition for VigorACS to search and display relational

information.

Model This area lists all of the devices that monitored by VigorACS.

Check Select all to display information for all of the devices; or check
the name of the device to display the information related to the

selected device.
Status Online — This page displays information for the device which is online
currently.

offline — This page displays information for the device which is offline

currently.
All - This page displays information for all of the devices no matter it
is online or offline.

SSID This area lists information for CPE with wireless features monitored by
VigorACS.

Check All to display all of the devices; or check the name of the

device to display the information related to the selected device.

SSID - SSIDs for CPE with wireless features will be displayed in this
drop down list. Choose one of the SSIDs. Information related to the
selected SSID will be displayed on this page.
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General [ Wireless

Download

General - List the general information for the CPE under the selected
group.
Wireless — List only the wireless information for the CPE under the

selected group.

Click this button to save information for monitored devices as a XLS

file.

This page displays general information (such as hostname, MAC address, IP address, name of

connected device, type, SSID, connection time, and etc.) for wireless | wired clients which

connect to CPEs under the selected network group by this page. The network group (e.g. rd8 in

this case) selected above is the group to be monitored and information related to this selected

network group will be shown below.

= DrayTek VigorAcs 3
Monitoring / Clients
Last 24 Hours

Last7 Days

h Hostname / MAC

Hostname MAC Address

00:1D:AATFF2AS

Total Number of Clients: 1

Last 30 Days

Peap - .
A 135036 mk_carrie
AutoTest_Dev. v < = i
Custom | start:| 2024-08-04 End: 20240805 -"""""""l
Type: Al ~ | ssiD: All ~
s ] °

1P Address Connected Device Connected Device MAC osiT Type SSID."  ConnectionTime Traffic

102.168.143.10 2962P_1449BC30F110_https 14:49:BC:30:F1:10 WIRED 54d 12h 53m 265 43.8TMB(123.77TMB | 20.10MB)

These parameters are explained as follows:

Item

Last 24 Hours [ Last 7
Days [ Last 30 Days [
Custom

Type

All ~

WIRED
WIRELESS_2.4g
WIRELESS_5g

Connected Device MAC

SSID

Description

Display the clients detected within 24 hours, 7 days, 30 days or user
defined days.

Enter the condition for VigorACS to search and display relational

information.
Check All to display information for all of the devices (including wired
and wireless devices).

Wired - This page displays information for the device without wireless

feature.

Wireless_2.4g — This page displays information for the device with

2.4GHz wireless feature.

Wireless_5g — This page displays information for the devices with

BGHz wireless feature.

This area lists information for CPE with wireless features monitored by
VigorACS.
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Create Report

Check All to display all of the devices; or check the name of the

device to display the information related to the selected device.

SSID - SSIDs for CPE with wireless features will be displayed in this
drop down list. Choose one of the SSIDs. Information related to the

selected SSID will be displayed on this page.

Click this button to save client's information as a "XLS" file.

After clicking the button, the following page will appear.

+Create new report

Select the columns

& Hostname
Connected Device

 Type

& Tramc

Select devices

Name
4 @rdsias
@ 810 001DAATDES14
@ 302 0IDAA3DAFIG
@ 130 0010AA83A094
@ 130_0010AAB411C8
@ 130 0010AAS54204
@ 130_0010AABD3FAD
@ 2120n+_001DAROFEDL0
@ 2130vn_00100000000E
@ 2132FUn_001DAAEAS6CE
@ 2133Vac_001DANGGED20
@ 2620Ln_001DAAS26FS8
@ 27100 00507FaA3648
€ 2830V 0507108028
€ 28301 0010AAA09418
€ 2860n+_0LDAADIE290

Model Name

VigorAP 810
VigorAP 902
Vigor130
Vigor130
Vigor130
Vigor130
Vigor2120n+
Vigor2130in
Vigor2132Fvn
Vigor2133vac
Vigor2620Ln
Vigor2710n
Vigor2830v
Vigor28301
Vigor2860n+

8 MAC Address
® Connected Device MAC

o ssio

Firmware Version

125
1231

a

170663 beta
172469 beta

a

3802

V1542

3791 cBizz 1
3.9.0_RC2

3.8.10 RCL
3686

3.8:82 sb_246302
3.687_db_RC3
3.893.5TD

1P Address

Bos

8 ConnectionTime

Set the conditions and choose the devices, then click +Create.

This page displays traffic information including data used, data cycle, status, percentage,
downloaded data, uploaded data for device equipped with LTE features (e.g., Vigor2927Lac). The

values defined in Quota Settings indicate total amount of quota for all LTE devices managed by

VigorACS.

Monitoring / Cellular Data Usage

LTE Data Usage Overview

Data Used Data Cycle
0 Byte 2026-08-02 -
2026-08-08
1Byte
0Byte
Device

292TLac 1449BC3E3C18

Status: WARNING 0% of OMB
Total Download Upload
0 Byte

These parameters are explained as follows:

VigorACS3 User's Guide

Quota Settings

Data Usage Alarm

Data Quota

Trigger Alarm When Usage

Reached

Data Usage Cycle

Weekly Reset Day

0

Weekly

Sunday

MB v~

% of Quota (0 Byte)

Monthly Custom

et [N
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Item Description

LTE Data Usage Status - The bar chart displays the data usage in yellow, green and

Overview grey based on values defined in Quota Settings. If data usage for the
LTE model exceeds the percentage of quota configured in the field of
Trigger Alarm When Usage Reached in Quota Settings, the amount
of used data will be shown in Yellow; if not, it will be displayed in

Green. The rest quota will be shown in gray.

In addition, device hame, throughput, downloaded data and

uploaded data for each LTE can be seen on the table below this page.
Quota Settings

Data Usage Alarm When it is enabled, a warning message will be shown in the page of
DEVICE MENU>>Monitoring>>Alarm once the data usage reaches the
threshold defined in Trigger Alarm When Usage Reached.

Data Quota The value (unit is MB/GB) defined here means total amount of data

quota available for all LTE devices managed by VigorACS.

Trigger Alarm When  Set a threshold for triggering alarm mechanism.

Usage Reached

Alarm Severity Level = Set the alarm severity (critical, major, minor, warning and normal).
Such severity will be shown on DEVICE MENU>>Monitoring>>Alarm

when the data usage for LTE model(s) reaches the threshold.
Data Usage Cycle Select one of the options (Weekly, Monthly, Custom) as data usage
cycle.

Cycle Duration(days) — When Custom is selected, please specify the
cycle duration. The data quota for LTE model will be reset after the

days configured here.

Cycle Starts On —When Custom is selected, specify one date as a

starting point to reset the data quota for LTE model.

Weekly Reset Day - When Weekly is selected as Data Usage Cycle,
please use the drop down list to choose one day (Monday to Sunday)

for VigorACS to reset the data quota for LTE model.

Monthly Reset Day - When Monthly is selected as Data Usage Cycle,
please use the drop down list to choose a date for VigorACS to reset

the data quota for LTE model.
Cancel Discard current modification.

Save Save the current settings.
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8.3.6 Floor Plan

This function is helpful to determine the best location for VigorAP in a room. A floor plan of a room
is required to be uploaded first. By dragging and dropping available VigorAP icon from the list to
the floor plan, the placement with the best wireless coverage will be clearly indicated through
simulated signal strength.

Monitoring / Floor Plan

+ Add

oo
oo

Profile Name 4+ Devices Action

test 2 Z Edit T Delete

These parameters are explained as follows:

Item Description
+Add Creates a new profile.
Dray Tek v : 8o M
rofteame et Corie 4
UploadMap  Floor. WAPpg =3
N - |
Eg Click to change to browse view.

It displays all of the floor plan profiles with the map used.

Monitoring / Floor Plan

bedroom L irg L e £

You can click Add on this page to create a new profile. To modify the
existed profile, click the icon on the right-top to display a drop down
menu. Then click Edit Map & Plan to perform the modification, or click
Delete Map Profile to remove the selected floor plan profile.

marketing_... pe]

Delete Map Profile

w

Edit Map & Plan
S M - i |

- I

BEE
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Profile Name Display the name of the floor plan profile.
Device Display the number of AP devices placed on the plan profile.

Action Edit - Click to modify the profile.

Delete - Click to remove the selected profile.

To create a new profile:
1. Click +Add.
2. From the following page, enter profile name (e.g., test_Carrie) and click Browse to upload a

map (e.g. Floor_MAP.png). Click Continue.

2927 ¢ ° 8/5/24 System Administrator

Monitoring / Floor Plan

Profile Name test_Carrie ‘

Upload Map Floor_MAPpng

Cancel m

3. Afloor map will be displayed on the screen.

Monitoring / Floor Plan
Profile Name test_Carrie

# Edit Dimension + Add Device

R
Ehasin rh gt

pi==il

:
s

Tor :

-

Edit Dimension — Draw a line and enter the distance of length / width of the map.

Add Device - Click to display available VigorAP to apply it on to the map.
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4. Click +Add Device. Available VigorAP icons and name list will be displayed on the right side of
this page.

Monitoring / Floor Plan

Profile Name marketing_carrie

# Edit Dimension 4 Add Device

Drag and drop a virtual AP or an un-assigned AP to the fleor plan.

0_ [+]59 -
) 1 @

Un-assigned APs

Device Name Madel
A B10_001DAATDES 14 VigorAP 810
j [ A\ AP 1000C_0D1DAAD4FDB4  VigorAP 100

A AP 1000C0DIDAASTSD3S  VigorAP 100
LAPTIOOUSOTFFIZBFT  VigorP 710
£ 1l A APBOO_ODTDAAZASBTO  VigorAP 80D
+ AAP0IO0SOTFFITECA  VigorAP 903
| . £ AP90300SOTFFISZIE  VigorkP 803

& AP 910C_001DAATFIDEC  VigorAP 810C

Concel
5. Select the AP you want (e.g., VigorAP910C icon, in this case) from right side of this page. Drag
and drop the icon on the map. Later, an icon with effective signal range will be seen on the
screen.

Monitoring / Floor Plan

Profile Name marketing_carrie

# Edit Dimension + Add Device

Dragand drop a virtual AP or an un-assigned AP to the floor plan.

[+] [+ 1™
Ll L] e
Un-assigned APs
Device Name Model
A 810_001DAATDES14 VigorAP 810
A AP 1000C_001DAADSFOSS  VigorAP 10

A AP 1000C_001DAASTSD3E  VigorAP 10
A AP 710_00SO7FF138F7 VigorAP 710
A AP B00_0D1DAAZASET0  VigorAP 800
+ AAPO03OUSOTFFITECA  VigorAP 903
A AP 203_00SOTFFI2NE  VigorhP 903

A& AP 910C_D01DAATFSDBC  VigorAP 9100

s
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6. Slightly click the AP icon on the map. Two links of Link to an AP and Remove Device will be

shown on the right side.

Monitoring / Floor Plan

Profile Name marketing_carmie

ToT :

Remove Device - If you do not satisfy the location of AP icon, click this link to remove

the AP icon from the map.

Link to an AP - If you satisfy the location of AP icon, click this link to select VigorAP. All of
un-assigned AP names will be shown on the list. Choose the one you want and click
Apply. Then such map has been connected with the specified AP.

7. Click Link to an AP to select the AP you want. After clicking Apply, the name of the VigorAP will

be displayed below the icon on the map.
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8. Click save. The new created profile will be shown on the page.

Monitoring / Floor Plan

Add

Profile Name 4’ Devices Action

bedroom H #Edit T Delete
Ipg 0 & Edit T Delete
marketing_carrie 1 #Edit T Delete

Information detected by VigorAP can be displayed in this page. In which, the APs will be classified

with rogue AP and known AP in different colors.

Click the Rogue AP tab to display the following page. All the APs detected will be treated as

Rogue AP.

DrayTek Vigoracs 3

Monitoring / Rogue AP Detection

Last24Hours  Llast7Days | Last30Days

Perlodic Scan o

Scan Now

Known AP

Delete All

BSSID ssID

Custom | start: 2024-08-04

Band Channel security Detector slgnal

Pap 4:02:20 i
AutoTest_Dev (9) v e n L =) mk_carrie M
8/5/24 System Administrator

End:| 2024-08-05

Dally  Weekly StartTime | 100 .

Last Detected

These parameters are explained as follows:

Item

Last 24 Hours [ Last 7
Days [ Last 30 Days [

Custom
Scan Now

Periodic Scan

+Mark as Known

VigorACS3 User's Guide

Description

Display the access point(s) detected within 24 hours, 7 days, 30 days

or user defined days.

Perform device detection immediately.

After enabling this feature, access points will be detected periodically
based on the setting configured here.

Daily —VigorACS will detect access point on certain time every day.

Start Time — Specify a time point as starting time for device

detection.

Weekly - VigorACS will detect access point on certain time every

week.
On - Choose the day to perform device detection.
Start Time - Specify a time point as starting time for device

detection.

Vigor access points can be detected and be shown in the table under

Rogue AP. However, some of them might be known to you and should
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Delete

Delete All

not be listed here. To solve this problem, simply click the access point
and then click Mark as Known. The selected access point will be

transferred and listed under Known AP.
Remove the selected access point from the list.

Remove all of the access points from the list.

Click Known AP to display the following page. All the access points listed under this page will be

treated as friendly AP.

Monitoring / Rogue AP Detection

Last 24 Hours

Scan Now

a

Channel Security Comments
Ay Any
Any Any

Any Any

These parameters are explained as follows:

Item

Add

Edit

Description
Click to create a new entry for entering information for access point.

Change the settings for a selected access point.

Select one of the access points. The Edit link will be available for

clicking, then.

After clicking it, channel, security and comments will be allowed to be
modified with different values.

Scan Now Periodic Scan ) Daily  Weekly Start Time = 10:00

BSSID Channel Security
00:1d:22:00:00:02 Any Ay

22:33:11:22:33:33 Any v Ay v

00:1 diaa:04:40:81 Any
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Delete
Delete All
BSSID

Channel

Security

Comments

Save

Remove the selected access point from the list.
Remove all of the access points from the list.
Display the MAC address of the detected access point.

Display the channel used by the access point.

Check the box of the selected access point and click Edit.

Display the security mode used by the access point.

It can be changed.

Display a brief explanation for the access point.

It can be changed.

Save the settings.

These pages (WAN (SD-WAN), VPN (SD-WAN), VolIP (SD-WAN), Data Usage (SD-WAN)) are only

available when SD-WAN feature for the selected network group has been enabled. If not, after

accessing into these page, the following dialog will appear.

SD-WAN is not enabled

SD-WAN Is not enabled In this network. No new SD-WAN data will be

saved. Do you want to enable It?

If you click Yes, the system will open the Network Management web page and pop-up the

following dialog.

Use default settings

-

Bulk Data Is not cenfigured on this network. Do you want to apply the

default settings?

o -

Click Yes to use the default settings.

When the SD-WAN is enabled, refer to 4.4 Monitoring for SD-WAN Network Group for detailed

information of corresponding configuration pages.
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Setting Map

+Add New Network ~ TDelete This Network  s% Change Network

General Settings

Network ID Username
254 fae

Name Password
FAE v

Location

Advanced Settings

Enable SD-WAN

©

Bulk Data Settings

Set the category of data to be collected for statistical analysis. You can freely select the data you want to count, use drag and drop to place each category in the corresponding profile, and specify the report Interval at
which the profile returns a bulk data to the ACS. If you disable bulk data categories, it will affect the SD-WAN operation.

Profile #1 Enable () Profile #2 Enable () Avallable / Disabled Bulk Data Categorles
Report Interval (sec) Report Interval (sec)

120 v | ‘ 300 v ‘
Bulk Data Categories Bulk Data Categories

= WAN and VPN Slze: § = Users and Apps Slze: 4

= VoIP Suze:1

v

8.4 Configuration Menu for Network Group,

Configuration settings will vary for root network, group network and specified CPE.

This section introduces the menu item used for the network group with SD-WAN feature.

€2) Configuration
luol VPN Wizard

| ~J VLAN Setup
o AP Profile

| =
=

Switch Port

= Load Balance

Route Policy

&

Link Health Check

Interface Settings

fig

8.4.1VPN Wizard

VigorACS offers an easy method, VPN Wizard, to configure VPN settings for building VPN
connection between two CPEs.
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This page displays all the VPN connection status globally for Root Network or the VPN connection

status for the network group selected.

AutoTest_Dev (9) ~ Q

)rqy Tek vigoracs 3

Configuration / VPN

4 32, Root Network(100143)

&5 AutoTestNetwork(1)

&% AutoTest_Dev(9)

% AutoTest_SD-WAN(2)

) a%a AutoTest_VPN(1)

43 Hotspot_Web_Portal(2)

> &% Router_App_Network(2)

32 T_2024-08-04_ Wholesale_GA_D(0)

) o%a T_2024-08-04_Wholesale_GA_E(1)

) 52 T_2024-08-04_Wholesale_GA_QOBE(0)

%3 1_2024-08-04_addNetwork_A(0)

b % T_2024-08-04_addNetwork_B(0)

3 U_2123_100(100)

b ot U_2865 5(2)

) %a U_2866_5(4)

£3U_2027.5(5)

> &% VigorSwitch(2)

ihaaals)

) &% expireLicense_A(0)

% fullLicense_A(L)

53 issue6925(0)

> &% jason_test(])

+ Add Device

. Create VPN

+ Add Device:Drag device from Network Monitor at left, and arrange device position with mouse cursor.

2855L2c_14RBCI0TALE

2120n_001DARTFF2AL stun

32200 00iDAASSHTSE

e Network = PETE

?,&m_m
——— [2TP === S5L == VPN Disconnected

14:05:06
8/5/24

mk_carrie
System Administrator

c

show device name (@)

Different colors for arrows represent different protocols used in VPN connections. For example,

Purple means Network Group; Green means PPTP mode; Blue means IPsec mode; and Red means

the VPN connection is failed.

8.4.2 AP Profile

AP profile is used to apply to a selected access point. It is very convenient for the administrator to

configure the setting for access point without opening the web user interface of the access point.

The functions listed in the AP profile in VigorACS contain settings for all of models of VigorAP.

When an AP profile is created, it can be used to apply onto any access point managed by

VigorACS. If the access point does not have the functions defined in the AP profile, after being

applied, only the functions that the selected access point supports will be overwritten by the

selected AP profile.

Conflguration / AP Profile

+ Add

Profile Name

testDray0s4

testDray0ss

Device Provisioning

Name

4 ;% Allen_Installs

A EasyMesh_Auto_Add
A VIgorAPL062C

A VIgorAPg0s

A VIZOrAPIE0C

A VIgorAPgEaC

A 0

VigorACS3 User's Guide

Action
# Edit @ Delete O Duplicate < Copy To
# Edit  © Delete O Duplicate < Copy To

Model Name

VigorAP 805
VigorAP 1062C
VigorAP 805
VIgorAP 960C
VigorAP 962C

VigorAP 903

Last Provisioned

Status

AP Profile
Empty
(As Parent)
(As Parent)
(As Parent)
(As Parent)
(As Parent)

(As Parent)

Refresh E
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These parameters are explained as follows:

Item Description

+Add Create a new AP profile with basic settings.

Profile Name Display the name of the AP profile.

Action Edit - Configure detailed settings for the selected AP profile.

Delete —Delete the selected AP profile.

Duplicate — Click to duplicate a new profile (e.g., aaa(1)) based on the
selected profile (e.g., aaa).

Copy To - Click to open the following page. Then select a network
(e.g., Marketing_carrie in this case) from the tree view of Root
Network. After clicking the Copy To button, the configuration of
selected AP profile will be applied to the selected network (e.g.,

Marketing_carrie).

Root Network. ~ DrayTek vigoracss

+ Change Network

10 copyTo

Device Provisioning  Locate the access points for applying suitable AP profile.
Name - Display a tree view for model managed by VigorACS.
Model Name - Display the name of the model.

Last Provisioned — Display the time that AP profile was applied to the

selected device.
Status — Display the status (updating, complete and “-*) of the AP.

AP Profile — Choose an AP profile for applying to the selected AP. In
which, “As Parent” means to apply the profile listed on the top to the

selected AP.
Refresh Click to refresh current page.
Save Click to save the changes in this page.

Click +Add to create a new AP profile.
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Configuration / AP Profile

Add a Profile
Profile Type: DrayOS 4 AP Dray0Ss 5 AP
Profile Name: ‘ AP_Carrie ‘

AP Login Username: ‘ admin ‘

AP Login Password:

™ Back to profile list

These parameters are explained as follows:

Item

Profile Type

Profile Name

AP Login Username
AP Login Password
Back to profile list

Save

Description

Recognize and confirm your AP belongs to DrayOS 4 or DrayOS 5 and

select the correct version.

DrayOS 4 AP — Representative models such as AP903, AP802, AP912C,

etc.

DrayOSs 5 AP — Representative models such as AP1062C.
Enter a name of the profile.

Enter a username for login the access point.

Enter a password for login the access point.

Return to previous page, AP profile list.

Save the settings and display the new profile on the AP profile list.

Test # Edit | & Delete | [0 Duplicate | 0] Copy Ta
Test2 # Edit | @ Delete | [0] Duplicate | 0] Copy Ta
ttt # Edit | @ Delete | [0] Duplicate | 0] Copy Ta
redf # Edit | @ Delete | [0 Duplicate | [ Copy Ta
AP_Carrie # Edit | @ Delete | [0 Doplicate | [0 Copy Ta

To configure detailed settings for each AP profile, click the Edit button for the selected profile. The

setting page appears as follows:
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362

Configuration / AP Profile

gpffation Mode: Access Point  Range Extender
Mesh Node
SSID Settings
2.46 General Setup
Roaming
2.46 Wireless LAN @)

Load Balance

802.11 Mode Mixed(11b+11g+11n)

LAN

2.4G Channel Channel_11,2462MHz
Airtime Faimess
Channel Width Auto_20/40_MHz
Mobile Device Management

Extension Channel Channel_7,2442MHz

Application Antenna TR
WMM Configuration TX Power 100%
System MAC Clone

\%J MAC Address

A

Band Steering

56 capability Check Time sec.) 15

Mesh Root

4 Backto profile list

These parameters are explained as follows:

Item Description

Area A - Menu Item
° General Setup
o SSID Settings
®  Roaming
° Load Balance
° LAN

° Airtime Fairness

At present, the available menu items contain,

®  Mobile Device Management

° Application

®  WMM Configuration
®  System

° Profile Setting

Area B - Settings
Item.

This area will vary according to the item selected in Area A - Menu

If required, refer to User’s Guide of VigorAP for the detailed information of settings

definition.
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While detecting the connection quality for the whole network group, the ACS server will consider
the values of latency, loss, and jitter to get load balance for packets.

This page allows you to configure the weight for latency, jitter and packets loss.
Configuration / Load Balance C

Load Balance Mode PBased  SessionBased

Line Speed AutoDetect  According To Line Speed
Load Balance Weights Custom -
Upload Bandwidth Weight

Download Bandwidth Weight

Low Latency Weight

Low Jitter Weight

Less Packet Loss Weight

® Clear Save and Apply to CPEs

These parameters are explained as follows:

Item Description

Load Balance Mode IP Based - The same source [ destination IP pair will select the same
WAN interface as policy. It is the default setting.

Session Based - All of the WAN interfaces will be used (as out-going
WAN) for passing through new sessions to get better transmission
speed.

Line Speed Auto Detect - Select to let the CPE reach the best load balance. It is

the default setting.

According to Line Speed - Select it if you know the practical
bandwidth for your WAN interface.

Load Balance There are four weight types for choosing to meet your request.

Weights Bandwidth-Based - The load balance weight for each WAN will be

executed according to line speed setting (DownLink/UpLink Rate).

Quality-Based - The load balance weight for each WAN will be
executed according to the transmission rate, latency time and the
jitter time.

Reliability-Based - The load balance weight for each WAN will be
executed according to line speed and packet loss value. Usually, the
WAN interface with low packet loss will have the higher ratio to be
used.

Custom - You can distribute the usage ratio for each WAN interface
by setting weights for bandwidth, latency, jitter, and packet loss

respectively.

Upload /Download Bandwidth Weight - The higher the weight
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is, the WAN interface with higher bandwidth will get higher

usage.

Low Latency Weight - It defines the time taken by Vigor router
when sending the packets to the IP set in Link Condition
Detection. The higher the weight is, the WAN interface with lower

latency will get higher usage.

Low Jitter Weight - It defines the change rate of latency. For
stable session, small jitter value will be better. The higher the
weight is, the WAN interface with lower jitter will get higher

usage.

Less Packet Loss Weight - It defines the proportion that packets
will be discarded before arriving at the IP set in Link Condition
Detection. The higher the weight is, the WAN interface with lower

packet loss will get higher usage.

Clear Click to return to factory default setting.
Save and Apply to Click to save the settings and apply them to all the CPE devices under
CPE's the selected network group.

The Route Policy feature gives you control over how different types of outbound traffic are routed,
through any of the LANs, WANs or VPNs.

Dray Tek ve-s> oo R

Configuration / Route Policy

Q

status 4 comment t source Destination interrace Action

It is available only when SD-WAN feature is enabled for current used network group. If not

enabled, a notification will appear to ask for SD-WAN activation.

1. Click +Add New Route Policy to create a new profile. In default, the settings based on Basic

Mode will be shown as follows.
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+ Add a New Route Policy

Enable

Comment

Source

Destination

App Service Profile
Selected App Service

Send via Interface

Go to SD-WAN VPN Settings

«©

| Marketing_Carri |

|Any V|

| App Services v |

Create anew profile  From an existing profile

[ © [ows o mpeas o |

WAN 1 ~

+ Advanced Mode

Cancel ® Save and set to CPEs

These parameters for Basic Mode are explained as follows:

Item
Enable
Comment

Source

Destination

VigorACS3 User's Guide

Description
Click the icon to enable / disable the policy profile.
Enter a name of the route policy profile.

Set the source IP addresses to which this rule is to be applied.

Any - This rule applies to all source IP addresses.

IP Range - This rule applies to the specified range of source IP
addresses. If there is only one source IP address, enter the address in
both the Start and End fields.

Set the destination IP addresses to which this rule is to be applied.
Any - This rule applies to all destination IP addresses.

IP Range - This rule applies to the specified range of destination IP
addresses. If there is only one destination IP address, enter the
address in both the Start and End fields.

VolIP - This rule applies to VolIP packets.
App Services - This rule applies to App services.

Create a new profile - Click this tab to create a new App

Service Profile.

Selected App Service - Specify required App services (e.g,,
CNN, FTP, DNS, SMTP/SMTP STARTTLS, Wikipedia).

From an existing profile - If an App service profile has been
created previously, click this tab to choose an existing route

policy profile.

Selected an AP Service Profile - From the drop-down list,
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choose the one you want.

Note that, when a route policy is set with App services, it will be
applied to the router at the same time. Open
Configuration>>Routing>>Load Balance / Policy Route. The routing
rule with APP service will be highlighed and marked as "Managed By
SD-WAN'". It means the policy was created by ACS SD-WAN, and can
be edited or deleted by ACS SD-WAN only.

2865ac_001DAAD00000 / Configuration / Routing

Index  Enable Comment Protocol Interface SrcIP DestIP
1 Enable Any WANL Range Any
Managed By SOWAN 2 Enable Any WANL Any APP Service

3 Disable Any WANL Any Any

Send via WAN# [LAN#/DMZ/IP Routed Subnet - Select an interface from the
Interface list. The traffic will be sent to the designated interface.

+Advanced Click to open the configuration page with more options.

Mode

Saveand Setto  Save the above configuration and set to CPE devices.
CPEs

2. Click Save and set to CPEs.

Setting route policy to CPEs...
0% Please wait for a while.
@ Succeed: 0 ® Processing: 0 @ Waiting: 0 ® Failed:0

+ Show Details

3. Aroute policy has been set successfully.

= v Dray Tek wes:: .

Configuration / Route Policy C

+ Add New Route Policy

o Servi Proi In Use Remaining Maximum ©Note
opsee e 0 32 32 App service profiles are currently managed by VigorACS, unused profles will be removed automaticaly:

status & comment t Source Destination Interace Action

1 @Enabled Marketing_Carrie Any Any WANL £ Edit [ Delete

8.4.4.2 Creating a Route Policy with Advanced Mode

1. Click +Add New Route Policy to create a new profile. In default, the settings based on Basic Mode
will be shown as follows.
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+ Add a New Route Policy

Enable

Commant

Source

Destination

Send via Interface

«©

[ Marketing_Carriel
Any v
Any e
WAN 1 e

If you want to send via VPN (to the Hub), please dial VPN Hub and Spoke connection first.

+ Advanced Mode

Cancel [ Save and set to CPEs.

2. Click +Advanced Mode to get the following page.

Send via Gateway

via

Failover

Failback

(@ Note
If you want to send via VPN (to the Hub), please dial VPN Hub and Spoke connection first.

Default Gateway Specific Gateway

Packet Forwarding to WAN/LAN Force NAT Force Routing

— Basic Mode

Cancal [ Save and set to CPEs.

Item

Send via
Gateway

Packet
Forwarding to
WAN/LAN

Failover

VigorACS3 User's Guide

Description
Default Gateway - Traffic will be sent to the default gateway address
of the specified interface.

Specific Gateway - Traffic will be sent to the specified gateway
address instead of the default gateway address.

Specific Gateway - Enter an IP address.
Force NAT - The source IP address will not be used to connect to the

remote destination. Network Address Translation (NAT) will be used,
where a common IP address will be used.

Force Routing - The source IP address will be preserved when

connecting to the remote destination.

Click the icon to enable [ disable the failover function.
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Failover D

M Failoverto | Default WAN ~ | when

interface offlina.
Failover to Gateway Default Gateway Specific Gateway

Failover to - If the interface specified above loses connection, traffic
can be forwarded to an alternate interface or be scrutinized by an
alternate route policy. Use the drop down list to choose an interface

as an auto failover interface.

Failover to Gateway - The failed-over traffic can be sent to the

gateway.
Default Gateway - Click to use the default gateway.
Specific Gateway - Click to use a specific gateway.
Failover to Specify Gateway - Enter an IP address.

Failback - Click the icon to enable [ disable the failback function.
Basic Mode Click to return to configuration page with less options.

Saveandsetto  Save the above configuration and set to CPE devices.
CPEs

4, Click Save and set to CPEs.

Setting route policy to CPEs...
99% Please wait for a while.
@ Succeed:3 ® Processing: 0 @ Waiting: 0 @ Failed:0

+ Show Details

5. Aroute policy has been set successfully.

= - Dray Tek vene: i @

Configuration / Route Policy C

+ Add New Route Policy

pop s orofi InUse Remaining Maximum @ Note:
op serveprene 0 32 32 App service profies are currently managed by VigorACS, unused profileswill e remaved automatically. »

Status + Comment t Source Destination Interface Action

1 @Enabled Marketing_Carrie Any Any WANL SEdt @ Delete
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This page enables the system administrator to set up various profiles for quality monitoring. This
allows the VigorACS server to conduct quality monitoring on the WAN interface of each CPE using
different profiles.

P , .
= ) 8/5/24 System Administrator

Configuration / Link Health Check C

Add Profile Number Limit: 1/20

2 Profile Name Detection Method Primary Target secondary Target interval Action

1 Default Ping Detect 8.8.8.8 8.84.4 10 & View

Click +Add to create a new link health check profile.

Configuration / Link Health Check C
Add
Target Type P Address
Secondary Target (Optional)
Interval (sec)

These parameters are explained as follows:

Item Description

Profile Name Enter the profile name.

Detection Mode Select Ping Detect or HTTP Detect.

Target Type Display the target type of this profile.

Primary Target Enter the IP address to be monitored by VigorACS.

Secondary Target Enter the secondary IP address to be monitored by VigorACS.

(optional) If the IP address is the same as the Primary Target, only that specific IP

address will be monitored.
Interval(sec) Set the interval for monitoring the interface.

Save Click to save the changes in this page.
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This page enables the system administrator to set interface settings (WAN) for quality
monitoring. This allows the VigorACS server to conduct quality monitoring on the WAN interface

of each CPE using different profiles.

The default performance probe includes profiles of the Wired WAN and Wireless WAN.

Pcap i 2
) o) 14:34:11 mk_carrie
U_2927_5(5) v n -
Dray Tek viorscs: © & W i (M
2 . e
Configuration / Interface Settings (@7
Performance Probe  VolP WAN
Link Health Check
Profile Name Enable Action
" Proflle Detectlon Method Target
Wired WAN Performance [ Disablec Default Ping Detect 88.6.8,8844 Edit
Wireless WAN Performance [ Disablec Default Ping Detect 88.6.8,884.4 Edit
‘Apply to CPEs

Click Apply to CPEs to apply the configuration in this page to all the CPEs managed by VigorACS
server.

Click Edit of the selected profile (Wired WAN Performance or Wireless WAN Performance) to make

modifications.
; : : ~
Configuration / Interface Settings (@
Wired WAN Performance Probe
Enable Wired WAN Performance Probe [ @)
Link Health Check Profile Default (8.8.3.8,8.8.4.4) v
Link Health Check Detail 7 Edit
Detection Method Ping Detect
Primary : 3888
Secondary 8844
s [N

These parameters are explained as follows:
Item Description

Enable Wired WAN Switch the toggle to enable or disable this profile.

Performance Probe

Link Health Check Use the drop-down list to specify a link health check profile.
Profile

Link Health Check Display the detailed information of the link health check.
Detail

Click Save to save the settings and return to previous page.
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At present, the routers which support VoIP WAN (SD-WAN) are Vigor2927, Vigor2865 and

Vigor2866.

WAN1T : mos 4.3
WANZ : mos40 e
WAND : mos 3.6

------u-'-----movcc

————

Digital phones can be connected to any router via Ethernet interface (no need to support VolP

function). With the VoIP WAN function, we can set a range. As long as the signal strength falls

within this range, you can use digital phones to communicate with the remote end.

Configuration / Interface Settings

Performance Probe  ViolP WAN

Enable VoIP WAN

Change VolP WAN when current WAN MOS score is less than

And another WAN is better by

1 Clear

~
<

‘Saveand Apply to CPEs

These parameters are explained as follows:

Item

Enable VolP WAN

Change VolP WAN
when current WAN
MOS scoreis less
than

And anther WAN is
better by

Clear

Save and Apply to
CPEs

Description

Switch the toggle to enable or disable the VolP WAN connection.

If enabled, set a range for detecting the VolIP packets to pass through
VigorACS server.

Specify a MOS number as the starting point.

MOS, the abbreviation of "Mean opinion score’, represents overall
quality of a system. The rating for MOS is from 3.0(bad) to 4.0
(excellent).

Specify a MOS number as the ending point.

The rating for MOS is from 0.1(bad) to 0.9 (excellent).

Click to return to factory default setting.

Click to save the settings and apply to all of the CPE devices
managed by VigorACS server.

@ It is available only when SD-WAN feature is enabled for current used network group. If not

enabled, a notification will appear to ask for SD-WAN activation.
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8.5 Hotspot Web Portal for SD-WAN Network Group

Configuration settings of Hotspot Web Portal will vary for group network and specified CPE.

Hotspot Web Portal

Profile
Quota Management

Network & Device

—
| =
PIN Generator
=
I = Analytics

8.5.1Profile

Profile is used to create or modify Hotspot Web Portal profiles. Up to 20 profiles can be created to
meet different requirements according to LAN subnets, WLAN SSIDs, origin and destination IP
addresses, etc.

Pcap 5

) f 14:57:10 mk_carrie
U_2927_5 (5] v C 0 il

Dray Tek voscss : © 2 i st (M

Hotspot Web Portal / Profile C

User Group: | RootGroup ~

+add Profile Number Limit: 5/20
1] 4 proflle Name Enable Hotspot Server Mode Login Method Applled Interfaces Action

2 105.169 [ isabled ACS2asHotspotServer  Google LAN (1) WLAN 2.4G (1) WLAN 5G (1) ZEdit T Delete O Copy & Viewlog
6 copy_root_ltest [ pisabied J ACS3asHotspotServer  Click Through LAN (1,2) WLAN 2.46 (1,2) WLANSG (1,2) & Edit [ Delete Qi Copy @ Viewlog
T WWWIWWWWW [ Disabied ACS3asHotspotServer  Click Through LAN (1,2) WLAN 2.4G (1,2) WLANSG (1,2) < Edit [ Delete I Copy & ViewLog
8 [ Disabled ] ACS3 as Hotspot Server Click Through LAN (1) Z Edit [ Delete O Copy @ Viewlog
18 d [ Disabled J ACS3 as Hotspot Server Click Through LAN (1) Z Edit [ Delete O Copy @ Viewlog

These parameters are explained as follows:

Item Description

+Add Click to create a new hotspot web portal profile.
Index Display the index number of the profile.

Profile Name Display the name of the profile.

Enable Display if this profile is enabled or disabled.

Hotspot Sever Mode  Display the hotspot server mode.
ACS3 as Hotspot Server

The 3rd Party Hotspot Server

Login Method Display the login method used by this profile.
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Applied Interfaces Display the interfaces specified by this profile.

Action Edit - Click to configure settings for the selected profile.
Delete — Click to delete the profile.

Copy - The hotspot profile can be copied to another hotspot profile.

Enter the profile name and select items to be copied. Then click

Apply.

D) Copy Profile

NI."V-' F'rnfih-

MName

Copy ltem =

| nralac

ance

View Log — Click to review detailed information for the selected profile.

Hotspat Web Portal / Hotspot Profile

User Group:  RootGroup

LAN (1) WLA

Device Name MAC Address Time 1 Result Status

To create a new hotspot web portal profile:
1. Click +Add.

2. From the following page, enter profile name (e.g., NYF_carrie) and click Create.

-+ Create New Profile

New Profile Name NYF Camie

Sancel m

3. A new profile will be shown on the screen.

VigorACS3 User's Guide 373



Hotspot Web Portal / Profile

User Group: | RootGroup v

+Add Profile Number Limit: 3/20
Index 41 Profile Name Enable Hotspot Server Moda Login Mathod Applied Interfaces Action

1 NYF_Carrie Q=) Acs3asHotspot Server Click Through LAN (1) WLAN 2.4G (1) WLAN 56 (1) 2 it Delete O Copy @ Viewlog

2 dsadas =) ACS3asHotspot Server Click Through LAN (1) ZEdit  ©Delete O Copy @ Viewlog

3 NYF_carrle =)  ACS3asHotspot Server Click Through LAN (1) 2 Edit T Delete QCopy @ Viewlog

4. Click Edit for modifying the detailed settings.

Hotspot Web Portal / Horspat Praflle

User Group:  RoolGroup

Basic Sevtings

Enable Profile [ @)
Profile Name NYF_Carme
Comments Just for test

Hotspot Server Mode

Applied Interfaces

Subnet @ LANT CILAN2 O LANZ O LANS O LANS O LANG O LANT O LANS
WLAN 2.46 SSIDT () SSIDZ () SSID3 O SSIDE
WLAN 56 SSIDT ) SSID2 () SSID3 ) SSID

External RADIUS Server
External RADIUS Server No External RADIUS Server ZEdic
RADIUS MAC Authentication

RADIUS MAC Format aabbccddeet

RADIUS NAS-Idenfificr

Portal Server
Login Method @ Click Through () Facebook (1 Google () RADIUS Account () Leave Info

Captive Portal URL

Redirection URL Hitpi « | portal draytek com
HTTPS Redirection @

Captive Portal Detection @

Landing Page Method Fored URL

Landing Page URL

Note: Landing Page may not be shawn correctly when using OS built-in Captive Portal Detection.

Quoss Policy

Quota Profile Detaut

Expired Time After 15t Login  Idle Timeout  Bandwidth Limit

These parameters are explained as follows:
Item Description
Basic Settings
Enable Profile Check to enable this profile.
Profile Name Enter a name for hotspot profile.
Comments Enter a brief description to identify this profile.

Hotspot Server Specify the hotspot server.

Mode ACS3 as Hotspot Server - VigorACS server will be used as the
server for authentication.

The 3rd Party Hotspot Server - The third party server will be used
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Subnet

WLAN 2.4G[5G

External RADIUS
Server

RADIUS MAC

Authentication

RADIUS MAC

Format

RADIUS
NAS-Identifier

Login Method

Captive Portal
URL

Redirection URL

VigorACS3 User's Guide

as the server for authentication.
Applied Interfaces

The current Hotspot Web Portal profile will be in effect for the selected

subnets.

The current Hotspot Web Portal profile will be in effect for the selected
WLAN SSIDs.

External RADIUS Server

Display the IP address of the external RADIUS Server.
Edit - If required, Click to modify the RADIUS Server.

External RADIUS Server

Enable

Enable Accounting

Primary Server

Server

Destination Port

Retry

Secondary Server

Serve

Destination Port

If the RADIUS server supports authentication by MAC address, enable
RADIUS MAC Authentication and select the MAC address format that
is used by the RADIUS server.

Select the MAC address format.

Enter the server's ID.

Portal Server

There are several methods to be selected as for portal server.
Click Through -
Facebook -
Google -
RADIUS Account -

Leave Info -

Enter the captive portal URL.

Enter the URL to which the client will be redirected.
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HTTPS

Redirection

Captive Portal
Detection

Landing Page
Method

Landing Page
URL

HTML/Image for
Bulletin Message

Facebook ID

Facebook Secret

Google ID

Google Secret

Quota Profile

Cancel

Continue

If this option is selected, unauthenticated clients accessing HTTPS
websites will be redirected to the login page, but the browser may
alert the user of certificate errors. If this option is not selected,
attempts to access to HTTPS website will time out without redirection.

If this option is selected, the web portal page is triggered
automatically when an unauthenticated client tries to access the

Internet.
Specify the landing page for the client after passing the
authentication.

Fixed URL - Specify a landing page URL.

User Request - The user will be redirected to the URL they initially

requested.

Bulletin Message - Show a message on Bulletin.

It is available when Fixed URL is selected as Landing Page Method.

Specifies the webpage that will be displayed after the user has

successfully authenticated.

The user will be redirected to the specified URL. This could be used for
displaying advertisements to users, such as guests requesting

wireless Internet access in a hotel.

HTML/Image is available when Bulletin Message is selected as
Landing Page Method.

The message configured here will be briefly shown for a few seconds

to the user.

It is available when Facebook is selected as Landing Page Method.

Enter a valid Facebook developer app ID.

It is available when Facebook is selected as Landing Page Method.

Enter the secret configured for the APP ID entered above.

It is available when Google is selected as Landing Page Method.

Enter a valid Google app ID.

It is available when Google is selected as Landing Page Method.

Enter the secret configured for the APP ID entered above.
Quota Policy

Choose a policy profile to apply to web portal clients.

Refer to 8.5.2 Quota Management to define more profiles if required.
Click to Discard current modification.

Click to get into next page.
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5. Choose Click Through as Login Method. Then, click Continue for Splash Page Customization.

Splash Page Customization is available for ACS3 as Hotspot Server only.

Background Layout
Background 1 Color & @ =awr:
Background2Color & geeeere
Login Method Background @ v Welcome! mam:g in to enjoy Wi-
Color & 8
Login Method Opacity & G_
Browser Tab Title
Enable Browser Tab lcon
Enable Loge 9
Splash Page Logo & DrayTekRed | Image Upioa
DrayTek

These parameters are explained as follows:

Item

Background

Layout

Background1/2
Color

Login Method
Background
Color

Login Method
Opacity

Browser Tab Title

Enable Browser
Tab lcon

Browser Tab Icon

Enable Logo

Splash Page
Logo

VigorACS3 User's Guide

Description
Layout

Select either Color or Image as the login page background scheme.

Select the background color of the login window (up and down layer)
from the predefined color list, or enter the RGB value (with the format
of HEX).

Select the background color of the login panel from the predefined

color list, or enter the RGB value (with the format of HEX).

Adjust the opacity (1-100) of the login panel.

Enter the text to be shown as the webpage title in the browser.

Click to enable [ disable the browser tab icon for VigorACS WUI.

DrayTek - It is default setting.

Image Upload - Select an image by using Browse and upload to

VigorACS. It will be used as the browser tab icon for VigorACS WUI.
Click to enable [ disable the logo display on the login window.

DrayTek Red - It is default setting.

Image Upload - Select an image by using Browse and upload to

VigorACS. It will be used as the logo display on the login window.
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Layout

Splash Page Components

Welcome Message &

Terms & Conditions Text @

Content &

Splash Page
Components

Welcome

Message

Terms &
Conditions Text

Content

Marketing Text

Components

Componems Login Methed

& Welcome Message

@ Terms & Conditions

& Marketing

& Language Option
Welcomel Please g in to enjoy
WiF|

@ iravereadand

Terms and Condl

P

User must tick to get the Internet access

# English (UK}

Welcome! Please log in to enjoy Wi-
F.

54

Terms

For information on the data Draytek collects and how
it is used please see the Draytek Privacy Policy.

I have read and accept the Terms and Conditions

I'Would like to receive emails about the latest events,
products, and services from you

Defines the content of the splash page. Select the one(s) to show on

the login page.

Welcome Message

Terms & Conditions

Marketing

Language Option

Enter the text to be displayed as the welcome message.

If it is enabled, it will be shown on the second page after clicking the

Connect [/ Submit button on the login page.

Enter the text which will be shown after the checkbox for Terms and

Conditions.

If it is enabled, it will be shown on the second page after clicking the

Connect / Submit button on the login page.

Enter the text to be displayed in the Terms and Conditions window.

If it is enabled, it will be shown on the second page after clicking the

Connect [/ Submit button on the login page.
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Enter the text which will be shown after the checkbox for marketing

information.
Marketing If it is enabled, it will be shown on the second page after clicking the
Content Connect / Submit button on the login page.

Enter the text to be displayed in the Terms and Conditions window.

Language Use the drop down menu to select a language.
Browse - Select a properties file from your host.
Upload - Click to upload a language file.

Download - Click to download a language file.

Login Method
Leyour — =
Connect Button Color & ‘ inear-gradientito right, #5568 o
Connect Button Text & Connect 3]
Enable Hint Message & [ @)
o o ot e #& English (UK
| Welcome! Please log in to enjoy Wi-
EOQ
(o}
Connect... It is available when Click Through is selected as Landing Page
Method.
Connect Button Color - Select the color of the connect button from
the predefined color list, or using the RGB value (entered with the
format of HEX).
Connect Button Text - Enter the text to be displayed on the connect
button. The color of the text can be set from the predefined color list
or using the RGB value (entered with the format of HEX).
Connect Button Color @ | incargradienttto right, #emsea 09 D
Connect Button Text & Connect oy
Enable Hint Message & ()
Click to Get Internet Access D
Facebook ... It is available when Facebook is selected as Landing Page Method.

Welcome! Please log in to enjoy Wi-
Fi.

f Log in with Facebook

Facebook Login (Login with Facebook) - Enter the text to be
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displayed on the login button. The color of the text can be set from the
predefined color list or using the RGB value (entered with the format
of HEX).

Google ... It is available when Google is selected as Landing Page Method.

Welcome! Please log in to enjoy Wi-
Fi.

& signinwith Google

Google Login (Sign in with Google) - Enter the text to be displayed on
the login button. The color of the text can be set from the predefined

color list or using the RGB value (entered with the format of HEX).

RADIUS ... It is available when RADIUS Account is selected as Landing Page
Method.

Welcomel Please log in to enjoy Wi-
Fi.

RADIUS Username - Enter the account nhame for passing the RADIUS
authentication.

RADIUS Password - Enter the password for passing the RADIUS
authentication.

RADIUS Login Button Color - Select the color of the login button from
the predefined color list, or using the RGB value (entered with the
format of HEX).

RADIUS Login Button Text - Enter the text to be displayed on the login
button. The color of the text can be set from the predefined color list

or using the RGB value (entered with the format of HEX).
Submit... It is available when Leave Info is selected as Landing Page Method.

Welcome! Please log in to enjoy Wi-

A
B Agree

Submit
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Enable Hint
Message

Cancel
Previous

Continue

Profile Number Limiz 10

m
“
B

Submit Button Color & . .

Submit Button Text & Submit

Enable Hint Message

+Add - Click to add general information, email or check box on the
login panel which will be shown on the login panel as entry box or

check box.

Submit Button Color - Select the color of the submit button from the
predefined color list, or using the RGB value (entered with the format
of HEX).

Submit Button Text - Enter the text to be displayed on the submit
button. The color of the text can be set from the predefined color list

or using the RGB value (entered with the format of HEX).

Click to enable [ disable the hint message.

If enabled, enter a sentence as a hint message.
Click to Discard current modification.
Click to return to the previous page.

Click to get into the next page.

6. After finished the settings, click Continue to open the following page. This page configuration

is optional.
Hotspot Web Portal / Hotspot Profile
User Group: = RootGroup
e
Type: | Al
Index Type Enable Content Action
[ prevous | swe
Click +Add to create a whitelist profile and apply to this hotspot profile.
Index Type Enabls Conty Acti

These parameters are explained as follows:
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Item Description

+Add Click to add a new whitelist profile.

Clear All Click to remove all of the whitelist profiles.

Type Use the drop-down list to specify the type of the whitelist profile.
NAT Rules

Destination Domain
Destination IP

Destination Port

Source IP
Enable Click to enable [ disable the whitelist profile.
Content Enter the value if required. It varies according to the type selected.
Action Delete - Click to remove the selected whitelist profile.
Cancel Click to Discard current modification.
Previous Click to return to the previous page.
Save Click to save the changes in this page.

7. Click save to finish and save the configuration.

Dray ek vioscs pp——— —a
Hotspot Web Portal / Hotspot Profile
User Group RootGroup

Profile IB  Profile Name Enable Legin Method Applied Interfaces Action

9 NYF_Carrie [ Enabled ] Click Through LAN 1) WLAN 2.4G (1] WLAN 5G (1) Edix  H Delec

Quota management integrates bandwidth limit, session limit, applicable device number and
validity period into one profile. This profile is prepared for a hotspot web portal profile.

— O - 8/5/24  system Administrator

Hotspot Web Portal / Quota Management C

UserGroup:  RootGroup v

Add Profile Number Limit: 2/20

Index 4" Profile Name Explred Time After 1 Login Idle Timeout Bandwidth Limit Sesslon Limlt

1 Default 0d 6h0m [ isabicd ) Unlimited Unlimited
[ osabled ]

2 tt_root 6d 6h 6m Unlimited Unlimited

These parameters are explained as follows:
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Item Description

User Group Specify a user group to display the quota management profiles under
that group.

+Add Create a new profile.

Delete Click to delete the profile.

Index Display the index number of the profile.

Profile Name Display the name of the profile.

Expired Time After Display the time remained for use after the first login.

st Login

Idle Timeout Display if the function is enabled or disabled.

Bandwidth Limit Display the number of bandwidth limit.

Session Limit Display the number of session limit.

The following setting page appears when +Add is clicked.

Hotspot Web Portal / Quota Management

User Group :

Add Quota Policy Profile

Profile Name 0P 1

Account Validity

Expired Time After 15t Login 0 ~ 6 ~ 0~
days hours minutes

Enable Idle Timeout ()

Idle Timeout

Device Control

Devices Allowed Unlimited ~ /account

Enable Reconnection Restriction (J

Restriction Type Set Particular Time Set Time Period
0 ~ hours | ~ | mins

Block the same user from reconnecting for the set
period

s |
These parameters are explained as follows:
Iltem Description
Add Quota Policy Profile
Profile Name Enter a name for this profile.
Account Validity
Expired Time After Enter the time (days, hours and minutes) remained for use after the
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st Login first login.

Enable Idle Timeout  Click to enable the function of idle timeout.
Idle Timeout - Set the timeout for breaking down the Internet after
passing through the time without any action.

Device Control

Devices Allowed Enter a number (1-100) of devices applied with this profile.

"Unlimited" means no number limitation.

Enable Reconnection = Click to block the same client reconnecting to Internet.
Restriction Restriction Type - There are two types to set the time period.

Set Particular Time - The same user is unable to connect to

Internet before the time setting.
Set Time Period - The same user is unable to connect to Internet
before the time period.

Bandwidth and Session Limit

Enable Bandwidth Click to enable the function of bandwidth limit.

Limit Download Limit - Enter a value to define the maximum data traffic

(downloading) for each client connecting to Vigor device.

Upload Limit - Enter a value to define the maximum data traffic

(uploading) for each client connecting to Vigor device.

Enable Session Limit = Click to enable and set session limit.
Session Limit - Enter a value to define the maximum sessions for
each client connecting to Vigor device.

Cancel Discard current modification.

Save Save the current settings.

Each network group and / or device can be assigned with different hotspot profile.

Pap | 5:01:57 i
Dray Tek vsoncs: © 2 W it (M

Hotspot Web Portal / Network & Device
Name Model Name Hotspot Profile
a4 U075 As Parent -
@ 292TVac_1449BC22C2C0_104.1 Vigor2927Vac As Parent -
@ 292TVac_1449BC22C400_103.1 Vigor2027Vac As Parent -
™ 2927Vac_1449BC22C428 1011 Vigor2927Vac As Parent -
@ 292TVac_1449BC22C588_106.1 Vigor2027Vac As Parent -

@ 2927Vac_1449BC22C630_102.1 Vigor2927Vac As Parent -

These parameters are explained as follows:

Iltem Description
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User Group

Hotspot Profile

Save

Specify a network group. Specify the hotspot profile(s) for the device

under the selected network group.

Select a hotspot profile for the selected group [ device.

As Parent - Use the same setting as the previous layer.

Save the current settings.

The system administrator can generate multiple PIN codes for various uses. Before generating

PIN codes, please make sure a USB has been inserted onto your Vigor device.

The system administrator can generate multiple PIN codes in response to the user's (e.g.,

enterprise) demand.

DrayTek VigorAcs 3

Hotspot Web Portal / PIN Generator

UserGroup: | RootGroup "

PIN Generator PIN Status

“TGenerate new PIN

Show | 10 v | entries

Id 4'  Profile Name Create Time

Delete Expired Profiles automatically

: Paap Fren
U_2927 5(5) ~ ° a1 [0 28 mk_carrie g
8/5/24 System Administrator

Profile Number Limit: 0/600

Hotspot Proflle/ Quota Management Quantity
Action
Hotspot Profile Quota Explred Time after 1" Logln " Generated Used Unused

These parameters are explained as follows:

Item

User Group

+Generate new PIN

Delete Expired
Profiles
automatically

Description

Specify a network group. Specify the hotspot profile(s) for the device

under the selected network group.
Click to generate a new PIN profile.

If enabled, the expired profile will be automatically removed at 12:00
AM every night.

Switch the toggle to enable or disable this function.

Click Generate new PIN to create a new profile.
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U_2927_5(5) v Q

- Generate new PIN

PIN Generator Profile

Profile Name x
PIN Digits [ ~
Quantity 1 -
PIN Validity 1Day ~

Bind PIN Code to Router v

Hotspot Profile 105.169 v
Quota Management Policy Default

Expired Time after 1 Login 0d 6h Om

Device(s) Allowed per PIN Unlimited

Sneed | imit Inlimitad {1 Inlnadl | Inlimited (Moasnlaad)

Ca n(el m

These parameters are explained as follows:
Item Description
PIN Generator Profile

Profile Name Enter a name for the profile.

PIN Digits Specify the length (6/7/8/9) of PIN code.
Quantity Set the quantity (1~20) of the PIN code.
PIN Validity Set the period of time that the PIN will be kept in the database.
Bind PIN Code to Select a router (under the selected network group).
Router
Hotspot Profile Select a hotspot profile.
If there is no profile to be selected, please open Hotspot Web
Portal>>Profile to create a new profile. In which, “ACS3 as Hotspot
Server” must be selected as the Hotspot Server Mode.
Quota Management Policy - Display the name of the management
policy.
Expired Time after 1t Login - Display the expired time.
Device(s) Allowed per PIN - At present, no limitation.
Speed Limit - At present, no limitation.
Print PIN Code
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Show Quota Policy

Show PIN Expire Date

Router Name

Router Note

Voucher Title

Custom Message

Apply

Select this item to display the quota policy on the voucher.

Select this item to display the expiration date (according to the date
on PIN Validity) of the PIN on the voucher.

Select this item to display the router's name selected on the Bind PIN

Code to Router on the voucher.

Select this item to show the brief description for the selected device
(olso displayed on router’s note 1, Network & Service

Management>>Network Management) on the voucher.
Set the title (up to 30 characters) of the voucher.
Set a message (up to 50 characters) displayed on the voucher.

Click it to generate a PIN code as a voucher.

Click Apply to save the settings. A new profile (in this case, PIN_Carrie) will be shown on the web

page.

Hotspot Web Portal / PIN Generator

UserGroup: = RootGroup v

PIN Status

Generate new PIN

Show 10 v | entries

Id 4 Proflle Name Create Time

1 PIN_Carrie

2024/08/19 09:27:48

Profile Number Limit: 1/600

Hotspot Profile/ Quota Management Quantity

Actlon
Expired Time after 1t

Hotspot Profile Quota Login Generated |©  Used Unused

105.169 Default 0d 6h Om 1 0 1 2 Print Unused PIN T Delete

Delete Expired Profiles automatically

©

These parameters are explained as follows:

Item

Print Unused PIN

Delete

Delete Expired
Profiles

VigorACS3 User's Guide

Description

Open a page to display the unused PIN number.

% Print Unused PIN - Google Chrome

@ aboutblank

WiFi PASS
PIN Code : 458560

0d 6h Om

Unlimited

Unlimited (Upload)
Unlimited (Download)
Unlimited
2024/08/20 09:27:48

Expired Time:
i Device Allowed:
i Speed Limit:

Session Limit:
i PIN Expired Date:

Enjoy your WiFi Network

Remove the selected PIN profile.

If enabled, the expired profile will be automatically removed at 12:00

AM every night.
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automatically Switch the toggle to enable or disable this function.

This page displays the PIN codes generated by PIN Generator.

Hotspot Web Portal / PIN Generator
User Group: | RootGroup ~
PIN Generator
Status ALL Used Unused
Generator Profile Show All v

Hotspot Router

Client Device

Show| 10 v | entries

# PINCodel’  status Generator Proflle Quota Profile Create Time

458560 PIN_Carrie Default 2024/08/19 09:27:48

PIN Explre Date

2024/08/20 09:27:48

Hotspot Router Action

2027_1449BC13E640 Bl Revole

a
These parameters are explained as follows:
Item Description
Status All - Select to show all the PIN codes on this page.
Unused - Select to show unused PIN codes on this page.
Used - Select to show used PIN codes on this page.
Generator Profile Use the drop down menu to display all the profiles or the selected
profile.
Hotspot Router Enter the MAC address or the name of the device (hotspot router) to
display the PIN status related to the device.
Client Device Enter the MAC address of the client to display the PIN status related to

the client device.

Action Revoke — Remove the selected entry.
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This page displays the locations of the routers on the map, top 10 busiest hotspot routers and a

list of clients accessing into the Internet via the hotspot web portal.

Hotspot Web Portal / Analytics

HE RN
Last 24 Hours Last 7 Days Last 30 Days
Index [T Username

108 Tim Yang

Custom Start: 2020/03/10

User Device

3497F6804F5A

Top 10 Busiest Hotspot Router

Today ~Week  Month

Hotspot Router Visitor Action

2927Lac_1449BC023768 26 *

i

+

WEAFO2020 ERER EEEEES

End:| 2020/03/11 Rows 20 v B

Hotspot Profile Hotspot Router Last Login Time Action

tt0310_1_1156 2927Lac_1449BC023768 2020-03-10 16:17:23 115568763669897313464

These parameters are explained as follows:

Item
Map

Top 10 Busiest
Hotspot Router

Last 24 Hours, Last 7
Days, Last 30 Days,
Custom

Index
Username
User Device
Hotspot Profile

Hotspot Router

Last Login Time

VigorACS3 User's Guide

Description
Display the location of the client.

Display the top 10 busiest routers.

Today - Display the name of the router, number of clients and

performed action at the present day.

Week - Display the name of the router, number of clients and

performed action within one week.

Month - Display the name of the router, number of clients and

performed action within one month.

Choose the time period, last 24 hours, 7 days or 30 days. Or click

Custom to specify a certain period, for displaying the router location.

Display the index number of the router.
Display the username of the client.

Display the MAC address of the router.
Display the name of the hotspot profile used.

Display the name of the router used by the client to access into

Internet.

Display the last login time.
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Applications

A.1How to apply an AP profile to AP device(s)?

1. Choose a group containing with access points (e.g.,, “RD8" in this case) from Root Network.
DrayTe

Root Network{241)

[ e —

, AP 910C_001DAATFSDEC
& RDS(9)

AP 912C_DD1DAATZETAA

& RDE2)

AP 918RPD_001 DAASFS80C
& RD7(1S)

AP 920R_001 DAAGIZCTE
2 Do EX 2000ac_001DAADTECES

Espaniol_2832n_001DAAESOEDD
& SEGI) -

G2500_001DAACT 94F
& Shanghai{15) =

2. Open Configuration>>AP Profile.

configuration / AP Profile

(L Configuration
Action
7Edit [ Delete () Duplicate )l Copy To
o
=
Device Provisioning
MName Model Name Last Provisioned Status AP Profile

4 &b mDs

In the Device Provisioning, all of the access points grouped under “RD8" are displayed
under the field of Name.

3. Select the AP (e.g, AP 920R in this case) required to apply new AP profile; and use the drop
down list of AP Profile to specify a profile (e.g, Marketing_carrie in this case).

A\ 5P 920R 001DAAG32CTS VigorAP 920R s - Marketi v

(As Parent)
'y VigorAPS00 VigorAP $00
Root Natwork-UK-Copy-adit

fekeh E

You can click +Add New Profile to create a new AP profile if there is no AP profile to be
chosen or the existed AP profile is not suitable for the AP model.

Click Save. The settings in web user interface of the selected VigorAP will be overwritten with the

settings configured in AP profile immediately.
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Chapter 9 Device Menu

On the dashboard for CPE, the Device menu contains:

———— Dashboard
| ()
Statistics
Monitoring

Configuration

Advanced

9.1 Dashboard for CPE

Use the drop-down menu on the top of the left side to select a CPE (e.g., Vigor2927 series).

Root Network (100143)

Model

¢ RootNetwork » AutoTestNetwork

&5 AutoTest Dev (9)

= Dray Tek voms: & o e

8/5/24 System Administrator
1 (@) ZALEE IR SR Device Status: @ Online  Alarms:2  ActiveClients:0  AutoRefresh: Disable v C
Port Status WAN Overview  Last 28 hours:
L19MB @ Total
ar656KD
M e
presers Py
s j—
0By
Device Information 160 1800 2000 200 0000 0200 0400 0600 0800 1000 1200 1400

Total | (1447TMB 42566 MB)

100%
Device Name 2027Lac_1449BC023768
WANL | (1447MB 12566 M8) 100%
1P Address hitp://192.168.106.140:80
WAN2 | (10Byte LOByte) 0%
Network Name AutoTestNetwork
WAN3 | (10Byte $0Byte 0%
Model Vigor2027Lac @ . [ (10 el
Firmware Version 14230 N | (roByte Lopyie) 0%
MAC Address 14:40:8C0237:68 UE | (70Bytz L0Byte) 0%
UpTime 0day 12:19:31 WANG | (10Byte 0Byte) 0%
«
- show more
WAN Line/Mode 1L Uptime: Active Mode
System Resource O tasthours: WANL  Ethernet/ Static P 162.168.106.140 0d 12h 18m AlwaysOn
WAN2  Ethernet/ DHCP Client 0d 00h 00m AlwaysOn
cpu 4% Memory 81%
WANZ  Wireless_2.46/— 0d 00h 00m AlwaysOn
100% 100%
5% %
so% s WANG  Wireless_5G 0d 00h 00m AlwaysOn
5% 2%
[ "
1600 2000 00:00 0400 0800 1200 1600 2000 0000 0400 0800 1200 LTE LTE / DHCP Client 0d 00h 00m

WANG  USB/DHCP Client
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9.2 Statistics for CPE

Statistics is available for a selected group network or CPE.

The page offers statistics for the selected device listed under root networks, including usage

overview, wireless clients Overview, data traffic, device ranking, and client ranking. By clicking Last
24 Hours, Last 7 Days, Last 30 Days or Custom setting (define the period), the administrator can

obtain various statistics within the time period.

Dray Tek v

Statistics
Last 24 Hours Last7Days  Last30Days | Custom start:| 2024-06-23 End: 2024-08-05
Usage Overview - X Wireless Clients Overview
Total Number of Clients Wireless Clients Wired Clients
1 0 (0%) 1(100%)
Total amount of Traffic Download Upload Band
130.17 MB 124.87 MB (95.9%) 5.30 MB (4.1%)
Max. Number of Concurrent Clients Avg. Number of Daily Client @
W24 WG
Clients - 7
‘ Traffic
Wired (O Wireless
5 572MB
4TTMB
381MB
N 286MB
191MB
976.56 KB
o 0Byte

0701 07-08 07-16 0724 0801
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0701

ssiD

M NoData

0708 07-16

15:50:35 mk_carrie
/5124 System Administrator
S X
os
M Android M i0S B Windows
B Linux
S X

Wired O Wireless

0724 08.01
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Monitoring menu offers options for monitoring the normal and abnormal actions for network,
group and CPE. This section offers Monitoring menu items for a selected CPE (in this case,

Vigor2135 series is used as an example).

| (9) Monitoring
Alarm
. Logs

Alarm message will be recorded on VigorACS 3 server when there is a trouble happened to the

device (CPE). Only the users within the same user group will be notified for the message.

Dray Tek vsoncs : o ° B ool |
Monitoring / Alarm 2024/07/06 to 2024/08/05 Search No. / Dev A Q
rm € History
Delete All + Download .

No. AckStatus  Time Device Name Network Name MAC Address Alarm Level  Alarm Message Alarm Type AckTime  AckUser

38517757 Not Ack 2024/08/05 05:20:19 2135Vac_1449BC03B060 aaa 14:49:BC:03:B0:60 Major Device Loss Connection Device Lost Connection

These parameters are explained as follows:
Item Description

Alarm [ History Alarm - Display the alarm records recently.

History — Display all the alarm records that have been solved and

cleared.
Delete Clear the alarm record which has been solved by VigorACS 3.
Delete All Clear all of the alarm records which have been solved by VigorACS 3.
Download Click this button to save alarm log as a XLS file.
No. Display the index number of the alarm. It is offered by VigorACS 3

automatically.

Ack Status Display the status of the records with the type specified here (Not Ack
or Acked).
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Time

Device Name
Network Name
MAC Address
Alarm Level

Alarm Message

Alarm Type

Display the time of the device to be monitored.

Display the name of the monitored device.

Display the name of the network that the managed device belongs to.
Display the MAC address of the monitored device.

Display the alarm message with the severity (e.g, Critical) specified.

Display a brief explanation for the alarm sent by VigorACS 3

automatically.

Display the alarm message with the type specified.

It provides records of action executed, name of the selected device, MAC address, Device IP, and

Current Time for CPE device managed and monitored by VigorACS.

Monitoring / Logs

Device ID MAC Address Device IP Action Action 1D Time

These parameters are explained as follows:

Item

Log Type

Delete
Delete All

Download

VigorACS3 User's Guide

Description

Click one of the tabs (e.g., All CPE Actions, Device Reboot, Reboot By
CPE, Reset System Password, Set Parameter, File Transfer, Setting
Profile, Device SysLog, CPE Notify, Device Register, Device Operate and
etc.) to display related log on this page.

Enter the condition for VigorACS to search and display relational

information.
Clear the alarm record which has been solved by VigorACS.
Clear all of the alarm records which have been solved by VigorACS.

Click this button to save the log as an XLS file.
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This section introduces the menu item used for the selected CPE (AP or router) briefly. For
more detailed information on each menu item, refer to User's Guide of the selected CPE
device.

Available configuration settings will vary for root network, group network and specified CPE.

Configuration

WAN
B LAN
Hotspot Web Portal
Routing
NAT
Hardware Acceleration
Firewall

User Management

Configuration Objects Setting
QoS
VPN Wizard
Applications
B3 AP Profile ep
~ Load Balance VPN
= LTE
B Route Policy
Configuration
Link Health Check Mesh
VPN Wizard .
Interface Settings Wireless LAN
= AP Profile
- Bandwidth Management
Root Network Group Network CPE

The menu items for a selected CPE device, generally, are the same as the settings on web user
interface of the selected device (CPE, AP and etc.).

It is not necessary for the administrator to access into the web user interface of the selected CPE
to make setting changes. If required, the administrator can modify the settings for the selected

device through the options displayed under Configuration. The modifications will be applied to
the selected device immediately.

How to select a CPE? On the left-top side of the home page of VigorACS 3, click the Network tab
and find out the CPE you want. Then, click the CPE. A dashboard of the selected CPE will be shown
on the screen.

The menu items under Configuration will vary based on the CPE selected.
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Root Network (100142)
Network
Inventories > Vigor2865
Vigorl67 (1)
Vigor2120 (2)
Vigor2133 (101)
Vigor2135 (2)
Vigor2762 (1)
Vigor2765 (1)

Vigor2850 (1)

L-k' 2865ac_1449BCO5F1A8

é‘ 2865Lac_1449BC3D7A08

&-. 2865Vac_1449BC34F5D0
é’ 2865Vac_1449BC34FE08
L-k' 2865Vac_1449BC34F660_109.1

é‘ 2865Vac_1449BC34F690_108.1

2865Vac_1449BC34FE98
Port Status

o o e Vigor2865Vac
ACT WANZ QoS SN Sl % & LM% vosi2 secumy Firewol

P e e e - = SR SR omm
o e e e
= 24G  5G Phone2 use ) ) »” ~

IP Address link

The menu items for Configuration will vary based on the selected CPE (AP [ router).

Configuration

WAN
1 B LAN
= Hotspot Web Portal
I o Routing
NAT

Hardware Acceleration
Firewall

User Management
Objects Setting

QoS

Applications

VPN

LTE

Mesh

Wireless LAN

Bandwidth Management

Device Information DSL Information
Device Name 2865Vac_1449BC34FE98 DSL Status TRAINING
1R Add http://192.168.106.141:80 DSL Type vDsL2
Network Name AutoTest_VPN Download Speed(kbps) 0
Model Vigor2865Vac @ Upload Speed(kbps) 0
Firmware Version 442 STD SNR Margin 0
MAC Address 14:49:BC:24:FE:08 Loop Attenuation(0.1dB) 0
Up Time 110 days 23:18:18 CRC Errors 0
» show more ~ showmore

If the administrator wants to access into the web user interface of the selected CPE, click
the IP address link of the selected CPE on the CPE dashboard.

VigorACS3 User's Guide
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9.4.1 WAN

398

WAN settings relate to access Internet for CPEs. For more detailed information, please refer to the

user guide for the CPE.

9.4.1.1 Internet Access

2927Lac_1449BC023768 / Configuration / WAN c
Connection Detaction Alarm Index Display Name Physlcal Mode Access Mode Status Bandwldth(Kbps) DownLink/UpLink Ping Latency Ping Jitter Ping Pkt Loss
Multi-VLAN Enable  WANL Ethernet Static o Dynamic IP Enable  9/7 88ms 2.0ms 0%
Disable  WAN2 Ethernet Static or Dynamic IP Disable  0/0 oms Oms 0%
WANIPYG
o Disable  WAN3 Wireless 2.46 None Disable  0/0 oms oms 0%
= WAN Budget
Disable  WAN4 Wireless 56 None Disable  0/0 Oms 0ms 0%
DHCP Client Option IPvd Enable  LTE 46 Connection usB 36/4G USB Modem(DHCP mode) Enable  0/0 oms oms 0%
DHCP Client Option IPV6 Enable  WANG usB 2G/4G USB Modem(DHCP mode) Enable  0/0 Oms 0ms 0%

Mode

Load Balance Setup

1P Based ~

Line Speed Auto Detect v

Weight Type Bandwidth-Based v

@ Note:

e Latency, jitter, and packet-loss require setting Link Condition Detection in each WAN setting page.

These parameters are explained as follows:

Item

Table

Load Balance Setup

Description

Alarm - Display if the alarm function is enabled or disabled.
Index - Display the index number of the WAN interface.
Display Name - Display the description for the WAN interface.

Physical Mode - Display the physical mode (e.g., Wireless 2.4G [
Wireless 5G) of the interface.

Access Mode - Display the access mode for the WAN interface.
Status - Display if the WAN interface is enabled or disabled.
Bandwidth(Kbps)DownLink/UpLink - Display the downlink / uplink
bandwidth ratio.

Ping Latency [ Ping Jitter [ Ping Pkt Loss - Display the latency |/ jitter /
packet loss value.

Mode - The default is IP Based. Choose Session Based to get better
transmission speed.

Line Speed - Choose Auto Weight to let the router reach the best
load balance. According to Line Speed to let the router reach the best

load balance based on line speed.

Weight Type - Choose Bandwidth-Based [ Quality-Based [
Reliability-Based as the weight type. Or choose Custom to define
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Upload Weight, Download Weight, Latency Weight, Jitter Weight,
Pkt Loss Weight respectively.

Save Save

Upload [ Download Weight- The higher the weight is, the WAN
interface with higher bandwidth will get higher usage.

Latency Weight - It defines the time taken by Vigor router when
sending the packets to the IP set in Link Condition Detection. The
higher the weight is, the WAN interface with lower latency will get
higher usage.

Jitter Weight - It defines the change rate of latency. For stable
session, small jitter value will be better. The higher the weight is,

the WAN interface with lower jitter will get higher usage.
Pkt Loss Weight - It defines the proportion that packets will be
discarded before arriving at the IP set in Link Condition

Detection. The higher the weight is, the WAN interface with lower

packet loss will get higher usage.

the current settings.

To modify the general setup settings for each WAN, move the mouse cursor on the WAN# under

Index and click to open the foll

DrayTek [ Configuration /| WAN

General Setup

Alarm

owing page.

ent If you change Alarm option on Configuration = WAN, you need to

Enable O

Display Name

Physical Mode Ethernet

Enable Load Balance O

Active Mode Always On Fallover

Physical Type(Ethernet) Auto negotiation -
Customer VLAN Tag Insertion

Service VLAN Tag Insertion
Internet Access

Access Mode None PPPoE Static or Dynamic IP

PPTP/L2TP
MTU

PPPoE MTU 1492

o -
These parameters are explained as follows:
Item Description
General Setup
Alarm Click to show/hide an alarm message.
Enable Click to enable/disable settings of the WAN interface.
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Display Name Enter the description for the interface.

Physical Mode Display the physical mode (e.g. DSL) of the interface.

DSL Mode Specify the physical mode (Auto, VDSL or ADSL) for the router
(DSL model only) manually.

DSL Modem Code Choose the correct DSL modem code for ensuring the network
(DSL model only) connection.

If you have no idea about the selection, simply choose Default or

contact the dealer for assistance.
Enable Load Balance Click to enable auto load balance function for this WAN interface.

Active Mode Always On - Make the WAN connection being activated always.

Failover - Make the WAN connection as a backup connection.

Failover It is available when Failover is selected as Active Mode.

Backup WAN - When the active WAN failed, such WAN will be

activated as the main network connection.

Active When - It is available when Failover is selected as Active Mode.
Any - The backup WAN will be activated when any master WAN
interface disconnects.
All - The backup WAN will be activated only when all master
WAN interfaces disconnect.

Backup Type - Choose Fails to connect or Meet Any/all of the
following condition. When Meet Any/all of the following condition is

selected:

Meet of the following conditions - If the packet meets any one
of the conditions, the failover WAN will be enabled; if the packet
meets All of the conditions, the failover WAN will be enabled.
Upload traffic [ Download traffic - Set the values for upload and
download respectively.

Latency - After selecting Check Latency, enter a value as a
threshold.

Jitter - After selecting Check Jitter, enter a value as a threshold.

Packet loss After selecting Check Packet loss, enter a value as a
threshold.

When the data traffic of active WAN reaches the traffic threshold
(specified here), the failover WAN will be enabled automatically to

share the overloaded data traffic.

VLAN Tag Insertion/  Click to enable the function of VLAN with tag.

Customer VLAN Tag Tag Value —Enter the value as the VLAN ID number. The range is form
Insertion [ VDSL2 0 to 4095.

VLAN Tag Insertion [
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VDSL2 Service VLAN  Priority - Enter the packet priority number for such VLAN. The range is

Tag Insertion fromOto7.
Interne Access
Access Mode Set the access mode for this WAN.

None - No mode used.
PPPoE - Click to select PPPoE as the accessing protocol of the Internet.
PPPoE MTU - Set a number as the Max Transmit Unit for packet.

Static or Dynamic IP - Click to select a static IP or use dynamic IP as
the accessing protocol of the Internet.

Static IP MTU - Set a number as the Max Transmit Unit for
packet.

Modem Settings (for ADSL only)

Multi-PVC channel The selections displayed here are determined by the setting page of
Multi-PVC/VLAN. Select M-PVCs Channel means no selection will be
chosen.

VPIfvCl Enter the value provided by ISP.

Encapsulating Type  Choose the type provided by ISP.
Protocol Choose the one (PPPoE or PPPOA) provided by ISP.

Modulation Type Default setting is Multimode.

Choose the one that fits the requirement of your router.
PPPoE (available when PPPOE is selected as the Protocol

For Wired LANI For Wired LAN - If you check this box, PCs on the same network can
For Wireless LAN use another set of PPPoE session (different with the Host PC) to access

into Internet.

For Wireless LAN - It is available for n model. If you check this box, PCs
on the same wireless network can use another set of PPPOE session

(different with the Host PC) to access into Internet.

PPP ServiceName [ Enter the service name, username and password provided by ISP.
PPP User Name [
PPP Password

Schedule Enter four sets of time schedule for your request.
Setup(1-15)

PPP Authentication Select PAP only or PAP or CHAP for PPP.

Fixed IP Enable Click Yes to enable the fixed IP setting.

Or, click No to disable the fixed IP setting.

Fixed IP Address Enter a fixed IP address in the box.
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Static IP MTU

Path MTU Discovery

Path MTU to

MTU size start from

MTU reduce size by

Change the TTL
value

Enable PING to keep
alive

PING to the IP

PING Interval

Enable RIP

Enable Bridge Mode

Enable Full Bridge
Mode

Bridge Subnet

Connection Type

MTU

It means Max Transmit Unit for packet. The default is 1500.

Click to enable the path MTU discovery function for this WAN interface.
Path MTU Discovery

Select Host / IP, for an IPv4 address or Host / IPv6, for an IPv6 address,

and then enter the IP address in the textbox.
Determine the starting point value of the packet.

Number of octets by which to decrease the 1500-byte MTU. Start with
a 0 value for the reduce size and click the Detect button. If the
message Fail is returned, increase the MTU reduce size and try again.
Repeat until you see the message Success, indicating that the
optimal MTU size has been reached.

TTL

Enable/disable the function of changing the TTL value.

Keep WAN Connection

Some ISPs will drop connections if there is no traffic within certain

periods of time.

Switch the toggle to enable/disable this function.

If you enable the PING function, please specify the IP address for the

system to PING it for keeping alive.

Enter the interval for the system to execute the PING operation.
RIP Protocol

Click to enable the RIP function.

Bridge Mode

Enable - Click to make the router work as a bridge modem. Yet, the

incoming packets with VLAN tags will be discarded.

Enable Firewall - If enabled, all of the filter rules defined and

enabled in Firewall menu will be activated.

Click to make the router work as a bridge modem which is able to

forward incoming packets with VLAN tags.

Make a bridge between the selected LAN subnet and such WAN
interface.

WAN IP Network Settings

Static or Dynamic IP (available when Static or Dynamic IP is selected
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Primary DNS Server [

Secondary DNS

Server

Index

Enable

Aux. WAN IP

Cancel

Save

as the Connection Mode)
DHCP - Click to obtain the IP address automatically.
Router Name - Enter the router name provided by ISP.

Domain Name - Enter the domain name that you have
assigned.

DHCP Client Identifier - Click to enable and specify username

and password as the DHCP client identifier for some ISP.
Static - Click to specify some data.

IP Address - Enter the private IP address.

Subnet Mask - Enter the subnet mask.

Gateway IP Address — Enter gateway IP address.

Enter the primary IP address for the router. If necessary, Enter
secondary IP address for necessity in the future.

WAN IP Alias (Multi-NAT)

Display the index number of the WAN IP alias.
Click to enable the selected WAN IP alias.
Display the IP address of the WAN IP alias.
Discard current modification.

Save the current settings.

9.4.1.2 Connection Detection

This page displays physical mode and access mode for each WAN interface.

Multi VIAN

'WAN IPvé

WAN Budget

IDHCP Client Option IPv4

IDHCP Client Option IPv6

2927Lac_1449BC023768 | Configuration / WAN c ®

Index

WANL

WAN2Z

WAN2

WAN4

LTE

WANG

Physical Mode Access Mode

Ethernet Static or Dynamic IP

Ethernet Static or Dynamic IP

Wircless 246 None

Wireless 56 None

use 3G/4G USB Modem (DHCP mode)

use 3G/4G USB Modem (DHCP mode)

These parameters are explained as follows:

Item

Index

VigorACS3 User's Guide

Description

Display the index number of the WAN interface.
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Physical Mode Display the physical connection for WAN interfaces according to the

real network connection.

Access Mode Display the accessing mode of the Internet.

To modify the setting, move the mouse cursor to any entry and click to open the setting page.

2927Lac_1449BC023768 / Configuration / WAN

WAN Connection Detection

Index 1

Mode ARP Detect ~
Link Condition Detection

Mode Ping Detect ~
Primary Ping IP 8888

Secondary Ping IP 8.8.4.4

Ping Interval 10

Cancel m
Item Description
WAN Connection Detection
Index Display the index number of the WAN interface.
Mode Choose PPP Detect or Ping Detect or Always for the system to

execute for WAN detection. If you choose Ping Detect as the detection

mode, you have to enter required settings for the following items.
Primary [ Secondary Ping IP - Enter the Primary or Secondary IP
address in this field for pinging.

Ping Gateway IP - Use the WAN gateway IP address for pinging.
Vigor router can check if the WAN connection is on or off.

TTL - Set TTL value of PING operation.

Ping Interval - Enter the interval for the system to execute the

PING operation.

Ping Retry - Enter the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

Link Condition Detection

Mode In order for the system to detect the latency, jitter, and packet-loss
status for each WAN interface, you have to specify the IP transmitting

data through the interface.

Choose Ping Detect, Http Detect, or Disable as detection mode. If Ping
Detect or Http Detect is selected, you have to configure the following

option.
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Primary Ping IP Enter an IP address.
Secondary Ping IP Enter an IP address.

Ping Interval Set a time interval (unit: second) for the system to ping the IP address
specified above.

Cancel Discard current modification.

Save Save the current settings.

9.4.1.3 Multi-VLAN

This page allows you to configure multiple permanent virtual circuits (PVCs).

Intermet Access 2927Lac_1449BC023768 / Configuration / WAN c ©
Connection Detaction Channel Enable WAN Type VLAN Tag Port-Based Bridge
T WANT Disable Ethernet(WAN1) None Disable
8 WANS Disable Ethernet(WAN1) None Disable
WAN IPv6,
9 WANS Disable Ethernet(WAN1) None Disable
WAN Budget §
10 Disable Ethernet(WAN1) None Disable
Option IPv4 n Disable Ethernet(WAN1) None Disable
CP Client Option IPV6 2 Disable Ethemnet(WAN1) None Disable
13 Disable Ethernet(WAN1) None Disable
14 Disable Ethernet(WAN1) None Disable
15 Disable Ethernet(WAN1) None Disable
16 Disable Ethernet(WAN1) None Disable

© Note:
« Greyed out or hidden WANS are reserved.

« Ports configured for bridge mode cannot be selected in LAN >> VLAN Configuration

To modify the setting, move the mouse cursor to any entry and click to open the setting page.

2927Lac_1449BC023768 / Configuration / WAN &

Enable Channel 7 [ @)

WAN Type Ethernet(WAN1) >
General Settings

VLAN Tag 0

Service Tag Value Disable

Priority 0 v

(@ Note:
» Tagvalue must be set between 1~4095 and unique for each channel.
* Only one channel can be untagged (equal to 0) at a time.

Open Port-based Bridge Connection for this

Channel

@ Note:
* Plisreserved for NAT use,and cannot be configured for bridge mode.

» [fthe port be configured for bridge mode, the setting of the port in LAN >> VLAN Configuration will not work.

- -

These parameters are explained as follows:

Item Description
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Enable Channel # Click to enable or disable the channel.
General Settings
VLAN Tag Enter the value as the VLAN ID number.

Priority Choose the number to determine the packet priority for this VLAN. The

range is from 0 to 7.

Open Port-based Click to enable or disable the function.
Bridge Connection If enabled, you have to enter required settings for the following items.
for this channel

Physical Members - Group the physical ports by checking the
corresponding check box(es) for applying the port-based bridge
connection.

Open WAN Interface = Click to enable or disable the function.

for this Channel If enabled, you have to enter required settings for the following items.
WAN Application -

Management - The configuration for this VLAN will be effective
for Web configuration/telnet/TR069.

IPTV - The IPTV configuration will allow the WAN interface to
send IGMP packets to IPTV servers.
Mode - Select ARP Detect or Ping Detect. If Ping Detect is selected, you
have to set the following options.

Primary Ping IP [ Secondary Ping IP - Enter Primary or
Secondary IP address in this field for pinging.

Ping Gateway IP - Enable this setting to use current WAN
gateway IP address for pinging. With the IP address(es) pinging,

Vigor router can check if the WAN connection is on or off.

TTL - Time To Live, the maximum allowed number of hops to the
ping destination. Valid values range from 1 to 255.

Ping Interval - Set a time interval (unit: second) for the system

to ping the IP address specified above.

Ping Retry - Enter the number of times that the system is
allowed to execute the PING operation before WAN

disconnection is judged.

WAN Setup - Choose Static or Dynamic IP or PPPOE/PPPOA.

WAN IP Network It is available when Static_or_Dynamic_IP is selected as WAN Setup.
Settings Auto IP - Click to enable [ disable the settings.

If Auto IP is enabled, you have to enter required settings for the

following items.
Router Name - Enter the router name provided by ISP.

Domain Name - Enter the domain name provided by ISP.
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If Auto IP is disabled, you have to enter required settings for the

following items.
IP Address - Enter the IP address.
Subnet Mask - Enter the subnet mask.
Gateway - Enter gateway IP address.

Primary DNS IP - Enter the primary IP address for the router if you

want to use Static IP mode.
Secondary DNS IP - If necessary, Enter secondary IP address for
necessity in the future.

ISP Access Setup It is available when PPPOE/PPPOA is selected as WAN Setup.

ISP Name - PPP Service Name. Enter if your ISP requires this setting;

otherwise leave blank.

Username - Name provided by the ISP for PPPOE/PPPoA
authentication.

Password - Password provided by the ISP for PPPoE/PPPOA
authentication.

Authentication - Choose the protocol used for PPP authentication.
Always On - The router will maintain the PPPoE/PPPOA connection.

Fixed IP - If enabled, the IP address entered in the Fixed IP Address
field will be used as the IP address of the virtual WAN.

Fixed IP Address - Enter an IP address.
Cancel Discard current modification.

Save Save the current settings.

This page allows to configure IPv6 settings for each WAN interface.

e 2865ac 001DAA151EBS / Configuration / WAN

Connection Detection Index Physical Made Connection Type

MUlt-PYCVLAN

WAN1 DSL offline
WAN2 Ethernat PPP
WAN Budget WANS uss Offline

WANE use Offline

These parameters are explained as follows:

Item Description
Index Display the index number of the WAN interface.
Physical Mode Display the physical connection for WAN interfaces according to the

real network connection.

Access Mode Display the accessing mode of the Internet.
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To modify the IPv6 setting, move the mouse cursor to any entry (WANI/WAN2/WAN5/WANG) and
click to open the setting page.

2865ac_001DAA151EBS / Configuration / WAN
Basic

Connection Type

cancel m

6rd

Offline

When Offline is selected, the IPv6 connection will be disabled.
PPP

2865Lac_1449BCODSFO0 | Configuration /| WAN
Basic
Connection Type
RIPng Protocol

WAN Connection Detection
Mode

Ping Detect

Ping IPfHostname

TTL(1-255,0:Auto)

TSPC

2865Lac_1449BCOD8FO00 [ Configuration /| WAN
Basic
Connection Type
TSPC

Username
Password

Tunnel Broker

WAN Connection Detection

Mode Ping Detect

Ping IP/Hostname

TTL(1-255,0:Auto)

Cancel n
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AlCCU

2865Lac_144D0BCODSF00 / Configuration / WAN
Basic

Cannaction Typa Alccy

AlCCU

Always On

Usernama

Password

Turnel Broker tir shors nat

Turnel ID

Subnet Prefix
'WAN Connection Detection

Ping Detect

PingIPHostaama

TTL(1-255,0:Auto)

DHCPvV6 Client

2865Lac_1449BCODSF00 | Configuration /| WAN

Basic

Connection Type DHCPVG Client

IAID

DUID

000300011449bc0d8f01

ication Protocol

None
RIPng Protocol
Enable Bridga Mode [ @]
Enable Firewall
Bridge Subnet LANL
WAN Connection Detection
Mode Ping Detect

PingIP/Hostname

TTL{1-255 0:Auto)
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Static IPv6

2865Lac_1449BCODSFO0 |/ Configuration / WAN

Basic

Connection Type

Static IPv6

Current IPv6 Address Table

Index Ipv6 Address
1
IPV6 Gateway Address

RIPng Protocol

Enable Bridge Mode

Enable Firewall

Bridge Subnet

WAN Connection Detection

Mode

Ping IP/Hostname

TTLI1-255.0:Auto)

Static IPv6 v

Prefix Length Action

+ Add

Ping Detect v

e [

6in4 Static Tunnel

2865Lac_1449BCODSFO0 / Configuration / WAN

Basic

Connaction Type

Remote Endpoint IPv4 Address

6ind IPv6 Address

LAN Routed Prefix

Tunnel TTL

WAN Connection Detection

Mode

Ping IP/Hostname

TTL(1-255,0:Auto)

6ind Static Tunnel v

1Pv4 format (EX-12312.11)

255

Ping Detect v

- -
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6rd

2927ac_1449BC30C3F0 / Configuration /

Basic

Connection Type

6rd Settings

6rd Mode

Static 6rd Settings

IPv4 Border Relay
IPv4 Mask Length
6rd Prefix

6rd Prefix Length

WAN Connection Detection

Mode

6rd ~

Auto_6rd Static_6rd

Always On ~

Cancel m

The parameters for connection type (PPP to 6rd) are explained as follows:

Item

RIPng Protocol

WAN Connection

Detection

RIPng Protocol

TSPC

WAN Connection

Detection

VigorACS3 User's Guide

Description
PPP

RIPng (RIP next generation) offers the same functions and benefits as
IPv4 RIP v2.

Such function allows you to verify whether network connection is alive
or not through Ping Detect.

Mode - Choose Always On or Ping Detect for the system to execute
for WAN detection. Always On means no detection will be executed.

The network connection will be on always.

Ping IP/[Hostname - If you choose Ping Detect as detection

mode, you have to type IP address in this field for pinging.
TTL (Time to Live) -If you choose Ping Detect as detection

mode, you have to type TTL value.

RIPng (RIP next generation) offers the same functions and benefits as
IPv4 RIP v2.

TSPC

Username - Enter the name obtained from the broker.
Password - Enter the password assigned with the user name.
Tunnel Broker - Enter the address for the tunnel broker IP, FQDN or an

optional port number.

Such function allows you to verify whether network connection is alive
or not through Ping Detect.
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AICCU

WAN Connection
Detection

DHCPV6 Client

Mode — Choose Always On or Ping Detect for the system to execute
for WAN detection. Always On means no detection will be executed.

The network connection will be on always.

Ping IP/[Hostname - If you choose Ping Detect as detection
mode, you have to type IP address in this field for pinging.

TTL (Time to Live) —If you choose Ping Detect as detection
mode, you have to type TTL value.

AICCU

Always On - Check this box to keep the network connection always.

Username - Enter the name obtained from the broker. Please apply
new account at http://www.sixxs.net/. It is suggested for you to apply

another username and password.
Password - Enter the password assigned with the user name.

Tunnel Broker - It means a server of AICCU. The server can provide
IPv6 tunnels to sites or end users over IPv4.

Tunnel ID - One user account may have several tunnels. And, each
tunnel shall have one specified tunnel ID (e.g.,, T115394). Enter the ID

offered by Tunnel Broker.

Subnet Prefix - Enter the subnet prefix address obtained from service
provider.

Such function allows you to verify whether network connection is alive
or not through Ping Detect.

Mode — Choose Always On or Ping Detect for the system to execute
for WAN detection. Always On means no detection will be executed.

The network connection will be on always.

Ping IP/[Hostname - If you choose Ping Detect as detection
mode, you have to type IP address in this field for pinging.

TTL (Time to Live) —If you choose Ping Detect as detection
mode, you have to type TTL value.

DHCPvV6 Client

IAID - Enter a number as IAID.

Authentication Protocol - This protocol will be used for the client to
be authenticated by DHCPv6 server before accessing into Internet.
There are three types can be specified, Reconfigure Key, Delayed

and None. In general, the default setting is None.

Key ID - Enter a value (range from 1to 65535) which will be used
to generate HMAC-MD5 value.

Realm — The name (1 to 31 characters) typed here will identify
the key which generates HMAC-MD5 value.

Secret —Enter a text (1to 31 characters) as s a unique identifier
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for each client on each DHCP server.

RIPng Protocol - RIPng (RIP next generation) offers the same

functions and benefits as IPv4 RIP v2.

Enable Bridge Mode - If the function is enabled, the router will work as

a bridge modem.

Enable Firewall - It is available when Bridge Mode is enabled.

When both Bridge Mode and Firewall check boxes are enabled,
the settings configured (user profiles) under User Management
will be ignored. And all of the filter rules defined and enabled in

Firewall menu will be activated.

Bridge Subnet - Make a bridge between the selected LAN subnet and
such WAN interface.

WAN Connection Such function allows you to verify whether network connection is alive
Detection or not through Ping Detect.
Mode — Choose Always On or Ping Detect for the system to execute
for WAN detection. Always On means no detection will be executed.
The network connection will be on always.
Ping IP/[Hostname - If you choose Ping Detect as detection
mode, you have to type IP address in this field for pinging.
TTL (Time to Live) -If you choose Ping Detect as detection

mode, you have to type TTL value.

Static IPv6
Current IPv6 IPv6 Address - Enter the IPv6 Static IP Address.
Address Table Prefix Length - Enter the fixed value for prefix length.

Add - Click it to add a new entry.

IPv6 Gateway Address - Type your IPv6 gateway address here.

WAN Connection Such function allows you to verify whether network connection is alive
Detection or not through Ping Detect.
Mode — Choose Always On or Ping Detect for the system to execute
for WAN detection. Always On means no detection will be executed.
The network connection will be on always.
Ping IP[Hostname - If you choose Ping Detect as detection
mode, you have to type IP address in this field for pinging.
TTL (Time to Live) —If you choose Ping Detect as detection

mode, you have to type TTL value.

RIPng Protocol RIPng (RIP next generation) offers the same functions and benefits as
IPv4 RIP v2.
Bridge Mode Enable Bridge Mode - If the function is enabled, the router will work as

a bridge modem.
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Enable Firewall - It is available when Bridge Mode is enabled. When
both Bridge Mode and Firewall check boxes are enabled, the settings
configured (user profiles) under User Management will be ignored.
And all of the filter rules defined and enabled in Firewall menu will be

activated.
Bridge Subnet — Make a bridge between the selected LAN subnet and
such WAN interface.
6in4 Static Tunnel
6in4 Static Tunnel Remote Endpoint IPv4 Address - Enter the static IPv4 address for the
remote server.

6in4 IPv6 Address - Enter the static IPv6 address for IPv4 tunnel with

the value for prefix length.

LAN Routed Prefix - Enter the static IPv6 address for LAN routing with
the value for prefix length.

Tunnel TTL - Enter the number for the data lifetime in tunnel.
WAN Connection Such function allows you to verify whether network connection is alive
Detection or not through Ping Detect.

Mode — Choose Always On or Ping Detect for the system to execute
for WAN detection. Always On means no detection will be executed.

The network connection will be on always.

Ping IP[Hostname - If you choose Ping Detect as detection
mode, you have to type IP address in this field for pinging.

TTL (Time to Live) —If you choose Ping Detect as detection
mode, you have to type TTL value.
6rd
6rd Mode Auto_6rd - Retrieve 6rd prefix automatically from 6rd service
provider. The IPv4 WAN must be set as "DHCP".
Static_6rd — Set 6rd options manually.
If Static_6rd is selected as the 6rd Mode:

IPv4 Border Relay — Enter the IPv4 addresses of the 6rd Border Relay
for a given 6rd domain.

IPv4 Mask Length — Type a number of high-order bits that are

identical across all CE IPv4 addresses within a given 6rd domain.

It may be any value between 0 and 32.

6rd Prefix — Enter the 6rd IPv6 address.

6rd Prefix Length - Enter the IPv6 prefix length for the 6rd IPv6 prefix in

number of bits.

WAN Connection Such function allows you to verify whether network connection is alive

Detection or not through Ping Detect.
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Mode - Choose Always On or Ping Detect for the system to execute
for WAN detection. Always On means no detection will be executed.
The network connection will be on always.

Ping IP/Hostname - If you choose Ping Detect as detection
mode, you have to type IP address in this field for pinging.

TTL (Time to Live) -If you choose Ping Detect as detection
mode, you have to type TTL value.

Cancel Discard current modification.

save Save the current settings.

After finished the above settings, click Save to save the settings.

9.4.1.5 WAN Budget

WAN Budget determines the data traffic volume for each WAN interface respectively to prevent

overcharges for data transmission by the ISP.

(7]

2865Lac_1449BCODSFO0 | Configuration / WAN

€ Configuration

General Setup  Status
Intemet Access

Index  WANBudgetEnable  Quotalimit  Limitunit Cyctamod user user D2y u
R index udget Enable  QuotaLimit  Limit yctaModa y ser
WANL false ) 8 false Monthly 1 00:00 1 ) 1 — WAN
Mulli PYCVLAN
waNz  false 0 8 false Monthly 1 00:00 1 0 1 - WAN
WAN VG
waN3  false 0 8 false Monthly 1 00:00 1 0 1 — WA
waNs  false o s false Menthly 1 00:00 1 o 1 — wan
DHCP Client Opiion IPv6 e false 0 MB false Monthly 1 00:00 1 0 1 — WAN
waNs  false 0 8 false Monthly 1 00:00 1 0 1 — WA

The budget traffic information provided here is for reference only, please consult your ISP for the actual traffic usage and charges.
* 2.When hardware acceleration function is used, the monitored WAN traffic of Ethernet WAN interfaces may be slightly inaccurate.

To modify the budget profile setting, move the mouse cursor to any entry (index 1 to index 6) and

click to open the setting page.

General Setup Status

Enable o

Quota Limit 0 Mo

Shutdown WAN interface o

Notification Object — ~
Cycle Mode Monthly ~ Custom

Enable UseCycleinhours | Use Cycle In days o
User Defined Cycle Days 1 “
User Defined Current Day 1 ~
User Defined Reset Hours 00:00 ~

(@ Note:
= 1 Please make sure the Time and Date of the router Is configured.

s 2. 5MS message and mall will be sent when the usage reaches 95% and 100% of quota.

concet E

The parameters are explained as follows:
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Item Description
Enable Click to enable the budget function.

Quota Limit Enter the data traffic quota allowed for such WAN interface. There

are two unit (MB and GB) offered for you to specify.

Shutdown WAN Click to let all the outgoing traffic through such WAN interface be
Interface terminated.
Notification Object The system will send out a notification based on the content of the

notification object.

Cycle Mode Choose Monthly or Custom to define the billing cycle according to

request.

Monthly is default setting. If long period or a short period is required,
use Custom. The period of cycle duration is between 1day and 60
days. You can determine the cycle duration by specifying the days
and the hours. In addition, you can specify which day of today is in

acycle.

Monthly CycleDay [ It is available when Monthly is selected as Cycle Mode.

Monthly Cycle Hour | Set the day and time in a month.

Enable It is available when Custom is selected as Cycle Mode.

Use Cycle in hours - Set a time cycle (including days and hours) for

Vigor CPE to reset the data record automatically.

User Defined Cycle Days - Select a number (1~60) of the days
for a cycle. For example, 7 means 7 days.

User Defined Cycle Hours - Select a number (0~23) of the
hours for a cycle. For example, 12 means 12 hours. Based on the
cycle days and cycle hours settings, Vigor CPE will reset the

data record once reaching 7 days and 12 hours.

User Defined Current Day - Select the day in the cycle as the
starting point in which the Vigor router will reset the traffic
record. For example, “3” means current day is the third day,

within a cycle.

Use Cycle in days - Set a cycle (with days) for Vigor CPE to reset the
data record on a particular hour automatically.
User Defined Cycle Days - Select a number (1~60) of the days

for a cycle. For example, 7 means 7 days.

User Defined Current Day - Select the day in the cycle as the
starting point in which the Vigor router will reset the traffic
record. For example, “3” means current day is the third day,

within a cycle.

User Defined Reset Hours - Select a particular time
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Cancel

Save

(00:00~23:00). For example, choose 15:00. Later, the CPE will
reset the data record at 15:00 for every cycle.

Discard current modification.

Save the current settings.

9.4.1.6 DHCP Client Option IPv4/IPv6

DHCP packets can be processed by adding option number and data information when it is

enabled.

Internet

ection Detection

DHCP Client Option IPv6

WAN Budget

DHCP Client Option IPv4

DrayTek / Configuration / WAN Setto Factory Default ~ C'

Enable Interface Option Type Data

false 0 ASClI

« 1. Option 12 is reserved. You cannot configure it here, but you can configure it in "Router Name” field of "WAN>>
Internet Access >> Details Page™
2. Option 55 is reserved and configured with values 1, 3, 6, 15, 212, also 33 and 121 for some models.

« 3. Configuring option 61 here will override the setting in "WAN >> Internet Access” page's DHCP Client Identifier
field.

« 4. Hexadecimal Digit: Input the hexadecimal representation of ASCIl Character data. EX: Option:18, Data:2f70617468
(/path)

DrayTek / Configuration / WAN Set to Factory Default c

Enable Interface Option Type Data

false 0 Ascll

+ 1.Options1,2,3,4,5,8, 13, 20, 23, 25, 26 are reserved.
= 2 Vigorwill ignore the setting in "WAN >> Internet Access” page's "IPv6 >> DHCPv6 Client Configuration >>
Authentication Protocol” if you configure option 11 in this page.

+ 3. Hexadecimal Digit: Input the hexadecimal representation of ASCIl Character data. EX: Option:18, Data:2(70617468
(/path)

To modify the setting, move the mouse cursor to the entry and click to open the setting page.

2865Lac_1449BCODSF00 [ Configuration / WAN

Index

Enable

Interface

Option Number

Type

Data

[ Clear

Set to Factory Default (&

- -

The parameters are explained as follows:

Item

Index

Enable
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Description
Display the index number for the DHCP option.

If selected, DHCP option entry is enabled.

If unselected, DHCP option entry is disabled.
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Interface

Option Number

Type

Data
Cancel

Save

This page provides you the general settings for LAN.

2865_1449BC080090 / Conflguration / LAN

Index

LANL

LAN2

LANZ

LAN4

LANS

LANG

LANT

LANE

DMZ Port

Force router to use "DNS server P address"

The interface(s) to which this entry is applicable.

DHCP option number (e.g., 100).

Type of data in the Data field:

ASCII Character - A text string. Example: /path.

Hexadecimal Digit - A hexadecimal string. Valid characters are from
0 to 9 and from a to f. Example: 2f70617468.

Address List - One or more IPv4 addresses, delimited by commas.

Data of this DHCP option.
Discard current modification.

Save the current settings.

Status

Enable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

DHCP

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

1P Address

192.168.1.1

192.168.2.1

102.168.3.1

192.168.4.1

192.168.5.1

192.168.6.1

192.168.7.1

192.168.8.1

192.168.254.1

To modify the LAN or DMZ Port setting, move the mouse cursor to any entry and click to open the

setting page.
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2865_1449BC080090 / Conflguration / LAN

General Setup
Index

IP Address
Subnet Mask

RIP Protocol Control

DHCP Server Setup

DHCP Server Enable

IP Pool Start

IP Pool End

Gateway |P Address

DHCP Lease Time

Clear DHCP lease for inactive clients periodically

DHCP Relay

DNS Server IP Address

Primary IP Address

Secondary IP Address

1
192.168.1.1
255.255.255.0

Disable >

O
192.168.1.10
192.168.1.209
192.168.1.1
86400

©

cancel m

The parameters are explained as follows:

Item

Index

IP Address

Subnet Mask

RIP Protocol Control

Usage

DHCP Server Enable

VigorACS3 User's Guide

Description

General Setup

Display the index number of LAN item.
Display the IP address of the router.

The subnet mask, together with the IP Address field, indicates the
maximum number of clients allowed on the subnet.

It is available for LAN Port only.

Click to enable [ disable the function. If enabled, the router will
attempt to exchange routing information with neighbouring routers
using the Routing Information Protocol.

It is available for DMZ Port only.

NAT - Click to invoke NAT function.

Routing - Click to invoke routing function.
DHCP Server Setup

Click to enable [ disable the DHCP server settings. If enabled:

IP Pool Start - Enter an IP address. The beginning LAN IP address that
is given out to LAN DHCP clients.

IP Pool End - Enter an IP address. The ending LAN IP address that is
given out to LAN DHCP clients.

Gateway IP Address - The IP address of the gateway, which is the
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DHCP Relay

Primary IP Address

Secondary IP
Address

Cancel

Save

9.4.2.2 IP Routed Subn

General Setup
VAN

Bind Pto MAC Enable
DHCP Server Option IPu 1P Address

IDHCP Server Option IPYG
Subnet Mask

Interl AN Routing

RIP Protocol Control

IP Pool Start

IP Pool Counts

DHCP Lease Time

Use LAN Port

Use LAN Port1

Use LAN Port2

llca MAC Addracs

host on the LAN that relays all traffic coming into and going out of the
LAN.

DHCP Lease Time - The maximum duration DHCP-issued IP addresses
can be used before they have to be renewed.

Clear DHCP lease for inactive clients periodically - If enabled, the
router sends ARP requests recycles IP addresses previously assigned

to inactive DHCP clients to prevent exhaustion of the IP address pool.

Click to enable / disable the DHCP Relay settings. If enabled:

DHCP Relay IP Address - Set the IP address of the DHCP server you are
going to use so the Relay Agent can help to forward the DHCP request
to the DHCP server.

DHCP 2nd Relay IP Address - Set the second IP address for the DHCP
server.

DNS Server IP Address
Specify a DNS server IP address.

Specify secondary DNS server IP address.

Discard current modification.

Save the current settings.

et

2927ac_1449BC30C3F0 / Configuration / LAN c

192.168.0.1
255.255.255.0

Disable v

DHCP Server Setup

0.0.0.0

0

max 32

259200

60O

Cancel E

The parameters are explained as follows:

Item

Enable

420

Description
General Setup

Click to enable [ disable the IP routed subnet configuration.
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IP Address

Subnet Mask

RIP Protocol Control

IP Pool Start

IP Pool Counts

DHCP Lease Time

Use LAN Port [
Use LAN Port1/2

Use MAC Address

MAC Address Table

Cancel

Save

VigorACS3 User's Guide

It is the IP address of the router.

The subnet mask, together with the IP Address field, indicates the
maximum number of clients allowed on the subnet. (Default:
255.255.255.0)

Enable - The router will attempt to exchange routing information with

neighbouring routers using the Routing Information Protocol.
DHCP Server Setup

Enter a value of the IP address pool for the DHCP server to start with

when issuing IP addresses.

Enter the maximum number of PCs that you want the DHCP server to

assign IP addresses to.

Enter the time to determine how long the IP address assigned by

DHCP server can be used.

Specify an IP for IP Route Subnet. If Use LAN Port is enabled, DHCP
server will assign IP address automatically for the clients coming from
Pl and/or P2. Please check the box of Use LAN Port 1 and Use LAN Port
2

Click to specify MAC address.

It displays the a list of MAC addresses.

+Add - Enter the MAC address in the boxes and click this button to
add.

+Edit - Click to modify the address of the selected entry.

Delete - Click to remove the selected entry.
Discard current modification.

Save the current settings.
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VLAN Configuration

VLAN Enable [ @)
Permit untagged device in P1 to access router 0
Mame Subnet VLAN Tag Enable VLAN Tag ID VLAN Tag Priority
VLANO LANL \II 0
VLANL LANL ~ \II L
VLANS LANL \II 0
VLANG LANL ~ \II L
VLANT LaNL v [ o ] oY
VLANS LAN1 ¥ \II o
VLANS LAN1 ¥ \II 0
VLANIO LANL ¥ \II 0
Ll L v e ] 0~
VLAN12 LAN1 v \II o
) Clear VLAN setup Cancel ﬂ
The parameters are explained as follows:
Item Description
VLAN Configuration

VLAN Enable Click to enable / disable the VLAN configuration.

Permit untagged Click to enable / disable the function.

device P1to access If enabled, it allows untagged hosts connected to LAN port P to

router access the router.

Subnet Choose one of them to make the selected VLAN mapping to the

specified subnet only.
VLAN Tag Enable Check to enable the function of VLAN with tag.

VLAN Tag ID Enter the value as the VLAN ID number. The range is form 0 to 4095.

VIDs must be unique.

VLAN Tag Priority Valid values are from 0 to 7, where 1 has the lowest priority, followed

by 0, and finally from 2 to 7 in increasing order of priority.
VLAN Member(LAN)

P1~P5 Check the LAN port(s) to group them under the selected VLAN.
VLAN Member(Wireless 2.4G/5G)

SSID1~SSID4 Check the SSID boxes to group them under the selected VLAN.
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Clear VLAN Setup

Cancel

Save

Discard the modification and return to the original configuration of

this page.
Discard current modification.

Save the current settings.

This function is used to bind the IP and MAC address in LAN to have a strengthening control in

network.

Bind IP to MAC

Enable
Strict Bind

Strict Bind Interface

IP Bind List

Delete Al

Index IP Address

1 192.168.1.11

2

ARP Table

+Add to Bind List

Index IP Address

1 192.168.1.11

e E

MAC Address Comment Action

B0-6E-BF-C9-96-DE & Edit [ Delete

+ Add

MAC Addrass HostID

BO-6E-BF-C9-96-DE R1000683

The parameters are explained as follows:

Item

Enable

Strict Bind

Strict Bind Interface
Cancel

Save

Delete All

+Add

Edit
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Description
Bind IP to MAC
Click to enable or disable the function.

Click to enable or disable the function. If enabled, the router will block
the connection of the IP/MAC which is not listed in IP Bind List.

Choose the interface(s) for applying the rules of Bind IP to MAC.
Discard current modification.

Save the current settings.

IP Bind List

Delete all entries in IP Bind List.

After entering the IP address, MAC address and comment for a new

entry, click +Add to create a new IP bind.

If IP address, MAC address and comment have been modified, click
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Delete

+Add to Bind List

the Edit button to save the change.
Click the button to remove the selected index entry.
ARP Table

ARP table is the LAN ARP table of this router.

Click to add the ARP table onto the Bind List.

9.4.2.5 DHCP Server Option IPv4/IPv6

DHCP packets can be processed by adding option number and data information when such

function is enabled.

Enable

false

© Note:
= 1Those options are reserved by OS which are not allowed to configure In this page: Option 1, 2, 3,4, 5, 6,8, 11, 13, 20,23, 25 and 26.

Option Type Data

0 ASCI

= 2.0ptlon 23 could be configured from DNS server field of LAN >> General Setup == LAN {x} IPv6 Setup page.
= 3.0ption 11, 25, 26 could be configured from LAN >> General Setup >> LAN {x} IPvé Setup >>DHCPVE Server >> Advance setting page.

Item

+Add

Delete

Description
Click to add a new option profile.

Click to remove a selected option profile.

To modify the option setting, move the mouse cursor on the entry and click to open the setting

page.

2865Lac_1449BCODSFO0 |/ Configuration / LAN

Index

Enable

Interface

Data Type

Option Number

Data

) Clear

SettoFactory Default ~ C'

1

«©

Nothing selected

ASCll Hex Address SIAddr

0

Cancel ﬂ

The parameters are explained as follows:

Item
Index
Enable

Interface

Data Type

424

Description
Display the index number of the profile.
Click to enable or disable the DHCP option entry.

Select the LAN interface(s) to which this entry is applicable.

Select All - Select all LAN interfaces.

Select the type of data in the Data field.
ASCII - A text string. Example: [path.

Hex - A hexadecimal string. Valid characters are from 0 to 9 and from

VigorACS3 User's Guide



Option Number
Data

Next Server
IPAddress/SIAddr

Cancel

Save

a to f. Example: 2f70617468.
Address - One or more IPv4/IPv6 addresses, delimited by commas.

SIAddr - It is available for DHCP Server Option IPv4 only. Overrides the
DHCP Next Server IP address (DHCP Option 66) supplied by the DHCP

server.
Enter a DHCP option number (e.g., 100).
Enter the data for this DHCP option based on the data type selected.

Enter the DHCP next server IP address. It is available for DHCP Server
Option IPv4 only.

Discard current modification.

Save the current settings.

Inter-LAN Routing allows different LAN subnets to be interconnected or isolated. It is only available

when the VLAN functionality is enabled. In the Inter-LAN Routing matrix, a selected checkbox

means that the 2 intersecting LANs can communicate with each other.

Subnet LAN 1

LAN 2

Qa

LAN 3 LAN 4 LAN S LAN & LANT LAMN & DMI Pore

The parameters are explained as follows:

Item

LAN1 to DMZ Port

Cancel

Save
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Description

Check the box(es) to let the 2 intersecting LANs can communicate
with each other.

Discard current modification.

Save the current settings.
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This page allows to configure IPv6 settings for each LAN.

Inelex DHCPwé Enable DNS Enable

LANT trus
ANZ
LANZ

true

To modify the IPv6 setting for each LAN, move the mouse cursor on the entry and click to open the
setting page.

Basic Setup
LAN Name LANL
Enable O
WAN Primary Interface WANI v
Static IPv6
ULA Config of v
ULA Config Address
Prefix Langth: 64
IPv6 Address Table Index 1PvE Address Prefix Length Action
1 T Delet
2 + Add
DNS Server IPv6
DNS Enable Deploy when WAN_Is_up A
Primary DNS 2001:4860:4860::3838
Secondary DNS 2001:4860:4860::8844

Management
N s |
The parameters are explained as follows:
Item Description
Basic Setup
LAN Name Display the name of the LAN interface.
Enable Click to enable or disable the configuration of LAN IPv6 Setup.
WAN Primary Specify a WAN interface for IPv6.
Interface
Static IPv6
ULA Config Select the ULA mode (off, Auto_ ULA _Prefix, Manually _ULA _Prefix).
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ULA Config Address LAN clients will be assigned ULAs generated based on the prefix

manually entered.
IPv6 Address Table Display current used IPv6 addresses.
DNS Server IPv6

DNS Enable Select Deploy_when_WAN_is_up, disable or enable.

Deploy when WAN is up - The RA (router advertisement) packets will
be sent to LAN PC with DNS server information only when network
connection by any one of WAN interfaces is up.

Enable - The RA (router advertisement) packets will be sent to LAN PC

with DNS server information no matter WAN connection is up or not.

Disable - DNS server will not be used.

Primary DNS Enter the IPv6 address for Primary DNS server.
Secondary DNS Enter another IPv6 address for DNS server if required.
Management
Management Configures the Managed Address Configuration flag (M-bit) in Route

Advertisements.
Off - No configuration information is sent using Route Advertisements.
SLAAC(stateless) - M-bit is unset.

DHCPv6(statefuI) - M-bit is set, which indicates to LAN clients that
they should acquire all IPv6 configuration information from a DHCPv6
server. The DHCPv6 server can either be the one built into the

Vigor2865, or a separate DHCPv6 server.

Other Option (o-bit) Click to enable or disable the function. If enabled, the O-bit will be
enabled for obtaining additional information (e.g., DNS) from DHCPV6.

DHCPv6 Server
DHCPv6 Server Click to enable DHCPv6 server.
Enable
Auto IPv6 Range If enabled, Vigor router will assign the IPv6 range automatically.
Start Address Enter the start address for IPv6 server.
End Address Enter the end address for IPv6 server.
Router Advertisement
Enable Click to enable or disable the router advertisement server.
Hop Limit The value is required for the device behind the router when IPv6 is in
use.
Min/Max Interval It defines the interval (between minimum time and maximum time)
Time(sec) for sending RA (Router Advertisement) packets.
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Default

Lifetime(sec)

Default Preference

MTU Auto

Enable

Selected WAN
Cancel

Save

Within the period of time, Vigor router can be treated as the default

gateway.

It determines the priority of the host behind the router when RA
(Router Advertisement) packets are transmitted.

If enabled, the router will determine the MTU value for LAN.
RIPng Protocol

If enabled, RIPng (RIP next generation) offers the same functions and
benefits as IPv4 RIP v2.

Extension WAN
Additional WANSs selected to carry IPv6 traffic.
Discard current modification.

Save the current settings.

The LAN Port Mirror function allows network traffic of select LAN ports to be forwarded to another

LAN port for analysis.

Bind IP to MAC

Enable

MirrarPort

Mirrored Tx Port

The parameters are explained as follows:

Item
Enable

Mirror Port

Mirrored Tx Port
Mirrored Rx Port
Cancel

Save

Description
Enables or disables LAN Port Mirroring.

One and only one port is selected as the mirror port, to which traffic is
to be forwarded.

Port(s) whose outbound traffic will be forwarded to the mirror port.
Port(s) whose inbound traffic will be forwarded to the mirror port.
Discard current modification.

Save the current settings.
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9.4.2.9 Wired 802.1X

Wired 802.1X provides authentication for clients wishing to connect to the LAN by Ethernet.
292Tac_1449BC30C3F0 / Configuration / LAN G

Enable LAN 802.1X
Authentication Type External RADIUS ~

802.1X Ports Or Or2 Opr3 O ra
oes
® Note:

* 1.802.1X enabled LAN ports only support a single attached device using EAPOL authentication. To authenticate multiple devices through a LAN
port you need an 802.1X-capable switch. Then configure 802.1X on the attached switch instead.

* 2.Please configure External RADIUS or Local 802.1X for authentication.
* 3Authentication by External RADIUS supports PEAP, EAP-TLS and EAP-TTLS.

G s |
The parameters are explained as follows:
Item Description
Enable LAN 802.1x Check the box to enable LAN 802.1x function.

Authentication Type = External RADIUS - An external RADIUS server is to be used for 802.1X
authentication.

Local 802.1X - Use the user database on the router to authenticate

clients.
802.1X ports 802.1X authentication will be available for the selected LAN ports.
Cancel Discard current modification.
save Save the current settings.

9.4.2.10 Link Aggregation

LAG means Link Aggregation Group which groups some physical ports together to make a single
high-bandwidth data path. Thus it can implement traffic load sharing among the member ports

in a group to enhance the connection reliability.

2927ac_1449BC30C3F0 / Configuration / LAN c
Aggregation Ports Link status
Index Enable
P2 P3 P4 P5
LAGL [m] O (] [ ) [ ]
(D Note:

* Only Support Static (Balance-xor) mode.
* Ports in LAG can not be mirror port.

The parameters are explained as follows:
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Item
Enable

Aggregation Ports

Link Status
Cancel

Save

Description
Check the box to enable LAN 802.1x function.

Select the port number (at least two ports) to make a
high-bandwidth data path.

At present, the available ports to be selected include P2 and P3.
Green light means the LAG port is connected by Ethernet cable(s).
Discard current modification.

Save the current settings.
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9.4.3 Hotspot Web Portal

The Hotspot Web Portal feature allows you to set up profiles so that LAN users could either be
redirected to specific URLs, or be shown messages when they first connect to the Internet through
the router. Users could be required to read and agree to terms and conditions, or authenticate
themselves, prior to gaining access to the Internet. Other potential uses include the serving of
advertisements and promotional materials, and broadcast of public service announcements.

9.4.3.1 Profile Setup

Profile Setup is used to create or modify Portal profiles. Up to 4 profiles can be created to meet
different requirements according to LAN subnets, WLAN SSIDs, origin and destination IP addresses,

etc.
DrayTek / Configuration / Hotspot Web Portal c
Index Enable Comments Login Mode Applied Interface
1 Disable Click-through None
2 Disable Click-through None
3 Disable Click-through None
4 Disable Click-through None

Preview hotspot from WAN and VPN o

fl Note:
+ 1. The router must connect to the Internet before webpage redirection will work.
+ 2. [fthe LAN clients are using another DNS server on LAN, please make sure the DNS query for domain name "portal.draytek.com™ will be resolved by the router.

+ 3.Ifyou want to enable Preview hotspot from WAN and VPN, please set up

To configure the profile, move the mouse cursor to any entry and click to open the setting page.
Follow the on-screen steps to set the profile.

Step (1) Login Method
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Login Method
- Login Method

Enable

Comments

Portal Server
Portal Method
Captive Portal URL
Login Methods

Choose Login Method

Various Hotspot Login

http:/f ~ | portal.draytek.com

Login with Facebook
Login with Google
Recelve PIN via SMS
Receive PIN via Mail
PIN with Voucher
Login with RADIUS

Leave Info Login

Cancel Save and Next

The parameters are explained as follows:

Item
Enable

Comments

Portal Method

Captive Portal URL

Captive Portal URL

Login Methods
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Description

Check to enable this profile.

Enter a brief description to identify this profile.
Portal Server

There are four methods to be selected as for portal server.
Skip Login, landing page only
Click Through
Various Hospot Login
Leave Info Login
External Portal Server

When Skip Loging, landing page only or Click through is selected as
Portal Method

Enter the captive portal URL.
When Various Hotspot Login is selected as Portal Method
Enter the captive portal URL.

This setting is available when Various Hotspot Login is selected as

the portal method.

Choose Login Method - Select one or more desired login methods.
Login with Facebook

Login with Google
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Facebook

(Login with

Facebook)

Google

(Login with Google)

SMS Provider

(Receive PIN via SMS)

Mail Server

(Receive PIN via Mail

Server)

Radius Server

(Login with RADIUS)

Redirection URL

RADIUS Server
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Receive PIN via SMS

Receive PIN via Mail

PIN with Voucher

Login with RADIUS

Leave Info Login
This setting is available when Login with Facebook is selected as the
login method.
Facebook APP ID - Enter a valid Facebook developer app ID.
Facebook APP Secret - Enter the secret configured for the APP ID
entered above.
This setting is available when Login with Google is selected as the
login method.
Google App ID - Enter a valid Google app ID.
Google App Secret - Enter the secret configured for the APP ID
entered above.
This setting is available when Receive PIN via SMS is selected as the
login method.
Receiving PIN via SMS Provider - Select the SMS Provider used to
send PIN notifications SMS providers.
This setting is available when Receive PIN via Mail is selected as the
login method.
Receiving PIN via Mail - Select the SMS Provider used to send PIN
notifications SMS providers.
This setting is available when Login with RADIUS is selected as the
login method.

Authentication Method - Click link to configure the external RADIUS

server for authenticating web portal clients.

RADIUS MAC Authentication — Check Enable to activate user
authentication by MAC address.

MAC Address Format — Select the MAC address format that is used
by the RADIUS server.

When External Portal Server is selected as Portal Method
Enter the URL to which the client will be redirected.

Authentication Method - To configure the RADIUS server, click the_
External RADIUS Server link and you will be presented with the

configuration page.

RADIUS MAC Authentication - If the RADIUS server supports
authentication by MAC address, enable RADIUS MAC Authentication
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Cancel

Previous

Save and Next

and select the MAC address format that is used by the RADIUS server.
MAC Address Format - Select the MAC address format.

RADIUS NAS-Identifier - Enter the ID (string) for RADIUS NAS-Identifier.
Discard current modification.
Return to previous page.

Save the current settings and get into next page.

If you have chosen Skip Login, landing page only or External Portal Server as the portal method,

skip to step 4 Whitelisting below.

Otherwise, proceed to configure the login page by following steps 2 and 3.

Step (2) Background

Select a background for the login page.

ancel m m

The parameters are explained as follows:

Item

Choose Login

Background
Browser Tab Title

Logo Image

Login Method
Background Color

Description

Select either Color Background or Image Background as the login
page background scheme.

Enter the text to be shown as the webpage title in the browser.

The DrayTek Logo will be displayed by default. However, you can enter

HTML text or upload an image to replace the default logo.

Select the background color of the login panel from the predefined
color list, or select Customize Color and enter the RGB value. Click

Preview to preview the selected color.
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Opacity (10 ~100)

Background Image

Cancel

Previous

Save and Next

Available when Image Background is selected. Set the opacity of the

background image.

Available when Image Background is selected. Click Browse... to
select an image file (.JPG or .PNG format), then click Upload to upload
it to the router.

Discard current modification.
Return to previous page.

Save the current settings and get into next page.

If you have selected Skip Login, landing page only or External Portal Server as the portal

method, proceed to Step 4 Whitelist Setting; otherwise, continue to Step 3 Login Page Setup.

Step (3) Login Page Setup

- Login Page Setup

Configure Login Method and Details

Wiclcome Message

Privacy Policy & Terms and Conditions

Terms and Conditions

Content

Data Collection for Marketing

Description

-

The parameters are explained as follows:

Item

Welcome Message

Terms and
Conditions

Description

Content
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Description
if you have selected Click Through as the Portal Method.
Enter the text to be displayed as the welcome message.

Click to enable/disable the function.

User must tick to get the internet access - Click to ask the user

ticking the box for getting the Internet access.

Enter the text to be displayed in the Terms and Conditions pop-up

window.

If enabled, a check box with a description will be shown on the web
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portal login page.
Internal Content - Click it for displaying the message that you want
the user knows on the web portal login page.
Enter the text on the box below the Internal Content button.
External Content - Click it for opening another URL web page.
External Content URL - Enter the URL.
Data Collection for If enabled, a check box with a description will be shown on the web
Marketing portal login page.

User must tick to get the internet access - Click to ask the user
ticking the box for getting the Internet access.

Description - Enter a brief description for explaining if a user wants to
access the Internet, he/she must agree for data collection made by

network supplier.
Enter PIN Description = Enter the existing PIN code.

Submit Button Enter the text to be displayed on the Submit button

Description

Accept Button Enter the text to be displayed on the accept button

Description

AcceptButton Color  Select the color of the accept button from the predefined color list, or
select Customize Color and enter the RGB value. Click Preview to

preview the selected color.

if you have selected Various Hotspot Login as the portal method.

Welcome Message Enter the text to be displayed as the welcome message.
Terms and Click to enable/disable the function.
Conditions User must tick to get the internet access - Click to ask the user

ticking the box for getting the Internet access.

Description Enter the text to be displayed in the Terms and Conditions pop-up
window.
Content If enabled, a check box with a description will be shown on the web

portal login page.
Internal Content - Click it for displaying the message that you want
the user knows on the web portal login page.

Enter the text (maximum 1360 characters) on the box below the
Internal Content button.

External Content - Click it for opening another URL web page.

External Content URL - Enter the URL.

Data Collection for If enabled, a check box with a description will be shown on the web

Marketing portal login page.
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Facebook Login
Description

Google Login
Description

Hint Message for PIN

Receiving PIN

Description

Receiving PIN via
SMS Content

Enter PIN Description

Submit Button
Description

Submit Button Color

Hint Message for
RADIUS

RADIUS Account

Description

RADIUS Password

Description

Login Button

Description

Login Button Color

Cancel
Previous

Save and Next
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User must tick to get the internet access - Click to ask the user

ticking the box for getting the Internet access.

Description - Enter a brief description for explaining if a user wants to
access the Internet, he/she must agree for data collection made by
network supplier.

Enter the text to be displayed on the Facebook login button.

Enter the text to be displayed on the Google login button.

Enter the text used to suggest users to choose SMS authentication.

Enter the text to be displayed on the button that the user clicks to

receive an SMS PIN.

Enter the message to be sent by SMS to inform the user of the PIN. The

PIN variable is specified by <PIN> within the message.

Enter message to be displayed in the PIN textbox to prompt the user
to enter the PIN.

Enter the text to be displayed on the submit PIN button

Select the color of the submit button from the predefined color list, or
select Customize Color and enter the RGB value. Click Preview to

preview the selected color.

Enter the text used to prompt the user to login.

Enter the text to prompt the user to enter the username.

Enter the text to prompt the user to enter the password.

Enter the text to be displayed on the login button.

Select the color of the login button from the predefined color list, or
select Customize Color and enter the RGB value. Click Preview to

preview the selected color.
Discard current modification.
Return to previous page.

Save the current settings and get into next page.

437



438

If you have selected Various Hotspot Login as the portal method and selected Receive PIN via

SMS as the login method, you will also need to configure (3.2 Login Page Setup) page.

Back Button

PIN Code Message

Default Country, Enter Mobile Number Description

m Send Button Description and Color

Send Succeaded Message

m Enter PIN and Submit Button

Back Buttan Deseription

PIN Code Message

Default Country Code

Enter Mobile Number Description

The parameters are explained as follows:

Item

Back Button
Description

PIN Code Message

Default Country
Code

Enter Mobile Number

Description

Send Button

Description

Send Button Color

Send Succeeded
Message

Cancel

Description

Enter text for the label of the hyperlink to return to the previous page.

Enter text to be displayed as the body text on the page.

Select the default country code to be displayed using the dropdown

menu.

Enter message to be displayed in the mobile number textbox to

prompt the user to enter the mobile number.

Enter the label text of the send button.

Select the color of the send button from the predefined color list, or
select Customize Color and enter the RGB value. Click Preview to

preview the selected color.

Enter text to be displayed to notify the user after the PIN has been

sent.

Discard current modification.
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Previous Return to previous page.

Save and Next Save the current settings and get into next page.

Step (4) Whitelist Setting
Configure the whitelist settings. Users are allowed to send and receive traffic that satisfies

whitelist settings.

- Whitelist Setting

Always allow cutbound connections from hosts in

N rciou: [ soveananer:
The parameters are explained as follows:
Item Description
NAT Rules To prevent web portal settings from conflicting with NAT rules

resulting in unexpected behavior, select the NAT rules that are
allowed to bypass the web portal. Hosts listed in selected NAT rules

can always access the Internet without being intercepted by the web

portal.
Dest Domain Enter up to 30 destination domains that are allowed to be accessed.
DestIP Enter up to 30 destination IP addresses that are allowed to be
accessed.
Dest Port Enter up to 30 destination protocols and ports that are allowed

through the router.

Source IP Enter up to 30 source IP addresses that are allowed through the
router.

Cancel Discard current modification.

Previous Return to previous page.

Save and Next Save the current settings and get into next page.

VigorACS3 User's Guide 439



Step (5) More Options

More Dptions

- More Options

Queta Management
Login Method Quota Policy Profile Valid Time Device Allowed Bandwidth Limit Session Limit
Facebook Login 1. Default v 0d 5h Om Unlimiced Unlirnized Unlimized
Google Login 1. Default - 0d 5h Om Unlimited Unlirmized Unlirized
SMS Login 1. Default v 0d 5h 0m Unlimized Unlirmized Unlimized
il Mote:

* To modify the quota settings, please go to Hotspot Web Portal »>

Web Portal Options

HTTPS Redirection [ @]

i Note:
= When an unauthenticated dient opening a HTTPS page, redirect will work but certificate errors may be shown.
+ Disable this function to redirect anly HTTP pages. HTTPS browsing will timeout without redirection and alsa no certificate ermors.

Captive Portal Detection

£ Note:
= Trigger the unauthenticated cient to automatically pop-up the Web Partal page when connects to Wi-Fi.

= This function is not available when wsing Sodial Login because the page may not be shown correctly due to the limitation of the 05 built-in Captive Portal Detection.

Landing Page After Authentication

Landing Page Type Fixed URL

The parameters are explained as follows:
Item Description
Quota Management
Quota Policy Profile = Choose a policy profile to apply to web portal clients.
JSON API

Enable JSON API If enabled, information (e.g., string, number, object and so on) will be
saved as a text file on the JSON server.

Server URL Enter the URL of the server which will store the JSON information.
Get JSON and Specify the time period for the JSON server sending the JSON
Update user status information to other devices automatically.

every

Update Information  The information sent out by JSON server might include the following
types:
NAS-Identifier ( router's ID)
MAC Address (routers' MAC address)

All User Number (total number of the users connecting to the

router)

Wi-Fi User Number (total number of the wireless users
connecting to the router)

Web Portal Options

HTTPS Redirection If this option is selected, unauthenticated clients accessing HTTPS
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websites will be redirected to the login page, but the browser may
alert the user of certificate errors. If this option is not selected,

attempts to access to HTTPS website will time out without redirection.

Captive Portal If this option is selected, the web portal page is triggered

Detection automatically when an unauthenticated client tries to access the
Internet. This function is not available when the Login Mode is Social
Login, as the web portal page may not be shown correctly due to the

limitations of the operating system'’s built-in Captive Portal Detection.
Landing Page After Authentication
Landing Page Type Fixed URL - Specifies the webpage that will be displayed after the

user has successfully authenticated.

The user will be redirected to the specified URL. This could be used for
displaying advertisements to users, such as guests requesting
wireless Internet access in a hotel.

User Requested URL - The user will be redirected to the URL they

initially requested.

Bulletin Message - The message configured here will be briefly

shown for a few seconds to the user.
Bulletin Message Type - Select HTML or Image Upload.

Default - This button is enabled when Bulletin Message is
selected. Click to load the default text into the bulletin message

textbox.

Force Landing Page  If enabled, the landing page will stay until you close it.

Stay Enable
Applied Interfaces

Subnet The current Hotspot Web Portal profile will be in effect for the selected
subnets.

WLAN 2.4G [ 56 The current Hotspot Web Portal profile will be in effect for the selected
WLAN SSIDs.

Cancel Discard current modification.

Previous Return to previous page.

Finish Complete the configuration.
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This page displays information of users accessing the Internet through the web portal.
9.4.3.2.1User Info

DrayTek / Configuration / Hotspot Web Portal &

User Info Database Setup

Select Columns to Filter Users ~
Profile Profile 1 Profile 2 Profile 3 Profile 4
Login Method Skip Facebook Google
Pincode Click RADIUS
Leave Info
Data Collection Marketing

User Table

AvtiveUser - g opline Users / 0 All Users Auto Refresh (per min): off ~

Index Status Profile User Login Method P MAC Email Phone Number Expired Time

These parameters are explained as follows:

Iltem Description

Select Columns to Select the profiles and the login methods to filter the displayed users.

Filter Users Apply - Save the settings.

User Table Details of users accessing the Internet via Hotspot Web Portal will be
displayed.

Active User [ All Display the information for active user only or for all users in

Database database.

Auto Refresh On/off - Refresh current page automatically or not.

Go Where there are more than one page, Click to open the page with

specified number.
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9.4.3.2.2 Database Setup

This page allows the user to configure settings for database on USB disk.

2865ac_001DAA41DF7E / Configuration / Hotspot Web Porta

Enable database

Enable autematic database recovery

Backup database every

Enable sending user information to

sysleg

File Path

Database Usage

Netification and Action when Storage Exceeded

Notification

Action

Advanced options

Database Encryption

These parameters are explained as follows:

Item
Enable database

Enable automatic
database recovery

Enable sending user
information to
syslog

File Path

Database Usage

Notification
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Description
Check the box to record user information on router’s database.

Check the box to enable the functionality of the database recovery on
the USB disk.

Backup database every... - Set the interval to backup the database.

Check the box to send user information to syslog.

If a USB disk has been inserted into the USB port of Vigor router, the file
path will be shown in this area.

Display the usage and remaining space on the database.

Clear User Info — The user information will be displayed on the page
of User Info. You can delete the information by clicking this button.
Notification and Action when Storage Exceeded

Don't send notification - Vigor router system will not send any
notification to any recipient.

Send notification - Vigor router system will send a notification e-mail
to specified recipient(s) that selected from Email Notification Object
and SMS Notification Object.
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Action

Database
Encryption

Password
Confirm Password

Save

Email Notification Object

SMS Notification Object

Stop recording user information - Vigor router system will stop to
record the user information onto USB disk.

Backup and clean up all user info, and start a new record - Vigor
router system will backup all existed information on the USB disk onto
the host and clean up the information from USB disk. Later, it will start
a new record.

Advanced Options

Select to have the router create a new encrypted database. Once this

is done, you will not be able to revert to an unencrypted database.
Enter a password for encryption.
Enter the password again for confirmation.

Save the current settings.

The system administrator can specify bandwidth and sessions quota which is only applicable to

the web portal clients.

web Portal Bandwidth and Session Limit

Quota Policy Profile

Index Name Expired Time After Fiest Login  Device Allowed Per Account  Reconnection Time Restriction  Bandwidth

Defaul:  0dEh Om

Unlimited Unlimited Unlimited

These parameters are explained as follows:

Item

Enable Bandwidth

Limit

Enable Session Limit

444

Description
Web Portal Bandwidth and Session Limit

Click to enable [ disable the function.

If enabled, it will override the policy configured in Bandwidth
Management >> Bandwidth Limit.

Click to enable [ disable the function.

If enabled, it will override the policy configured in Bandwidth

Management >> Sessions Limit.
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Quota Policy Profile

+Add Create up to 20 policy profiles.
Delete Delete the selected policy profile.
Save Save the current settings.

To create a new policy profile, click +Add to create a new profile and display on the table.

Quota Policy Profile

Profile Number Limit: 20

TAdd
Index Name Explred Time After First Login ~ Device Allowed Per Account ~ Reconnection Time Restriction  Bandwlidth Limit  Sesslon Limit
1 Default 0d 5h Om Unlimited Unlimited Unlimited Unlimited
2 level 2 0d 5h Om Unlimited Unlimited Unlimited Unlimited

Check the box in front of the new entry and click to open the following page.

Index 2

Profile Name level 2

Account Validity

Expired Time After 15t Login 0 v 5 v |0 ~
days hours minutes

Enable Idle Timeout

Idle Timeout 0

Device Control

Devices Allowed per account Unlimited v
Enable Reconnection Time Restriction
Time Restriction Set Time Set period

0 ~ | hours| Qg ~ mins

Block the same user from reconnecting for the set
period

Cancel ﬂ

These parameters are explained as follows:

Item Description
Index Display the index number of the profile.
Profile Name Enter a name for a new profile.
Account Validity
Expired Time After Sets the days, hours, and minutes. After the login has expired, Vigor
Ist Login router will block the client from accessing the network/Internet.

Enable Idle Timeout If enabled, Vigor router will terminate the network connection if the is

no activity from the user after the specified idle time has passed.
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Idle Timeout Enter a time value (unit: minutes).
Device Control

Devices Allowed per | Select the maximum number of devices that can be connected to the

account network using the same account.

Enable Reconnection = Click to enable [ disable the function.

Time Restriction
Time Restriction Blocks the account from being used to connect devices to the
network in one of two ways:

Set Time (At ... Everyday) - After the login expires, the account
cannot be used to connect devices to the network until the set time of
day.

Set Period (Hours.. min)- After the login expires, the account cannot
be used to connect devices to the network for a set period of time.

Bandwidth and Session Limit

Enable Bandwidth Click to enable [ disable the function.

Limit

Download [Upload Set the maximum upload and download speeds.
Limit

Enable Session Limit | Click to enable [ disable the function.

Session Limit Set a maximum session limit for web portal clients.
Cancel Discard current modification.
Save Save the current settings.

9.4.3.4 PIN Generator
9.4.3.4.1 PIN Status

This page displays the detailed information for PIN codes generated by PIN Generator.

- / Configuration / Hotspot Web Portal

Profile Setup

PIN Status PIN Generator

Lisers Information f Delece Al

Quata Management
PIN Profile  Status Batch Name Valid Through Quota Policy Activated On  Expiry Time Action

9.4.3.4.2 PIN Generator
The system administrator can generate multiple PIN codes in response to the user's (e.g.,

enterprise) demand.
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PIN Generator

Prafile

Batch Name

PIN eade length

PIN Validity Day: o

PIN Vadidity Hours

The period of ime the FiN will be keprin the
dazsbaze,

Quanticy 0

Quata Management Palicy

[—
These parameters are explained as follows:

Item Description

Profile Use the drop down menu to specify an index number (from1to 4).

Batch Name Enter a string as a batch name.

PIN code length Specify the length of PIN code.

PIN Validity Days Set the days for the period of validity.

PIN Validity Hours Set the hours for the period of validity.

Quantity Set the quantity of the PIN code.

Quota Management = Use the drop down list to choose policy profile.
Policy

Generate Click to generate a PIN code as a voucher.

9.4.4 Routing

9.4.4.1Load Balance/Policy Route

This page lists the configured policies coming from Vigor CPE.

I n figuration / Routing Set to Factory Default ~ C'

Index Enable comment Protocol Interface srcip Dest 1P

1 Disable Any WANL Any Any

@© Note:

* The policies in blue are SD-WAN related, and can only be edited via ACS.

These parameters are explained as follows:

Item Description

Delete Click to remove the selected routing policy.

Index Display the index number of the routing policy.

Enable Display the status (enable / disable) of the routing policy.
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Comment Display the description for the routing policy.

Protocol Display the protocol used for this policy.

Interface Display the interface to send packets to once the policy is matched.
SrcIP Display the mode for the source IP.

DestIP Display the mode for the destination IP.

To configure the policy, move the mouse cursor to any entry and click to open the setting page.

Index 1
Enable

Comment

Criteria

Protocol Any ~
Source IP Any ~
Destination IP Any ~

Destination Port Any v

Send via if Criteria Matched

Interface Type WAN ~
Interface Address WAN1 ~ 1-10.3.84 ~

Delete

Add

@ clear CYSR seve |
These parameters are explained as follows:
Item Description
Index Display the index number of the routing policy.
Enable Click to enable / disable the routing policy.
Comment Enter a brief explanation for the routing policy.
Criteria
Protocol Use the drop-down menu to choose a proper protocol for the WAN
interface.
Source IP Select the mode (Any, IP Range, IP Subnet, IP Object or IP Group) of the
source IP.

Enter the IP oddress(es), network, mask, or select IP object/group as

the source IP based on the source IP mode used.

Destination IP Select the mode (Any, IP Range, IP Subnet, Domain Name, IP Object, IP

Group or Country Object) of the destination IP.

Enter the IP oddress(es), network, mask, domain name, or select an

object/group as the destination IP based on the destination IP mode
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Destination Port

Interface Type

Interface

Interface Address

Interface Mode

Gateway IP

Priority

Packet Forwarding
Via

Enable Failover

Failover to

Failover to Gateway
IP
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used.

Select the mode (Any or Range) for the destination port.

Enter the port values as the destination port based on the destination
port mode used.

Send via if Criteria Matched

Select the type of the interface.

Use the drop down list to choose a WAN or LAN interface or PVC or VPN
profile. Packets match with the above criteria will be transferred to the

interface chosen here.

Select the WAN interface that has an assigned IP address. Click Add to
specify more WAN interfaces.

It is available if WAN is selected as the Interface.

IP Based Load Balance - The same source [ destination IP pair will

select the same WAN interface as policy. It is the default setting.

Session Based Load Balance - All of the WAN interfaces will be used
(as out-going WAN) for passing through new sessions to get better
transmission speed. Though good speed test result for throughput
might be reached; however, some web site may not open smoothly,

especially the site need authentication, e.g., FTP.
Default Gateway - Default Gateway is selected in default. Traffic will
be sent to the default gateway address of the specified interface.

Specific Gateway - Traffic will be sent to the specified gateway
address instead of the default gateway address. It is used only when

you want to forward the packets to the desired gateway.
Priority

The greater the value is, the lower the priority is. Default value for route
policy is “200” which means it has higher priority than the default

route.
More Options

When you choose WAN (e.g., WANI) as the Interface for packet
transmission, you have to specify the way the packet forwarded to.

Choose Force NAT or Force Routing.
Click to enable [ disable the failover function.

If enabled, it will lead the data passing through specific interface (e.g.,

WAN/LAN) automatically when the selected interface is down.

Specific gateway is used only when you want to forward the packets

to the desired gateway.

Default Gateway - Usually, Default Gateway is selected in default.
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Specific Gateway - Enter a gateway IP address.
Cancel Discard current modification.

Save Save the current settings.

9.4.4.2 Static Route IPv4

The router offers IPv4 for you to configure the static route.

Index Destination IP Address Mask Gateway Interface Status
000 0.0.0.0 0.0.0.0 LANT Disable

2 0.0.0.0 0.000 0.0.0.0 LANT Disable
2 0.0.0.0 0.00.0 0.0.0.0 LANT Disable
4 0.0.0.0 0.000 0.0.0.0 LAMNT Disable
5 0.0.0.0 0.000 0.0.0.0 LANT Disable
6 0.0.0.0 LaM1 Disable
< LAM1 Disable
8 0.0.0.0 LANT Disable
9 LAMN1 Disable
10 0.0.0.0 LAMT Disable
0.0.0.0 0.0.0.0 LaMT Disable

12 0.0.0.0 0.0.0.0 LaM1 Disable
13 0.0.0.0 0.0.0.0 0.0.0.0 LaM1 Dizable
14 0.0.0.0 0.0.0.0 0.0.0.0 LAM1 Disable
15 0000 0.0.0.0 0.0.0.0 LANT Disable
16 0.0.0.0 0.0.0.0 0.0.0.0 LAMT Disable
17 0.0.0.0 0.0.0.0 0.0.0.0 LAMY Disable
18 0.0.0.0 0.0.0.0 0.0.0.0 LAMY Disable
19 0.0.0.0 0.0.0.0 0.0.0.0 LANT Disable
20 0.0.0.0 0.0.00 0.0.0.0 LANT Disable
21 Q000 0000 0.0.0.0 LANT Disable

To configure the profile, move the mouse cursor to any entry and click to open the setting page.

2865ac_001DAADDDDOD / Configuration / Routing

Static Route 1Pud

Index 2

Enable

Destination IP Address 0000

Subnet Mask 0.0.0.0

Gateway IP Address 0.0,00

Network Interface LAN1 -

@ Clear
Cancel

These parameters are explained as follows:

Item Description

Index Display the index number of the static route policy.
Enable Click to enable or disable the static route policy.
Destination IP Enter an IP address as the destination of such static route.
Address
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Subnet Mask
Gateway IP Address
Network Interface
Clear

Cancel

Save

Enter the subnet mask for such static route.
Enter the IP address of the gateway.
Specify an interface for this static route.

Click to return to factory default setting.

Discard current modification and return to previous page.

Save the current settings and return to previous page.

The router offers IPv6 for you to configure the static route.

Index Destination IPv€ Address

P

o o @ &2 @ 2 @ @ @ @ @ @ © @ © & © © 8 o & o o

rofix Len Gateway IPvE Address. Interface
LANL
LANL
LANL
LANL
LANL
LANL
LANL
LANL
LANL
LANL
LANL
LANL
LANL
LANL
LANL
LANL
LANL
LANL
LANL
LANL
LANL
LANL
LANL

Status

Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable

Disable

To configure the profile, move the mouse cursor to any entry and click to open the setting page.

2865ac_001DAADDOODD / Configuration

Static Route IPvb

Index

Enable

Destination |PvE Address

Prefix Len

Gateway |Pv6 Address

Metwork Interface

These parameters are explained as follows:

Item
Index

Enable
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Description

Display the index number of the static route policy.

Click to enable or disable the static route policy.
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Destination IPv6 Enter the IP address with the prefix length for this entry.

Address [ Prefix Len
Gateway IPv6 Enter the gateway address for this entry.
Address
Network Interface Specify an interface for this static route.
Clear Click to return to factory default setting.
Cancel Discard current modification and return to previous page.
Save Save the current settings and return to previous page.
9.4.4.4 BGP

BGP is a standardized protocol designed to exchange routing and reachability information

among autonomous systems (AS) on the Internet.

Load Balance/Policy Route 2927ac_1449BC30C3F0 / Configuration / Routing

Static Route IPv4.
Basic Settings

Static Route IPv6

Enable Local BGP

Redistribute OSPF routes into BGP

Local AS Number (1-4294967295)

Hold Time 180

Connect Retry Time 120

Router 1D 192.168.1.1

Static Network
These parameters are explained as follows:
Item Description
Enable Local BGP Click to enable [ disable the BGP function.
Redistribute OSPF Click to enable [ disable the distribution OSPF routes into BGP
routes into BGP function.
Local AS Number Enter the value as local AS nubmer.
Hold Time Set the time interval (in seconds) to determine the peer is dead when

the router is unable to receive any keepalive message from the peer

within the time.

Connect Retry Time  If the router fails to connect to neighboring router, it requires a period

of time to reconnect.

Router ID Specify the LAN subnet for the router.
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Cancel
Save

Basic Settings

Static Network

Cancel

Save

Discard current modification.

Save the current settings.

Display general settings for for local router and neighboring routers.

+Add - Add a new neighbor profile.

Delete - Remove a selected neighbor profile.

Enable - Display the status of the BGP profile.

Index - Display the index number of the BGP profile.

AS Number - Display the value of AS number.

Profile Name - Display the name of the BGP profile.

IP Address - Display the IP address of the BGP profile.

MD5 Auth - Display the status (enabled / disabled) of MD5 Auth.
Status - Display the connection status for local router and
neighboring router.

Display the neighboring routers for exchanging the routing
information with the local router.

+Add - Add a new static network profile by giving IP address and

subnet mask.

Delete - Remove a selected neighbor profile.

Index - Display the index number of the BGP profile.
IP Address - Display the IP address of the router.

Subnet Mask - Display the subnet mask of the router.
Discard current modification.

Save the current settings.

To configure the BGP profile with basic settings, move the mouse cursor to any entry and click to

open the setting page.

VigorACS3 User's Guide

453



DrayTek / Configuration / Routing C

Index 1

Enable

Profile Name

AS Number

IP Address

MDS5 Auth

Password @
4-Byte As Number

Weight 0 v

Prepend 0 v

ot [

These parameters are explained as follows:
Item Description

Basic Settings Index - Display the index number of the profile.
Enable - Click to enable / disable the profile.
Profile Name - Enter the name of the profile.
AS Number - Enter a value for AS number.
IP Address - Enter the IP address for the profile.
MD5 Auth - Click to enable / disable the MD5 authentication.
Password - Enter the password for authentication.

4-Byte As Number - Click to enable / disable the setting.
Cancel Discard current modification and return to previous page.

Save Save the current settings and return to previous page.

To configure the BGP profile for static network, click +Add to open the setting page. Or move the

mouse cursor to any existed entry and click to open the setting page.
2865ac_001DAADODO00 / Configuration / Routing

Index
IP Address

Subnet Mask

These parameters are explained as follows:

Item Description
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Static Network

Cancel

Save

9.4.5 NAT

Index - Display the index number of the profile.
IP Address - Enter the IP address for a router.

Subnet Mask - Specify a subnet mask for the IP address.
Discard current modification and return to previous page.

Save the current settings and return to previous page.

9.4.5.1 Port Redirection

This page lists the configured Port Redirection policies coming from Vigor CPE.

2865ac_0D1DAADODO0D ~

Pert Triggering

ALG

Index Status

false

DrayTek viseracs: B Copure Packets ~ B ol ¢

2865ac_001DAA000000 / Confliguration / NAT

=) Sex 1o Factory Defauls

Port Redirection Mode Service Name Protocol Public Port Start  Public Port End  Private IP Start  Private IP End  Private Port  WANIP  SourcelP |

Single 0 0 o ] Al 0 f

To configure the NAT profile, move the mouse cursor to any entry and click to open the setting

page.

NAT

Enabled

Port Redirection Mode
Service Name
Protocol

WANIP

Public Port Start
Public Port End
Source IP

Private IP Start

Private Port

8 Note:

Single Range

TCP | UDP

0

0

Any IP Object IP Group

IPv4 format (EX : 122.12.1.1)

0

= In "Range" Mode the End IP will be calculated automatically once the Public Port and Start IP have been entered.

[ Clear

- -

These parameters are explained as follows:

Item
Enabled

Port Redirection
Mode

Service Name

VigorACS3 User's Guide

Description
Click to enable / disable the port redirection profile.

Two options (Single and Range) are provided here for you to choose.

single [ Range - To set a range for the specific service, select Range.

Otherwise, select Single.

Enter the description of the specific network service.
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Protocol TCP/UDP - Select the transport layer protocol (TCP or UDP).

WANIP Select the WAN interface used for port redirection. The default setting

is All which means all the incoming data from any port will be

redirected to specified range of IP address and port.

Public Port Start / Specify which port can be redirected to the specified Private IP and

End Port of the internal host. If you choose Range as the port redirection

mode, you will need to enter the required number on the first box (as

the starting port) and the second box (as the ending port).

Source IP Select the source IP mode.
Any - It means any IP address.
IP Object -
IP Object - Specify an IP object profile.
IP Group -

IP Group - Specify an IP group profile.

Private IP Start /End  Specify the private IP address of the internal host providing the

service. If you choose Range as the port redirection mode, you will see

two boxes on this field. Type a complete IP address in the first box (as

the starting point). The second one will be assigned automatically

later.

Private Port Specify the private port number of the service offered by the internal
host.

Clear Click to return to factory default setting.

Cancel Discard current modification and return to previous page.

Save Save the current settings and return to previous page.

9.4.5.2 DMZ Host

DMZ Host allows a defined internal user to be totally exposed to the Internet, which usually helps

some special applications such as Netmeeting or Internet Games etc.

DrayTek vewscs>

2865ac_001DAADDO000 / Configuration / NAT

Port Redirection

Index Profile Name
Open Ports . et
Port Trggering 2 WAN2

ALG

These parameters are explained as follows:

Item Description
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Index Display the index number of the DMZ host profiles.

Profile Name Display the interface of the DMZ host profile.

To configure the DMZ host profile:

1. Move the mouse cursor to any entry (1to 6) and click to open the following page.

2865ac_001DAAL1DF72 / Configuration / NAT
NAT DMZ Host

Interface WANT

Index WAN Type Meode Enable Private IP WAN IP

1 0 None false 0.0.0.0

2. Click the index number of the profile to open the settings page.

=== / Configuration / NAT

MAT DMZ Host Setup

These parameters are explained as follows:

Item Description
Interface Display the name of the DMZ host profiles.
Mode Select a method to enter the IP address.
Private IP
None
Private Enter the private IP address of the DMZ host.
WAN IP Display the WAN IP alias for this interface.
Cancel Discard current modification and return to previous page.
Save Save the current settings and return to previous page.

3. After finished the configuration, click Save to save the changes.
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9.4.5.3 Open Ports

This page lists the configured Open Ports policies coming from Vigor CPE.

It allows you to open a range of ports for the traffic of special applications.

2865ac_001DAA DF78 ~ DrayTek VigorACS 3 carrie C

2865ac_001DAA41DF78 / Configuration / NAT
D Set to Fac
Index Enable Open Ports Comment WAN Interface WAN IP Local IP Address Source I Open Parts Factory Default Saurce IP Type

falze WAN WANT_P Allas[1]  0.0.0.0 [ false Any

To configure the open port profile, move the mouse cursor to any entry and click to open the

setting page.

Open Ports
Index
Enable
Comment
WAN Interface WAN1 -
Source IP Amy P Object IP Group
Local IP Address

Open Port List
Index Protocol Start Port End Port
1 [} 0
2 ] 0
3 ] 0
4 ] 0
5 o 0
[ [/} 0
7 0
8 i} 0
9 [} 0

@ Clear

These parameters are explained as follows:

Item Description

Open Ports
Index Display the index number of the Open Port profile.
Enable Click to enable / disable the Open Port profile.
Comment Enter the description for the Open Port profile.
WAN Interface Choose a WAN interface that will be used for this entry.
Source IP Select the source IP mode.

Any - It means any IP address.

IP Object -
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IP Object - Specify an IP object profile.
IP Group -
IP Group - Specify an IP group profile.

Local IP Address Enter the private IP address of the local host.

Open Port List It displays 1to 10 open port profiles.

Click any one of the index numbers to configure the settings for the
selected open port profile.

Cancel Discard current modification and return to previous page.

Save Save the current settings and return to previous page.

9.4.5.4 Port Triggering

Port Triggering is a variation of open ports function. This page lists the configured Port Triggering
policies coming from Vigor CPE.

2865ac_001DAASIDFTE DrayTek vigoracss WM Capture Packets

2865ac_001DAA41DF7B / Configuration / NAT
) Sex to Factory Default
Index  Enable Comment Triggering Protacal Triggering Port Incoming Pratocol Incoming Port Source IP Souree IP Type

1 falze - [ Ay

To configure the port triggering profile, move the mouse cursor to any entry and click to open the
setting page.

Port Triggering

Enable

Service User Defined ~
Comment

Source IP Any IP Object IP Group

Triggering Protocol ~
Triggering Port

Incoming Protocol ~

Incoming Port

© Note:

» The legal format of Triggering Port and Incoming Port should ke this:
123

173456

173,456,789

123-456,789

123-456,T77-789

« The lllegal format Ike this:
173456789
173-456-789

These parameters are explained as follows:

Item Description
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Enable
Service
Comment

Source IP

Triggering Protocol

Incoming Protocol

Incoming Port
Clear
Cancel

Save

9.4.5.5 ALG

Click to enable [ disable the Port Triggering profile.
Choose the service type to apply for this triggering profile.
Enter the text to memorize the application of this rule.

Select the source IP mode.
Any - It means any IP address.
IP Object
IP Object - Specify an IP object profile.
IP Group
IP Group - Specify an IP group profile.

Select the protocol (TCP, UDP or TCP/UDP) for such triggering profile.

When the triggering packets received, it is expected the incoming
packets will use the selected protocol. Select the protocol (TCP, UDP or

TCP/UDP) for the incoming data of such triggering profile.
Enter the port or port range for the incoming packets.
Click to return to factory default setting.

Discard current modification and return to previous page.

Save the current settings and return to previous page.

There are two methods provided by Vigor router, RTSP (Real Time Streaming Protocol) ALG and

SIP (Session Initiation Protocol) ALG, for processing the packets of voice and video.

& Configuration

Port Redirection

DMZ Host
Enable

Open Ports

Port Triggering

2865_1449BC080090 |/ Configuration / NAT

Sat to Factory Default

ALG (Application Layer Gateway)

Enable Protocol Listen Port TP upp
false SIP 5060 true true

false RTSP. 554 true true

= -

To configure the ALG profile, move the mouse cursor to any entry and click to open the setting

page.
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2865ac_001DAA41DF78 / Configuration / NAT

Enable O
Protocol sIe
Listen Port

TCP O
uoP O

These parameters are explained as follows:

Item Description

Enable Click to enable / disable the ALG profile.

Protocol Display the type (SIP, RTSP) of ALG.

Listen Port Enter a port number for SIP or RTSP protocol.

TCP/UDP Click to enable/disable the TCP/UDP. If enabled, it will make

correspond protocol message packet from TCP/UDP transmit and

receive via NAT.
Cancel Discard current modification and return to previous page.

save Save the current settings and return to previous page.
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When the data traffic is heavy and data transmission is getting slowly and slowly, you can

configure this page to accelerate the data streaming by hardware itself.

Acceleration

NAT

IPsec

Protocol

Exception List

Index MAC Address

1 00:00:00:00:00:00

@ Clear

Disable | Enable
g 1P 2 uoP
= 1cP = uop

Type Description

Cancel E

These parameters are explained as follows:

Item

Acceleration

NAT
Protocol
IPsec
Protocol

Exception List

Description

Disable — The default setting.

Enable - The sessions with the heaviest loading and the lower latency
traffic will be added into PPA.

Click to enable [ disable NAT setting.

There are two types supported by this function, TCP and UDP.

Click to enable [ disable IPsec setting.

There are two types supported by this function, TCP and UDP.

If you want to restrict some users/clients from transmitting data
through the router by using the hardware acceleration function,
switch the toggle to enable the function. Then click the index number

to create an exclusion list.

Exception List

Index 1
MAC Address 00:00:00:00:00:00
ARP Table
Exception Type NAT IPsec

Description

[ Delete

MAC Address - Enter the MAC address of the client.

ARP Table - Click to select the client listed on the ARP table. Then, the
MAC address of the selected client will be shown on the MAC Address
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Cancel

Save

9.4.7 Firewall

9.4.7.1 General Setup

field.
Exception Type - Select NAT and / or IPsec.

Description - Enter a brief explanation for the selected client.
Discard current modification.

Save the current settings.

It allows you to enable / disable Data Filter, determine general rule for filtering the incoming and

outgoing data.
Filter Setup

Data Filter

Data Filter Set Start

Inbound Palicy

Allow pass inbound fragmented large
packets [required for certain games

and streaming)

Enable Strict Security Firewall

Satw2 ¥

| O]

©

Block reuting connections initiated from WAMN

Block IPvd Routing Packet

Block IPvé Routing Packet

fi Note:

O

= Packers are fitered by firewall functions in the following order:

1. Data Filter Sets and Rules.

2. Block routing connections initiated from WAN.
3. Default Rule.

These parameters are explained as follows:

Item

Data Filter

Data Filter Set Start

Allow pass inbound
fragmented large...
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Description
Filter Setup

Click to enable [ disable the function.

If enabled, choose a Start Filter Set.
Choose a Start Filter Set.
Inbound Policy

Click to enable [ disable the function.

Certain games and video streaming service use fragmented UDP
packets to transfer data. Enabling this option allows these
applications to function properly.
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Enable Strict Click to enable [ disable the function.

Security Firewall If this option and the Web Content Filter (WCF) are both enabled, web
traffic will be blocked if the WCF server fails to respond to lookup

requests.
Block routing connections initiated from WAN

Block IPv4 Routing For LAN hosts receiving WAN IPv4 addresses using the IP routed
Packet subnet, enable this option to prevent WAN hosts from connecting to

LAN hosts. This option has no effect on LAN hosts on private LAN

subnets.
Block IPv6 Routing IPv6 does not make use of Network Address Translation (NAT), so alll
Packet LAN hosts receive public IPv6 IP addresses that are exposed to the

WAN. Enable this option to block WAN hosts from connecting to LAN

hosts using IPv6.

Save Save the current settings.

This page allows you to choose filtering profiles including QoS, Load-Balance policy, WCF, APP

Enforcement, URL Content Filter, for data transmission via Vigor router.

Default Action

Session Control
Quality of Service
User Management
APP Enforcement
URL Content Filter
Web Content Filter
DNS Filter

Syslog

Advanced Settings
Codepage AN
Window Size

Session Timeout (min.)

These parameters are explained as follows:

Item Description
Default Rule
Default Action Select Pass or Block for the packets that do not match with the filter
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rules. When the setting is Block, all other fields on the page are

disabled because they are not applicable.

Session Control The current number of sessions is shown before the slash, followed by
the maximum numlber of concurrent sessions allowed, which is

configurable.

Quality of Service Select one of the QoS rules to be applied as firewall rule. For detailed

information of setting QoS, please refer to the related section later.

User Management This setting is only available when Rule-Based is selected in User
Management>>General Setup. The default firewall rule will be applied

to the selected user or user group.

APP Enforcement Select an APP Enforcement profile for application blocking, or None to

disable APP Enforcement for the Default Rule.

URL Content Filter Select a URL Content Filter profile to be used, or None to disable URL

Content Filter for the Default Rule.

Web Content Filter Select a Web Content Filter profile to be used, or None to disable Web

Content Filter for the Default Rule.

DNS Filter Select the DNS Filter profile to be used, or None to disable DNS Filter for
the Default Rule.

Syslog Select the items to send and store the records to Syslog.
Advanced Settings
Codepage Selecting the appropriate codepage can increase the accuracy of

the URL Content Filter. The default value is ANSI 1252 Latin I. If the

setting is None, no decoding of URL will be performed.

Window Size Sets the TCP window size as described in RFC 1323. Valid values are
from 0 to 65535.

Session Timeout Sets the timeout sessions are allowed to idle before they are removed

from the system.

Save Save the current settings.
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This page displays the filter rule profile and allows to create new filter rule profile(s).

These parameters are explained as follows:

Item

Delete

Set

Comments

Next Filter Set

comments.

Default Data Filter

Description

Click to remove the selected filter rule.

Display the number of filter set.

Next Fliter Set
None
None
None
None
None
None
None
None
None
None
None

None

Click the index number to add a new filter rule set.

Display the comment of the filter rule.

Display the name of next filter set. None means no filter set is

specified for current filter set.

To configure the filter rule set profile, move the mouse cursor to any set number and click to open

the setting page.

Filter Rules

Index

Comments

Next Filter Set

Rule Active

1

2

These parameters are explained as follows:

©

@ Clear

Item

Comments

xNetBios -> DNS

1

Default Data Filter

None

Directlon

LAN/DMZ/RT/VPN->WAN

LAN/DMZ/RT/VPN->WAN

LAN/DMZ/RT/VPN--WAN

LAN/DMZ/RT/VPN-=WAN

LAN/DMZ/RT/VPN->WAN

LAN/DMZ/RT/VPN->

LAN/DMZ/RT/VPN-=WAN

Description

Filter Rules

Srcip
Any
Any
Any
Any
Any
Any

Any

DstIP
Any
Any
Any
Any
Any
Any

Any

Service Type
TCP/UDP
Any

Any

Any

Any

Any

Any

Actlon

Block Immediately
Pass Immediately
Pass Immediately
Pass Immediately
Pass Immediately
Pass Immediately

Pass Immediately

Cancel E
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Index Display the index number of the filter rule set.

Each filter set contains up to 7 rules.

Comments Enter a comment to identify the filter rule.

Next Filter Set Select the filter set for the firewall to process after the current filter set
Table

Rule Display the index number of the filter rule.

Active Click to enabled or disabled the filter rule.

Comments Optional comment entered in the settings page to identify the rule.

Direction Display the direction of packet.

SrcIP Display the IP address of source [destination.

DstIP Display the type and port number of the packet.

Service Type Display the type and port number of the packet.

Action Display the packets to be passed /blocked.

Cancel Discard current modification and return to previous page.

Save Save the current settings and return to previous page.

Click any rule in the table to display the filter conditions:

General Settings
Filter Rule 1

Comments xNetBios -> DNS

Active O

Filter Conditions

Direction LAN/DMZ/RT/VPN-=WAN v
Incoming Interface LAN1 LAN2

LAN3 LAN4

LANS LANG

LANT LANS

® DMz P Routed Subnet

VPN
Outgoing Interface % WANL WANZ

WAN3 WAN4

WANS5 WANG
- e [

After adjusting the filter conditions, click Save and return to previous page.
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2865Lac_1449BCOD8F00 | Configuration / Firewall

DoS Defense

Do Defense

Do defense Log

Flood Defense

SYN Flood Defense

SYN Flood Threshold (pkts/sec)

Session Time-Out (sec.)

UDP Flood Defense

UDP Flood Threshold (pkts/sec)

Session Time-Out (sec.)

ICMP Flood Defense

ICMP Flood Threshold (pkts/sec)

Session Time-Out (sec.)

Port Scan Detection

White/Black List Option

Enable v

Cancel [ Clear All ﬂ

These parameters are explained as follows:

Item

DoS Defense

White/Black List
Options

DoS defense Log

SYN Flood Defense

Description
DoS Defense
Click to enable / disable the DoS Defense.

Click to set white or black list.

2865Lac_1449BCODSF00 / Configuration / Firewall

1Pv4 Address Whitelist

< sscktoDetensaSoup

Click to enable / disable the function of recording DoS defense log
onto Syslog.

Flood Defense
Click to enable [ disable the SYN flood defense.
If enabled,

SYN Flood Threshold - Set a threshold value. The default values
of threshold is 2000 packets per second.

Session Time-Out - Set a threshold value. The default value of

VigorACS3 User's Guide



UDP Flood Defense

ICMP Flood Defense

Port Scan Detection

Select All

ARP Spoofing
Defense Log

ARP Spoofing
Defense

IP Spoofing Defense

Cancel
Clear All

Save
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timeout is 10 seconds.

Click to enable [ disable the UDP flood defense.
If enabled,

UDP Flood Threshold - Set a threshold value. The default values
of threshold is 2000 packets per second.

Session Time-0Out - Set a threshold value. The default value of
timeout is 10 seconds.

Click to enable [ disable the ICMP flood defense.

If enabled,

ICMP Flood Threshold - Set a threshold value. The default values

of threshold is 250 packets per second.

Session Time-0Out - Set a threshold value. The default value of

timeout is 10 seconds.
Port Scan Detection

Click to enable [ disable the port scan defense.
If enabled,

Port Scan Threshold - Set a threshold value. The default values

of threshold is 2000 packets per second.
Others
Click to select and enable all items under Others.
Spoofing Defense

Click to enable / disable the store the ARP log to Syslog.

There are two types for spoofing defense.
Block ARP replies with inconsistent source MAC address
Block ARP replies with inconsistent

Decline VRRP MAC into ARP table

There are two types for spoofing defense.

Block IP packet from WAN with Inconsistent source IP
addresses

Block IP replies from LAN with Inconsistent source IP addresses
Discard current modification and keep current configuration.
Discard current modification and return to factory default setting.

Save the current settings.
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9.4.7.5 APP Enforcement

The APP Enforcement Filter can be used to prevent users from using undesirable or inappropriate

network applications such as online chat and peer-to-peer programs. The filter works by

detecting and blocking network traffic of applications by means of traffic patterns.

Genaral Setup

Defoukt Rule

Filter Rules

DoS Defense

URL Content Filter

To create a new profile, click +Add to open the following page.

2865ac_001DAA41DF78 / Configuration / Firewa!

2865Lac_1449BCOD8FO00 | Configuration / Firewall

Index

Profile Name

Instant Message

Select All Clear All
VoIP

Select All Clear All
PP

Select All Clear All
Protocol

Select All Clear All

AIM Login
BaiduHi

GaduGadu Protocol
KC

Paltalk

Signal

Telegram

WebIM URLs

RC Voice

TelTel

Ares
eDonkey
Huntmine
OpenNap

Vagaa

BGP
GIT

IRM Infarmiy

AWW
Facebook/Instagram
1€Q

LINE

PocoCall

Slack

Tencent QQ

WhatsApp

SkypefTeams

WeChat

BitTorrent
FastTrack
Kuwo
Pando

Xunlei(Thunder)

DNS
H313

IRM DRY

Set to Factory Default

Ares
Fetion
iSpQ
Linkedin
Qnaxt
Snapchat
uc

WhatsApp Call

TeamSpeak

ClubBox
Gnutella
OpenFT

SoulSeck

FTP
HTTP

rmp

ot [

These parameters are explained as follows:

Item

Index

Profile Name
Select All
Clear All
Cancel

Save

Description

Display the index number of the profile.

Display the name of the profile.

Click to select all of the items on this page.

Click to deselect all selected items.

Discard current modification and return to previous page.

Save the current settings.
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9.4.7.6 URL Content Filter

The URL Content Filter scans URL strings in HTTP requests for predefined keywords to restrict

browsing activities.

2865ac_001DAA41DFI8 / Configuration / Firewall
Defsuit Rule fee

Fiter 5 Index  Profile Name URL Access Control

i false

Content Fiter Administration Message

DNS Filter

Diagnose

These parameters are explained as follows:

URL Access Control Action

Set to Factory Default

Web Feature Action

Pass.

) Defaul: Message m

Item Description

+Add Click to create a new UCF profile.

Delete Click to remove the selected UCF profile.

Default Message Click to reset the administration message to the factory default.
Save Save the current settings.

To create a new UCF profile, click +Add to open the following page.

2865ac_001DAA41DF78 / Configuration / Firewall

URL Content Filter Profile

Index

Profile Name

Priority Either: URL Access Control First -
Log Block -
URL Access Control
URL Access Contral
Prevent web access from IP address
Action Pass Block
Index Keyword Object
MNome v
Index Keyword Group
None -
Exception List
. .
Item Descri ption
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Set to Factory Default
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Index
Profile Name
Priority

Log

URL Access Control

Prevent web access

from IP Address

Action

Keyword Object
Table

Keyword Group
Table

Exception List

Web Feature

Restriction

Action

472

URL Content Filter Profile

Display the index number of the UCF profile.

Display the name of the UCF profile.

Select the order of evaluation of URL Access Control and Web Feature.

Select the access attempts (None, Pass, Block or AII) to be recorded

on Syslog.
URL Access Control
Click to enable or disable the URL access control.

Click to enable or disable the function of preventing users from
circumventing URL Access Control.

This setting is enabled only when Priority is set to Either: URL Access
Control First or Either: Web Feature First.

Pass - Allows access to web pages with URLs containing keywords
that are in the selected keyword groups or objects. Access to other
URLs is blocked.

Block - Blocks access to web pages with URLs containing keywords
that are in the selected keyword groups or objects. Access to other
URLs is allowed.

Index - Display the index number of keyword object profile.
Keyword Object - Display the name of the keyword object profile.
Action - +Add - Click to add a new entry to specify a keyword object
profile.

Index - Display the index number of keyword group profile.
Keyword Group - Display the name of the keyword group profile.
Action (+Add) - Click to add a new entry to specify a keyword group
profile.

It is available when URL Access Control is enabled.

Index - Display the index number of exception object profile.

Exception Keyword Object [Group - Display the name of the

exception keyword object/group profile.

Action (+Add) - Click to add a new entry to specify an exception
keyword object [ group profile.

Web Feature

Click to enable or disable the web feature restriction function.

Pass - Allows access to web pages with URLs containing keywords

that are in the selected keyword groups or objects.
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File Extension

Cookie, Proxy,
Upload

Proxy

Upload

Cancel

Save

Block - Blocks access to web pages with URLs containing keywords
that are in the selected keyword groups or objects.

Choose one of the profiles for passing or blocking the file
downloading.

Click to enable or disable cookie function.

If enabled, it can block cookies from Internet websites.

Click to enable or disable proxy function.

If enabled, it can block web proxy servers that relay HTTP traffic.

Click to enable or disable upload function.

If enabled, it can block HTTP uploads from the LAN to the Internet.
Discard current modification and return to previous page.

Save the current settings and return to previous page.

9.4.7.7 Web Content Filter

Users can also be prevented from browsing certain types of websites by using the Web Content

Filter. This filter classifies website domain names into different categories, which can be

selectively blocked.

General Setup
Defaulk Rule
Fitter Rules

DeS Dafense
APP Enforcement

URL Content Fier

DNS Filter

Disgnose

2865ac_001DAA41DF78 / Configuration /

Firewal Sat o Factory Default

Web Content Filter License  Not Activazed

Cache

Administration Message

Index

Prafile Name Log Action Black/White List:Action

Defaul Block Block

Legend:
#5IP% - Source IP, Lnbsp: %DIP% - Destination
IP.&nbsp; HURLY - URL

WOLS - Category, &nbsp; BRNAMED - Router
Name

These parameters are explained as follows:

Item

Set to Factory
Default

+Add
Delete
Index

Profile Name
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Description

Clear all profile settings.

Click to create a new WCF profile.
Click to remove the selected WCF profile.
Display the index number of the WCF profile.

Display the name of the WCF profile.
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Log Display the type (Pass or Block or All) of the log to be recorded.
Action Display the type (Pass or Block) of the action selected.

Black/White List Display the action to be taken when a WCF matches keyword group

and object selections.
Cache None - The router verifies every HTTP URL requested by
communicating with the WCF server on the Internet.

L1 - The router caches the HTTP URLs that have been checked against
the WCF server. URLs will be looked up in the L1 cache before reaching
out to the WCF server. When the cache is full, the oldest entry will be

deleted to accommodate new URLs.

L2 — After a URL has been checked and found to pass WCF, the source
and destination IPs are cached for about 1 second in the L2 cache.
This is to allow a webpage to be loaded without further verifying the
same URLs against the L1 cache or the WCF server.

L1+L2 Cache — The router will utilize both L1 and L2 caches.

Administration The message to be displayed in the browser when access to a
Message website has been blocked. A custom message can be entered with

HTML formatting in the text box.
Default Message Click to reset the administration message to the factory default.

Save Save the current settings.

To create a new WCEF profile, click +Add to open the following page.
292Tac_1449BC30C3F0 / Configuration / Firewall Set to Factory Default c

Web Content Filter Profile

Index 2
Profile Name

Syslog Block hd

Action Pass Block

White/Black List

Black/White List

Action Pass Block

Index Keyword Object Action

1 None v t Add

Index Keyword Group Action

1 None ~ - Add

Cancel m

Item Description

Web Content Filter Profile
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Index Display the index number of the WCF profile.

Profile Name Display the name of the WCF profile.
Syslog Display the type (Pass or Block or All) of the log to be recorded.
Action Pass - Only passed access attempts will be recorded in Syslog.

Block - Only blocked access attempts will be recorded in Syslog.
White/Black List

Black/White List Click to enable or disable the function of Black/White List. Keyword
objects and groups can be applied to the URL to override WCF
category filtering.

Action Action to take when a URL matches keyword group and object
selections.

Pass - Allow access to the URL.

Block - Disallow access to the URL.

Keyword Object Index - Display the index number of keyword object profile.
Table Keyword Object - Display the name of the keyword object profile.

Action - +Add - Click to add a new entry to specify a keyword object

profile.
Keyword Group Index - Display the index number of keyword group profile.
Table Keyword Group - Display the name of the keyword group profile.

Action (+Add) - Click to add a new entry to specify a keyword group

profile.

Selections for Security, Parent Control, Productivity, General Use

Select/Clear All Click to select or deselect all items under Category Selection.
Cancel Discard current modification and return to previous page.
save Save the current settings and return to previous page.

DNS Filter blocks or allows traffic to the WAN by intercepting DNS queries, and applying UCF and

WCEF rules to hostnames.
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& Configuration

General Setup

Default Rule

Filter Rules.

DoS Defense

APP Enforcement

URL Content Filter

Web Content Filter

2865ac_001DAA000000 / Configuration / Firewall

+ Add

Index

1

Setto Factory Default

Profile Name DNs Sysiog DNSWCF DNSUCF

Block None None

DNS Filter Local Setting

DNS Filter

Syslog.

Administration Message

None ~
None ~

None -

<body><center-<br-<br-<br-<p>The requested
Web page <br>from 0SIP% <br>to %URLY
<brthat Is categorized with %CL% <br-has been
blocked by %RNAMEY: DNS Filter<p>Please

Legend:
96SIP% - Source IP&Nbs; HURLY - URL
S6CL% - Category &nbsp; SURNAMES, - Router Name

© Default Message E

These parameters are explained as follows:

Item

+Add

Delete

Index

Profile Name
DNS Syslog
DNS WCF

DNS UCF

DNS Filter
Syslog
WCF

UCF

Administration

Message

Default Message

Save

Description

Click to add a new DNS filter profile.

Click to remove the selected DNS filter profile.

Display the index number of the DNS filter profile.

Display the name of the DNS filter profile.

Display the filtering type (Block, Pass, All or None) of the DNS syslog.
Display the name of the WCF profile.

Display the name of the UCF profile.

DNS Filter Local Setting

Click to enable [ disable the DNS filter function.

Select the filtering type (Block, Pass, All or None) of the DNS syslog.
Select a WCF profile.

Select a UCF profile.

The message to be displayed in the browser when access to a
website has been blocked. A custom message can be entered with
HTML formatting in the text box.

Click to reset the administration message to the factory default.

Save the current settings.

To create a new DNS profile, click +Add to open the following page.
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DNS Filter

Index 1

Profile Name

Syslog Block v
WCF None ~

UCF None v

DNS Security Setting

Block DoT (DNS over TLS) (
Block DoH (DNS over HTTPS) [ @)
Default DoH Servers
Customized DoH Server (Up to 8)
Cancel E
Item Description
DNS Filter
Index Display the index number of the DNS filter profile.
Profile Name Enter a name of the DNS filter profile.
Syslog Select the filtering type (Block, Pass, All or None) of the DNS syslog.
WCF Select a WCF profile.
UCF Select a UCF profile.
DNS Security Setting
Block DoT Select to block the DNS inquiry (plain text) encrypted through TLS
(security protocol).
Block DoH Select to block the DNS inquiry (plain text) encrypted through HTTPS

(security protocol).

Default DoH Servers Check the box to select the service provider(s) for the DoH server.

Customized DoH Check the box to select the service provider(defined in String Object)
Server for the DoH server.

Cancel Discard current modification and return to previous page.

save Save the current settings and return to previous page.

The purpose of this function is to test when the router receiving incoming packet, which firewall
rule will be applied to that packet.
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2865ac_001DAA000000 / Conflguration / Firewall

< Configuration

Firewall Diagnose
General Setup

Default Rule

Mode uop v
Filter Rules
Do Defense: Direction From LAN hd

APP Enforcement IPVer 1Pva -

URL Content Filter LANIP 192.168.1.12

Web Content Filter

LAN Port 0
DNS Filter

LAN MAC 00:00:00:00:00:00

WAN P 0000

WAN Port 0

[ = =

(@ Note:
« Please set "Mode" and save first before modify Packet & Payload.
Packet & Payload

Index Enable Direction Payload Type Payload Data TCP Flag
1 Enable AtoB CUSTOMIZE

2 Disable MoB. CUSTOMIZE

® Note:
« Thisis firewall live test which need setup WAN and plug cable In.

These parameters are explained as follows:

Item Description
Firewall FwDiagnose
Mode Specify the service type (ICMP, UDP, TCP) of the packet.

Direction Set the way (from WAN or from LAN) that Vigor router receives the first

packet for test.

IP Ver Select the type of the IP address (IPv4/IPv6).
LANIP Enter the IPv4/IPv6 address of the packet's source.
LAN Port Enter the port number of the packet’s source.
LAN MAC Enter the MAC address of the packet’s source.
WANIP Enter the IPv4/IPv6 address of the packet’s destination.
WAN Port Enter the IPv4/IPv6 address of the packet’s destination.
Analyze Execute the test and analyze the result.
Reset Reset the diagnose settings.
Packet & Payload
Index Display the index number of the profile.
Enable Display if the profile is enabled or disabled.
Direction The first packet of the firewall test will follow the direction specified

above. However, the direction for the second packet might be
different. Simply choose the direction (from Computer A to B or from
the B to A) for the second packet.
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Payload Type

Payload Data

Save

Choose Customize, Ping, Trace Route | Customize, DNS, Trace Route /
Customize, Http (GET).

It is available when Customize is selected. Simply type 16 HEX
characters which represent certain packet (e.g.,, DNS packet) if you
want to set the data transferred with protocol (ICMP/UDP/TCP) which
is different to Type setting.

Save the current settings.

Click the index number (1 - 5) to configure detailed settings for Packet & Payload.

DrayTek / Configuration / Firewall

Packet & Payload

Packet
Enable
Direction
Payload Type

Payload

Item
Packet

Enable

Direction

Payload Type

Payload

Cancel

Save
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1
Enable Disable
AtoB BtoA

CUSTOMIZE v

oot [0

Description
Display the index number of the profile.

Enable - Enable this profile.

Disable - Disable this profile.

Select the direction for the second packet.
AtoB

BtoA
Select the mode (CUSTOMIZE, Trace Route, DNS Query).

It is available when Customize is selected. Simply type 16 HEX
characters which represent certain packet (e.g.,, DNS packet) if you
want to set the data transferred with protocol (ICMP/UDP/TCP) which
is different to Type setting.

Discard current modification and return to previous page.

Save the current settings and return to previous page.
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9.4.8 User Management

480

9.4.8.1 General Setup

Global settings for User Management can be configured in this section.

User Profile

User Group

User Online Status

Item

Mode

ion / User G

Mode Selection

Mode Rule-Based  User-Based

Authentication page

Web Authentication HTTP ~ HTTPS

Login Page Greeting

Display IP Enable

® Display the IP address on the dialog box that pops up after successful login.

Landing page

Set to Factory Default

Landing Page <body stats=1><script>
windowlocation="https://www.draytek com'</scri
pt></body>

4

These parameters are explained as follows:

Description
Mode Selection

Rule-Based - Router applies filter rules configured in
Firewall>>General Setup and Filter Rule.
User-Based - Router applies filter rules configured in User

Management>>User Profile.

Authentication page

Web Authentication = Set the Web protocol for the web authentication page.

HTTP
HTTPS

Login Page Greeting | Click to be redirected to Configuration>>Admin Account >> Login

Page Greeting,

Display IP Enable Click to enable or disable the function.

Landing Page

Cancel

Save

If enabled, the IP address of the client will be shown on the tracking
window.

Landing page
HTML code to be shown on the Login Page Greeting.
Discard current modification.

Save the current settings.
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9.4.8.2 User Profile

This page allows you to create up to 200 user profiles for use with User Management.

S | Configuration / User M it c

index  Enable This Account  User Name password Idle Timeout Max User Login  External Server Authentication Log Pop Browser

User Group 1 true admin 0 0 None None false true true
User Online Status 2 true Dial-In User 0 0 None None false true false

3 false 10 0 None None  true true true

To configure the user management profile, move the mouse cursor to any entry and click to open
the setting page.
MRS / Configuration / User Management c

General Settings

Index 1
Enable This Account

Username

admin

Password @
Log None ~

External Server Authentication None ~
Login Settings

Idle Timeout 0

Max User Login 0

Authentication: Web o

Authentication: Alert Tool c

Authentication:Telnet O

-

These parameters are explained as follows:

Item Description
General Settings
Index Display the index number of the user profile.

Enable This Account  Click to enable or disable this user profile.

Username Enter the login name of this user profile.
Password Enter the password of this user profile.
Log Select which activities (None, Login, Event or All) of the user can be

recorded by Syslog.
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External Server The router will authenticate dial-in users using either a built-in (None)

Authentication or external service (LDAP, Radius or TACACS+).
Login Settings
Idle Timeout If there is no WAN traffic to and from the LAN client for the specified

amount of time (in minutes), the WAN session is reset and the user
will need to re-authenticate before Internet access is once again
allowed.

Max User Login Enter the maximum number of concurrent logins allowed for this

profile.

Authentication:Web Click to enable or disable the function.

If enabled, user will need to authenticate by entering a username and
password when attempting to access an external website for the first
time. The user will be redirected to the external website after a

successful authentication.

Authentication:Alert Click to enable or disable the function.

Tool If enabled, the user can enter the user name and password into the

DrayTek Alert Tool. A window with remaining time of connection for

such user will be displayed.

Authentication:Teln  Click to enable or disable the function.

et If enabled, the user can authenticate by logging in to the router using
telnet.

Landing Page Click to enable or disable the function.
If enabled, when a user tries to access into the web user interface of
Vigor router series with the user name and password specified in this
profile, he/she will be lead into the web page configured in Landing
Page field in 6.3.8.1 General Setup.

Auto This account will be forced to logout after a certain time set here.

Logout(minutes)

Pop Browser Click to enable or disable the function.

Tracking Window If enabled, a browser window will pop up showing the session time
remaining.
Quota Policy

Login Permission Enter four sets of time schedule for your request.

Schedule 1/2/3/4

Time Quota Enable Click to enable or disable the function.

Time Quota:Mins Specify the amount of time (after a successful authentication).

Click + [ - to increase [ decrease the time quota for this profile.
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Data Quota Enable Click to enable or disable the function.

Data Quota Value Specify the amount of data (after a successful authentication).

Click + [ - to increase [ decrease the data quota for this profile.

Reset Quota Automatically

Enable Click to enable or disable the function.

Default Time Enter value for default time quota.

Quota(Mins)

Default Data Enter value for default data quota.

Quota(MB)

Quota reset When login permission schedule expired - When the scheduling

time is up, the router will reset the quota with user-defined time/data

values automatically.
At the start time of Schedule -
Quota reset schedule - Specify a time schedule index number

for this profile.

Internal Services

Internal RADIUS Click to enable or disable the function.

Local 802.1x Click to enable or disable the function.

Cancel Discard current modification and return to previous page.
Save Save the current settings and return to previous page.

This page allows you to place multiple user profiles into groups. These groups can be used to set
up filter rules in Firewall>>General Setup.

ion / User ent €

Name selected ser Objects

User Online Status

To configure the user group profile, move the mouse cursor to any entry and click to open the

setting page.
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2865ac_001DAA151EBS8 / Configuration / UserManagement

User Group

Name

Selected User Objects

Sacs m

These parameters are explained as follows:

Item
Name

Selected User
Objects

Clear
Cancel

Save

Description
Enter a name for identifying this user group.

Use the drop down menu to select the user object(s).

Clear all modifications on this page.
Discard current modification and return to previous page.

Save the current settings and return to previous page.

This page displays the users that are currently logged into the router. The list refreshes

periodically to show the most up-to-date information.

1

Index

TP, | Configuration / User M ent c

1P Address Profile Last Login Time Explred Time Data Quota idle Time Actlon

192.168.1.10 admin 02-10 10:10:06 Unlimited Unlimited Unlimited Block Logout Delete

These parameters are explained as follows:

Item

User

IP Address

Profile

Last Login Time
Expired Time

Data Quota

Idle Time

Description

The name of the user that is logged on. Clicking this will bring up the

following page which allows setting time and data quotas of the user.

For details, refer to the description on the Enable Time Quota and
Enable Data Quota items in the User Profile section.

IP LAN address of the device that initiated the login.

Name of the user profile. If the logged-in user is a VPN user, Dial-in

User will be displayed. Otherwise it will be the same as User.
The most recent login time of the user.
The expiration time of the current login session.

Display the quota for data transmission.

The remaining data quota of this login session.

Amount of time the session has been idled.
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Action

9.4.9 Object Setting

9.4.9.1IP Object

Block - Stops user from accessing the Internet.

Unblock —Resumes Internet access of a blocked user.

Logout — Terminates the current login session.

Delete — Removes the user entry from the User Online Status page.

For IPs in a range and service ports in a limited range usually will be applied in configuring

router’s settings, therefore we can define them with objects and bind them with groups for using

conveniently.

setting page.

I /| Configuration / Objects Setting

Index

Name

Interface

Address Type

Start IP Address

End IP Address

Invert Selection

[ Clear

Index Name

2865ac_001DAA151EB8 / Configuration / Objects Setting

Interface

Address Type
subnet Address
Subnet Address
Subnet Address
subnet Address
Subnet Address
Subnet Address
Subnet Address
Subnet Address
Subnet Address
Subnet Address
Subnet Address
Suonet Address
Subnet Addrese

subnet Address

Infarmation

@© Note:
» Exclamation mark (1) on Information column means that Invert Selection is enabled.

To configure the IP object profile, move the mouse cursor to any entry and click to open the

1

| RD Department

Any

| Range Address

| 192.168.1.9

| 192.168.1.9

©

These parameters are explained as follows:
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Set to Factory Default c

Cancel m
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Item Description

Index Display the index number of the IP object profile.

Name Enter the name of the IP object profile.

Interface Select the network interface on which the IP address or addresses are
to be found.

Address Type Any Address - Object covers all IP addresses.

Mac Address - Object contains a MAC address.
MAC Address - Enter the MAC address.
Range Address - Object covers a range of IP addresses.
Start IP Address - Enter an IP address as the starting point.
End IP Address - Enter an IP address as the ending point.
Single Address - Object covers one IP address.
Start IP Address - Enter an IP address as the starting point.

Subnet Address - Object covers a range of IP addresses specified in
subnet notation.

Start IP Address - Enter an IP address as the starting point.

Subnet Mask - Enter the subnet mask.

Invert Selection Click to enable or disable the function.

If enabled, all addresses except the ones entered above will be used.
Cancel Discard current modification and return to previous page.

Save Save the current settings and return to previous page.

9.4.9.2 IP Group

Multiple IP Objects can be placed into an IP Group.

2865ac_001DAA1S1EBS / Configuration / Objects Setting

Index Nome Interface Selected IP Objects

16 Any
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To configure the IP group profile, move the mouse cursor to any entry and click to open the
setting page.

I | Configuration / Objects Setting Setto FactoryDefault
Index 1
Name
Interface Any ~

Selected IP Objects

B Clear Cancel E

These parameters are explained as follows:

Item Description

Index Display the index number of the IP object profile.
Name Enter the name of the IP object profile.

Interface Select WAN, LAN or Any to filter IP objects.

Selected IP Objects Use the drop down menu to select the IP object(s).

Cancel Discard current modification and return to previous page.
Save Save the current settings and return to previous page.
9.4.9.3 IPv6 Object

Up to 64 IPv6 Objects can be created.

2865ac_001DAA1S1EBS / Configuration / Objects Setting

Index Mame Address Type Infermatien Mateh Type  Prefix Len.
Subnet Address : . o
2 Subnet Address = - o
3 Subnet Address o - o
4 Subnet Address . - 0
5 Subnet Address = - o
& Subnet Address n - o
7 Subnet Address n - o
] Subnet Address : - 0
9 Subnet Address : - o
Subnet Address = ]
1 Subnet Address = - o
12 Subnet Address : - 0
13 Subnet Address : - o
14 Subnet Address H - 0
15 Subnet Address “ - 0
16 Subnet Address n - o

To configure the IPv6 object profile, move the mouse cursor to any entry and click to open the
setting page.
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I | Configuration / Objects Setting Set to Factory Default

Index

Name

Address Type

Start IP Address

Prefix Length

Invert Selection

[ Clear

c
C

Subnet Address ~

Cancel m

These parameters are explained as follows:

Item
Index
Name

Address Type

488

Description
Display the index number of the IPv6 object profile.
Enter the name of the IPv6 object profile.

Any Address - Object covers all IPv6 addresses.

Match Type - Specify the match type (128 Bits or Suffix 64 Bits)
for the IPv6 address.

Mac Address - Object contains a MAC address.

Match Type - Specify the match type (128 Bits or Suffix 64 Bits)
for the IPv6 address.

MAC Address - Enter the MAC address.
Range Address - Object covers a range of IPv6 addresses.

Match Type - Specify the match type (128 Bits or Suffix 64 Bits)
for the IPv6 address.

Start IP Address - Enter an IPv6 address as the starting point.
End IP Address - Enter an IPv6 address as the ending point.

Invert Selection - If enabled, all addresses except the ones

entered above will be used.
Single Address - Object covers one IPv6 address.

Match Type - Specify the match type (128 Bits or Suffix 64 Bits)
for the IPv6 address.

Start IP Address - Enter an IPv6 address as the starting point.

Invert Selection - If enabled, all addresses except the ones

entered above will be used.

Subnet Address - Object covers a range of IPv6 addresses specified

in subnet notation.
Start IP Address - Enter an IPv6 address as the starting point.

Prefix Length - Enter IPv6 prefix length, if Address type is Subnet
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Address.

Invert Selection - If enabled, all addresses except the ones
entered above will be used.

Cancel Discard current modification and return to previous page.
Save Save the current settings and return to previous page.
9.4.9.4 IPv6 Group

Multiple IPv6 Objects can be placed into an IPv6 Group.

NN | Configuration / Objects Setting SettoFactory Default ~ C'
Index Name Selected IPV6 Objects.
1
2
3
Service Type Object 4
5
Service Type Group .
Keyword Object 1
8
Keyword Group .
File Extension Object 10
11
SMS Senvice Object 5
Mail Service Object 13
14
Notification Object
15
String Object 16

Country Object

To configure the IPv6 group profile, move the mouse cursor to any entry and click to open the
setting page.

0 |/ Configuration / Objects Setting Setto Factory Default

Index 1
Name

Selected IPv6 Objects

® Clear Cancel m

These parameters are explained as follows:

Item Description
Index Display the index number of the IPv6 group profile.
Name Enter the name of the IPv6 group profile.

VigorACS3 User's Guide 489



Selected IPv6 Object = Use the drop down menu to select the IPv6 object(s).
Cancel Discard current modification and return to previous page.

save Save the current settings and return to previous page.

9.4.9.5 Service Type Object

Up to 96 Service Type Objects can be created.

Index Name Protocal Protocal Numbar Scurce Part Option Source Part Frem

1 Any 0 = 0

Any [ = [
3 any 0 = [
4 Any 0 . 0
5 Any 0 = 0
& Any [} = o

Any [ = 0
3 Any 0 = 0
9 Any 0 . 0
10 Any 0 = 0
1M Any [ = [
12 Any o = [
13 Any 0 = 0
14 Any 0 . o

Any 0 = 0
16 Any 1] ]

To configure the service type object profile, move the mouse cursor to any entry and click to

open the setting page.

I |/ Configuration / Objects Setting Setto Factory Default
Index 1
Name
Protocol Any ~
Any

ICMP
@ Clear IGMP Cancel m
P
‘ upp
TCP/UDP
ICMPv6
Other

These parameters are explained as follows:

Item Description

Index Display the index number of the service type object profile.
Name Enter the name of the service type object profile.

Protocol Choose a protocol to which this profile applies.

Cancel Discard current modification and return to previous page.
Save Save the current settings and return to previous page.
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9.4.9.6 Service Type Group

Multiple Service Type Objects can be placed into a Service Type Group.

1P Object ) | Configuration / Objects Setting Setto Factory Default '

IP Group Index
1Pv6 Object

1Pv6 Group

Keyword Object
Keyword Group
File Extension Object 10
SMS Service Object
Mail Service Object 13
Notification Object

String Object: 16

Country Object

Name Selected Service Type Objects

To configure the service type group profile, move the mouse cursor to any entry and click to open

the setting page.

N | configuration / Objects Setting Set to Factory Default

Index

Name

Selected Service Type Objects

[ Clear

Cancel m

These parameters are explained as follows:

Item
Index
Name

Selected Service
Type Objects

Cancel

Save
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Description
Display the index number of the service type group profile.
Enter the name of the service type group profile.

Use the drop down menu to select the service type object(s).

Discard current modification and return to previous page.

Save the current settings and return to previous page.
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9.4.9.7 Keyword Object

200 Keyword Object Profiles can be created for use as blacklists or white lists in CSM >>URL
Content Filter Profile and Web Content Filter Profile.

IP Object I 0 | Configuration / Objects Setting Setto Factory Default '
IP Group Index Name contents

1Pv6 Object

1Pv6 Group

Service Type Object

Service Type Group

Keyword Group
File Bxtension Object 10
SMS Service Object
Mail Service Object 12
Notification Object

String Object: 16

Country Object

To configure the keyword object profile, move the mouse cursor to any entry and click to open
the setting page.

I | configuration / Objects Setting SettoFactory Default

Index 1
Name

Contents

Y Clear Cancel E

These parameters are explained as follows:

Item Description

Index Display the index number of the keyword object profile.

Name Enter the name of the keyword object profile.

Contents Enter the keywords to be matched. Up to 3 key phrases, separated by

spaces, for a total length of 63 characters can be entered.
Cancel Discard current modification and return to previous page.

Save Save the current settings and return to previous page.

9.4.9.8 Keyword Group

Multiple Keyword Objects can be placed into a Keyword Group.
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IP Object ) | Configuration / Objects Setting SettoFactory Default ~ C
IP Group Index Name Selected Keyword Objects

1Pv6 Object

1Pv6 Group
Service Type Object
Service Type Group

Keyword Object

File Extension Object 10
SMS Service Object
Mail Service Object 13
Notification Object

String Object 16

Country Object

To configure the keyword group profile, move the mouse cursor to any entry and click to open the
setting page.

I 0 | Configuration / Objects Setting Setto Factory Default '

Index 1
Name

Selected Keyword Objects

@ Clear Cancel m

These parameters are explained as follows:

Item Description

Index Display the index number of the keyword group profile.
Name Enter the name of the keyword group profile.

Selected Keyword Use the drop down menu to select the keyword object(s).
Objects

Cancel Discard current modification and return to previous page.
Save Save the current settings and return to previous page.
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9.4.9.9 File Extension Object

Up to 8 File Extension Objects can be set up for use.

IP Object 2 |/ configuration / Objects Setting Setto Factory Default '
IP Group Index Profile Name

IPv6 Object 1

1Pv6 Group

Service Type Object
Service Type Group

Keyword Object

Keyword Group

SMS Service Object

Mail Service Object

Notification Object

String Object

To configure the file extension object profile, move the mouse cursor to any entry and click to

open the setting page.

I | Configuration / Objects Setting Setto Factory Default ~ C'

File Extension Object Setup

Index 1
Profile Name
Categories
Index Categary Name
1 Image
2 Video
3 Audio
4 Java
5 ActiveX
6 Compression
T Execution
8 P2pP
9 Document

@ Clear Cancel m

These parameters are explained as follows:

Item Description

Index Display the index number of the file extension object profile.
Profile Name Enter the name of the file extension object profile.

Cancel Discard current modification and return to previous page.
save Save the current settings and return to previous page.
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9.4.9.10 SMS Service Object

Up to 10 SMS Service Objects can be set up for use.

IP Object 2 3F0 / Configuration | Objects Setting SettoFactory Default '

IP Group Index Profile Name Service Provider

IPv6 Object 1 kotsms.com.tw (TW)
IPv6 Group 2 kotsms.com.tw (TW)
Service Type Object 3 kotsms.com.tw (TW)

4 kotsms.com.tw (TW)
Service Type Group

5 kotsms.com.tw (TW)
Keyword Object

6 kotsms.com.tw (TW)
Keyword Group

T kotsms.com.tw (TW)
File Extension Object

8 kotsms.com.tw (TW)

9 Custom 1
Mail Service Object

10 Custom 2

Notification Object

String Object

To configure the SMS service object profile, move the mouse cursor to index 1 to index 8 and click
to open the setting page.

Index 1
Profile Name Local number
Service Provider kotsms.com.tw(TW) v
Connection Protocol HTTP  HTTPS
Username abe5026
Password
Quota 3
Sending Interval 3
i Mote:

= Only one message can be sent during the “Sending Interval® time.
= Ifthe "Sending Interval” was set to 0, there will be no limitation.

& Clear Cancel E

These parameters are explained as follows:

Item Description

Index Display the index number of the SMS service object profile.
Profile Name Enter the name of the SMS service object profile.

Service Provider Select a Service Provider from the dropdown list.

Connection Protocol  Select HTTP or HTTPs.

Username Enter a name to log in to the server.

Password Enter a password to log in to the server.

Quota Set the remaining number of text messages allowed to be sent.
Sending Interval Set the minimum amount of time, in seconds, to wait between

sending SMS messages.

Clear Clear all modifications on this page.
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Cancel

Save

To configure the customized SMS service object profile, move the mouse cursor to index 9 to

Discard current modification and return to previous page.

Save the current settings and return to previous page.

index 10 and click to open the setting page.

Index

Profile Name

Service Provider

Exact URL

Server Response

Username

Password

Quota

Sending Interval

Custom 1

Concet ﬂ

These parameters are explained as follows:

Item
Index
Profile Name

Service Provider

Exact URL

Username
Password

Quota

Sending Interval

Clear
Cancel

Save

Description
Display the index number of the SMS service object profile.
Display the name of the SMS service object profile.

Enter an identifier for the service provider. Maximum length is 23

characters.

Enter the URL for the SMS service.

Enter a name to log in to the service.

Enter a password to log in to the service.

Set the remaining number of text messages allowed to be sent.

Set the minimum amount of time, in seconds, to wait between

sending SMS messages.
Clear all modifications on this page.
Discard current modification and return to previous page.

Save the current settings and return to previous page.

VigorACS3 User's Guide



9.4.9.11 Mail Service Object

Up to 10 Mail Service Objects can be set up for use.

IP Object

IP Group
1Pv6 Object

IPv6 Group

Service Type Object
Service Type Group
Keyword Object
Keyword Group

File Extension Object

SMS Service Object

Notification Object
String Object

Country Object

To configure the mail service object profile, move the mouse cursor to any entry and click to
open the setting page.

Index

Profile Name

Interface

SMTP Server

SMTP Port

Sender Address

Connection Security

Authentication

Username

Password

Sending Interval

N 0 |/ Configuration / Objects Setting

Index

Profile Name SMTP Service SMTP Port

1
Any ~
0
Plaintext ~
@
0

* Only one mail can be sent during the "Sending Interval” time.

¢ Ifthe "Sending Interval" was set to 0, there will be no limitation.

[ Clear

These parameters are explained as follows:

Item
Index
Profile Name

SMTP Server
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Description

Display the index number of the mail service object profile.

Enter the name of the mail service object profile.

Enter the IP address of the SMTP server.

&

et [
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SMTP Port Enter the port number of the SMTP server.
Sender Address Enter the e-mail address of the sender.
Connection Security = Use Plaintext, StartTLS or SSL to communicate with the SMTP server.

Authentication Click to enable or disable the function.
Username - Enter a name for authentication.
Password - Enter the password for authentication.

Sending Interval Specify the minimum amount of time, in seconds, to wait between

sending e-mail messages.

Clear Clear all modifications on this page.
Cancel Discard current modification and return to previous page.
save Save the current settings and return to previous page.

9.4.9.12 Notification Object

Up to 8 Notification Objects can be set up for use.

IP Object hieisiiiieiiey 2F0 / Configuration / Objects Setting Setto Factory Default '
1P Group Index Profile Name Settings

1Pv6 Object 1

1PV Group 2

Service Type Object

Service Type Group

Keyword Object

Keyword Group

File Extension Object

SMS Service Object

Mail Service Object

To configure the notification object profile, move the mouse cursor to any entry and click to open
the setting page.
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Index

Profile Name

WAN

VPN Tunnel

Temperature Alert

WAN Budget

Central VPN Management

High Availability

[ Clear

Disconnected

Reconnected

Disconnected

Reconnected

USB Out of Range

LimitReached

CPE Offline

CPE Config Backup Fail
CPE Config Restore Fail
CPE Firmware Upgrade Fail

CPE VPN Profile Setup Fail

Failover Occurred Config Sync Fail Router Unstable

These parameters are explained as follows:

Item

Index

Profile Name
Check boxes
Clear
Cancel

Save
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Description

Display the index number of the notification object profile.

Enter the name of the mail service object profile.
Select the states to be monitored.

Clear all modifications on this page.

Discard current modification and return to previous page.

Save the current settings and return to previous page.

Cancel E
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9.4.9.13 String Object

Set string profiles which will be applied in route policy.

1P Object 2 0 | Configuration / Objects Setting Setto Factory Default
IP Group
1Pv6 Object
Index string
IPv6 Group ~
1 level 2
Service Type Object .
Service Type Group

Keyword Object

Keyword Group

File Extension Object
SMS Service Object
Mail Service Object

Notification Object

Country Object

To configure the string object profile, move the mouse cursor to any entry and click to open the
setting page.

220 / Configuration / Objects Setting Setto Factory Default
Index 2
String (Max.253 chars.)

B Clear Cancel E

These parameters are explained as follows:

Item Description

Index Display the index number of the string object profile.
String Enter a string.

Clear Clear all modifications on this page.

Cancel Discard current modification and return to previous page.
Save Save the current settings and return to previous page.
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9.4.9.14 Country Object

The country object profile can determine which country/countries shall be blocked by the Vigor
router’s Firewall.

IP Object N0 | Configuration / Objects Setting SettoFactory Default
IP Group Index Name. Selected Objects

1Pv6 Object

IPv6 Group

Senvice Type Object
Senvice Type Group
Keyword Object
Keyword Group

File Extension Object 10
SMS Service Object

Mail Service Object 13

Notification Object

String Object

To configure the country object profile, move the mouse cursor to any entry and click to open the
setting page.

N |/ Configuration / Objects Setting Setto Factory Default

Index 1
Name

Selected Country Objects

fi Note:
¢ The maximum number of Selected Countries is 16.

These parameters are explained as follows:

Item Description

Index Display the index number of the country object profile.
Name Enter the name of the mail country object profile.
Selected Country Use the drop down menu to select the country object(s).
Objects

Clear Clear all modifications on this page.

Cancel Discard current modification and return to previous page.
save Save the current settings and return to previous page.
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9.4.10 QoS

502

9.4.10.1 Hardware QoS General Setup

Before using Hardware QoS, enable Hardware Acceleration first.

Software QoS General Setup Index Enable
QoS Class WANL Disabled
QoS Service Type WAN2 Disabled
VolP Prioritization Portl Disabled
Tag Outbound Traffic o2 [Hsanied
Port3 Disabled
Port4 Disabled
Port5 Disabled

R | configuration / QoS

Direction

Egress (Upload)
Egress (Upload)
Egress (Download)
Egress (Download)
Egress (Download)
Egress (Download)

Egress (Download)

Egress Bandwidth
1000000 Kbps

1000000 Kbps

1000000 Kbps
1000000 Kbps
1000000 Kbps
1000000 Kbps

1000000 Kbps

* Hardware QoS has higher priority than Software QoS.

Class1

2%

25%

25%

25%

25%

25%

5%

25%

25%

&

Class3 Others
25% 2%

25% 25%

25% 25%
25% 25%
25% 25%
25% 25%
25% 25%

To configure the hardware QoS profile, move the mouse cursor to any entry and click to open the

setting page.

I | Configuration / QoS

Hardware QoS General Setup

Index 1
Enable ()
Egress Bandwidth (Kbps) 1000000
Class1 Ratio (%) 25
Class2 Ratio (%) 25
Class3 Ratio (%) 25
Others Ratio (%) 25

These parameters are explained as follows:

Item Description

Index Display the index number of the interface.
Enable Click to enable or disable this QoS policy.
Egress Set the outbound bandwidth of the WAN/LAN.
Bandwidth(Kbps)

e [

Class1Ratio ~ Class3 = Set the percentage of bandwidth reserved for each class.

Ratio
Others Ratio Set the percentage of bandwidth for others.
Cancel Discard current modification and return to previous page.
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Save

Save the current settings and return to previous page.

9.4.10.2 Software QoS General Setup

Index

QoS Class WANL
QoS Service Type WANZ
VoIP Prioritization WAN3
Tag Outbound Traffic
WAN4
WAN5
WAN6

Enable

false

false

false

false

false

false

Hardware QoS General Setup I | Configuration / QoS ¢
Direction Ef Class 1 Class 2 Class3 Others Enable UDP Bandwidth Control Status
BOTH 100000 100000 25% 5% 5% 5% false Status
BOTH 100000 100000 25% 5% 5% 5% false Status
BOTH 100000 100000 25% 25% 25% 25% false Status
BOTH 100000 100000 25% 25% 25% 25% false Status
BOTH 100000 100000 25% 25% 25% 25% false Status
BOTH 100000 100000 25% 5% 5% 25% false Status

To configure the QoS WAN profile, move the mouse cursor to any entry and click to open the

setting page.

I | configuration / QoS c

Interface Settings

WAN

QoS Policy Enable
Direction

Inbound Bandwidth (kbps)

Outbound Bandwidth (kbps)

BOTH ~

100000

100000

Bandwidth Reserved for each Class

Class 1 Ratio (%)
Class 2 Ratio (%)
Class 3 Ratio (%)

Others (%)

Advanced Settings

25
25
25

25

Cancel m

These parameters are explained as follows:

Item

WAN

QoS Policy Enable

Direction

VigorACS3 User's Guide

Description

Interface Settings

Display the index number of the WAN interface.
Click to enable or disable this QoS policy.

Use the drop-down list to set the direction of traffic to which QoS is to
be applied (Inbound, Outbound, or Both).
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Inbound
Bandwidth(kbps)

Outbound
Bandwidth(kbps)

Class 1~3 Ratio (%)

Others (%)

UDP Bandwidth
Control

UDP Bandwidth
Ratio(%)

Prioritize Outbound
TCP ACK

Cancel

Save

Set the inbound bandwidth of the WAN.

Set the outbound bandwidth of the WAN.

Bandwidth Reserved for each Class

Set the percentage of bandwidth reserved for each class.
Set the percentage of bandwidth reserved for others.
Advanced Settings

Click to enable or disable this function.
If enabled, the router will restrict the bandwidth available to UDP

traffic.

Enter a percentage value.

Click to enable or disable this function.

If enabled, the router will give outbound ACK packets priority over
other packets to ensure traffic is not slowed down because the
remote host is waiting for ACK packets before further traffic will be

sent.
Discard current modification and return to previous page.

Save the current settings and return to previous page.

Configure Class 1to Class 3 with detailed settings.

Hardware QoS General Setup

Software QoS General Setup Index

2927ac_1449BC30C3F0 / Configuration / QoS

Enable Tag Packet AS. Tag Packet AS
false Default
false Default

false Default

To configure the QoS class profile, move the mouse cursor to any entry and click to open the

following page.
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2B65ac_D01DAADDOOOD / Configuration / QoS
Qo5 Class
Index ACT  Local Address Type Local StarelP Local End IP Local Mask  Remote Address Type Remote Start P Remote End IP Re

false  Aany 255.255.255.255

Then, click any index humber to open the setting page.

I / Configuration / QoS c

QoS Class-Class1-Rule 1

ACT

IP Version IPv4 ~
Local Address Type ~
Remote Address Type ~
DiffServ CodePoint Any Select DiffServ CodePoint

Service Type ~

Change to Class ~

@ Clear Cancel ﬂ

These parameters are explained as follows:

Iltem Description
ACT Click to enable or disable this function.
IP Version Select IPv4 or IPv6.

Local Address Type Set the remote (WAN) IP address or address range for the rule.
Any - The rule covers all IP addresses.
Range - The rule covers a range of IP addresses.
Local Start IP Address - Enter an IP address as the starting point.
Local End IP Address - Enter an IP address as the ending point.
Single - The rule covers one IP address.
Local Start IP Address - Enter an IP address as the starting point.

Subnet - The rule covers a range of IP addresses specified in subnet
notation.

Local Start IP Address - Enter an IP address as the starting point.
Local Mask - Enter the subnet mask for the above IP address.

Group and Object - The rules covers a range of IP address specified in
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a group or object profile.

Remote Address Set the remote (WAN) IP address or address range for the rule.
Type Any - The rule covers all IP addresses.
Range - The rule covers a range of IP addresses.
Remote Start IP - Enter an IP address as the starting point.
Remote End IP - Enter an IP address as the ending point.
Single - The rule covers one IP address.
Remote Start IP - Enter an IP address as the starting point.

Subnet - The rule covers a range of IP addresses specified in subnet
notation.

Remote Start IP - Enter an IP address as the starting point.
Remote Mask - Enter the subnet mask for the above IP address.
Group and Object - The rules covers a range of IP address specified in
a group or object profile.
DiffServ CodePoint Select Any or Select DiffServ CodePoint.

If DiffServ CodePoint selected, set the precedence of packets to

which this rule applies.

Service Type Choose a service type to which this rule applies.

Change to Class Specify a class for the QoS class profile.

Clear Clear all modifications on this page.

Cancel Discard current modification and return to previous page.
Save Save the current settings and return to previous page.

(RIS I / Configuration / QoS c
SdtmreQnSGeneralfﬂlp Index Name Protocol Type Port Type Port Number From Port Number To

QoS Class 1 0 0

To configure the QoS service type profile, move the mouse cursor to any entry and click to open

the following page.
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Index

Name

Service Type

Port Type

Port Number Start

Port Number End

[ Clear

TCP/UDP ~
Single Range v
0

0

Cancel m

These parameters are explained as follows:

Item

Index

Name
Service Type

Port Type

Clear
Cancel

Save

Description

Display the index number of the profile.

Enter a name of this profile.

Choose the type (TCP, UDP or TCP/UDP or other) for the new service.

Single - Set a port number for this profile.
Port Number Start - Enter the starting port number.

Range - You have to set the starting port number and the end porting
number on the boxes below.

Port Number Start - Enter the starting port number.

Port Number End - Enter the end porting number.
Clear all modifications on this page.
Discard current modification and return to previous page.

Save the current settings and return to previous page.

9.4.10.5 VoIP Prioritization

Hardware QoS General Setup

Software QoS General Setup

QoS Class

QoS Service Type

Tag Outbound Traffic

N 0 | Configuration / QoS ©

Enable the First Priority for VoIP SIPRTP @D

5060

Cancel E

VolP QoS Status

Peer IP via Delay(Ms) Jitter(Ms) Packet Loss(%) Start Time Duratlon(Sec) Status.

No data available

These parameters are explained as follows:

Item
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Description
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Enable the First Click to enable or disable the function.

Priority for VoIP If enabled, VolP traffic will be received with the highest priority.
SIP/RTP

SIP UDP Port Set a port number to be monitored for SIP traffic.

Cancel Discard current modification and return to previous page.
Save Save the current settings and return to previous page.

VolIP QoS Status Display current VoIP QoS status.

9.4.10.6 Tag Outbound Traffic

Tag the outgoing traffic with the DSCP or Precedence value.

Hardware QoS General Setup SO | Configuration / QoS c
Software QoS General Setup Class Enable Tag Packet AS Tag Packet A

1 false Default

2 false Default

3 false Default

To configure the tag outbound traffic profile, move the mouse cursor to any entry and click to

open the following page.

N 0 | Configuration / QoS c
Class 1
Enable o
Add DSCP or Precedence Value Default A

Cancel m

These parameters are explained as follows:

Item Description

Class Display the index number of the class.

Enable Click to enable or disable the profile.

Add DSCP or Use the drop-down list to choose the value for applying the DSCP or
Precedence Value precedence value for each class.

Cancel Discard current modification and return to previous page.

Save Save the current settings and return to previous page.
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9.4.11 Applications

9.4.11.1 Dynamic DNS

The Vigor router supports a wide range of DDNS providers, such as DynDNS, No-IP.com, DtDNS,

and ChangelP. Please contact the DDNS provider of your choice to set up service before

configuring DDNS on the router.

LAN DNS / DNS Forwarding

DNS Security

Schedule Enable
External RADIUS
Internal RADIUS

External TACACS*

Active Directory /LDAP

GMP
‘Wake on LAN
SMS / Mail Alert Service

Bonjour

High Availability

Auto-Update interval

Dynamic DNS Setup

Enable Account  Service Provider

faise
false
false
false
false

false

dyn.com_(wwwdyn.com)
dyn.com_{www.dyn.com)
dyn.com_{www.dyn.com)
dyn.com_{www.dyn.com)
dyn.com_{www.dyn.com)

dyn.com_(wwwdyn.com)

14400

Service Type
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic

Dynamic

HostName DomainName LoginName Password  Wildcards
faise
false
false
false
false

false

BackupMX  Mail Extender  WAN Interface

false
false
false
false
false

false

WANL First
'WAN1_First
WANL_First
WANI First
WANL First

WANI_First

Viewlog  Force Update

Determine WAN IP  Provider Host  Service AP
WAN_IP
WAN_IP
WAN_IP
WAN_IP
WAN_IP

WAN_IP

To configure the DDNS profile, move the mouse cursor to any entry (1to 6) and click to open the

following page.

Enable Account
WAN Interface
Service Provider
Service Type
Host Name
Domain Name
Login Name
Password
Wildcards
Backup MX
Mail Extender

Determine WAN IP

M Clear

©

WANL First

dyn.com (www.dyn.com)

Dynamic

WAN IP

These parameters are explained as follows:

Item
Enable Account
WAN Interface

Service Provider

Service Type
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Description

Click to enable or disable the account.

cot [

Select the WAN interface to monitor for IP address changes.

Select the DDNS provider. If your DDNS provider is not listed, select

User-Defined and manually configure the profile.

Select the service type (Custom, Dynamic, Static) that matches that

of your DynDNS account.
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Host Name Enter the IP address or the domain name of the host which provides

related service.

Domain Name Select one domain name.

Login Name Enter the login name of the DDNS account.

Password Enter the password of the DDNS account.

Wildcard and The Wildcard and Backup MX (Mail Exchange) features are not
Backup MX supported for all Dynamic DNS providers. You could get more detailed

information from their websites.

Mail Extender If the mail server is defined with another name, please enter the name
in this area. Such mail server will be used as backup mail exchange.
Determine WAN IP There are two methods offered for you to choose:

WAN IP - The IP address of the router's WAN interface will be
used.

Internet IP — The real public IP address will be used. Select this
option if the IP address assigned to the router's WAN interface is

not the actual external IP address.

Let's Encrypt Status — Display the certificate status.

certificate Auto Renew - Switch the toggle to enable the function of making the

system update the certificate automatically.
Cancel Discard current modification and return to previous page.

Save Save the current settings and return to previous page.

LAN DNS allows the network administrator to override standard DNS resolutions for selecting
domain addresses. The router will respond to queries on matched domain addresses with

custom IP addresses.
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Dynamic DNS

I | Configuration / Applications

Index Enable

1 false

2 false
Schedule

3 false
Bxtemnal RADIUS

4 false
Internal RADIUS 5 false
Bdernal TACACS# 6 false

7 false
Active Directory /LDAP

8 false
UPnP 9 false
IGMP 10 false
Wake on LAN/WAN 1 false

12 false
SMS / Mail Alert Service

13 false
-

b 14 false
High Availability 15 false
Local 802.1X General Setup 1 false

17 false
18 false
19 false
20 false
21 false
2 false

Domain Name DN server IP Address

Setto Factory Default ~ C

cname

To configure the profile, move the mouse cursor to any entry and click to open the following
page.

Or

Enable

Profile

Type

Domain Name

DNS Server IP Address

) Clear

Enable

Profile

Type

Domain Name

CNAME(Alias Domain Name)

IP Address List

Index

1

[ Clear

DNS Forwarding

[ LAN DNS

IP Address.

Same Subnet Reply Actlon

-+ Add

These parameters are explained as follows:

Item
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Description

-

-
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Enable
Profile
Type

Domain Name
DNS Server IP

Address

CNAME(Alias

Domain Name)

Index

IP Address

Same Subnet Reply

+Add

Cancel

Save

7.3.11.3 DNS Security

Click to enable or disable the profile.
Enter a name to identify this profile.
Select LAN DNS or DNS Forwarding.

Enter the domain name for the router to look for in DNS queries to
intercept and reply to.

Enter the IP address of the DNS server you want to use for DNS

forwarding.

Enter a domain name alias for LAN DNS.

IP Address List
Display the index number of the IP address.

The IP address entered here will be used for mapping with the domain
name specified above.

Click to enable or disable the function.

If enabled, the router will only respond to the DNS request which
coming from the same subnet of the IP address specified in this entry.

After entering the IP address, Click to save the setting and create a
new entry.

Discard current modification and return to previous page.

Save the current settings and return to previous page.

Domain Name System Security Extensions (DNSSEC) protects against DNS-based attacks by

authenticating DNS responses from DNS resolvers.

Dynamic DNS

LAN DNS / DNS Forwarding

Schedule
External RADIUS
Intermal RADIUS
External TACACS+
Active Directory /LDAP
UPaP

oup Domain

Wake on LAN

SMS / Mail Alert Service
Interface

Bonjour

High Avalability

Local 802.1X General Setup

DNS Server

Domain Name

General Setup

Interface

WANL
WAN2
WAN3
WANA
WANS
WANE

Domain Diagnosis

Domain Type

Enable Primary NS Secondary NS, Bogus DNS Reply

false 0000 0,000 Pass

false 0000 0000 Pass

false 0000 0,000 Pass

false 0000 0,000 Pass

false 0.000 0.00.0 Pass.

false 0000 0,000 Pass

IPvd PG

WANL v

1P Address Interface Verify Result

These parameters are explained as follows:
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Item

Index

Interface

Enable
Primary DNS
Secondary DNS

Bogus DNS Reply

Domain

Domain Type

Interface

DNS Service

Diagnose

Description
General Setup
Display the index number of the WAN interface.

Display the WAN interface name for which DNS security is to be

configured.

Display if the DNS security is enabled (true) or disabled (false).
Display the primary DNS server IP address in effect for this WAN.
Display the secondary DNS server IP address in effect for this WAN.

Display the action to be taken for DNS responses that fail
authentication.

Pass — Pass DNS result.

Drop — Do not pass DNS result.
Domain Diagnosis
Enter domain address to be diagnosed.

Select the type of IP address to be looked up.
IPv4
IPv6

Select the WAN port to be used for the lookup.

Enter the IPv4 [ IPv6 address of the DNS server to be used for the

lookup.

Click to begin DNS lookup.

To configure the profile, move the mouse cursor to any index entry and click to open the following

page.

2865ac_001DAA000000 / Configuration / Applications

General Setup
Enable
Interface

Bogus DNS Reply
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‘ Pass v

Drop

Cancel ﬂ
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9.4.11.4 Schedule

Time schedules can be created and used with router features that support them, so that those
features can be turned on and off automatically at preconfigured times.

Index Enable Comment Time Frequency
Sun

e | HNNEN | -
S

o e | HNEEE | -
Jun.

oo e | HNEEN |-
Sun,

- e | HNNEN | -
Sun,

- i | HENEN |-
Sun.

T = | HNEER |
Sun

e | HNEER |-
Sun
Sun.

oo = | HENEN |
Sun

o e | HEEEE |-
Sun

e | HNEEE |-
Sun

o | HNEEE |-
Sur

o e | HNNEN | -
Sun

- — - | BEEEN | -

To configure the schedule profile, move the mouse cursor to any entry (1 to 15) and click to open
the following page.

Enable O
Comment
Start Date (yyyy-mm-dd) 2000 v -1 &, 1 ~
Start Time (hh:mm) 0 v 10 o
Duration Time (hh:mm) 0 v 30 ~
End Time (hh:mm) 0 1o
Action Force On i
How Often Weekdays -
Weekdays Sun & Mon
Tue Wed
& Thu Fri
] Sat
@ Note:
Comment can only containA-Za-z0-9,.{}-_()*§!~"|

These parameters are explained as follows:

Item Description

Enable Click to enable or disable the schedule profile.
Comment Enter a name to identify this schedule entry.
Start Date Select the date when the entry comes into effect.
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Start Time
Duration Time

End Time

Action

How Often

Clear
Cancel

Save

VigorACS3 User's Guide

Select the time when the schedule is triggered.
Select how long the action lasts when the scheduled is triggered.

It will be calculated automatically when Start Time and Duration Time
are configured well.
Specify the action to take when the schedule is triggered.

Force On — The feature with which this schedule is associated will be
turned on.

Force Down - The feature with which this schedule is associated will
be turned off.
Specify how frequently the schedule is triggered.

Once - The schedule is triggered once, on the Start Date at the
Start Time, for the Duration Time.

Weekdays - The schedule will be triggered repeatedly, starting
on the Start Date at the Start Time, on the selected days of the
week, at the Start Time, for the Duration Time.

Monthly, on date — The router will only execute the action

applied such schedule on the date (1to 28) of a month.

Cycle duration — Type a number as cycle duration. Then, any
action applied such schedule will be executed per several days.
For example, “3" is selected as cycle duration. That means, the
action applied such schedule will be executed every three days
since the date defined on the Start Date.

Clear all modifications on this page.
Discard current modification and return to previous page.

Save the current settings and return to previous page.
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9.4.11.5 External RADIUS

Select External RADIUS to configure the router to use an external RADIUS server for user
authentication.

LAN DNS / DNS Forwarding

TS Primary Server
Schedule Enable 0

Enable Accounting
Comments
RADIUS Request Interval 2

Primary Server

IGMP
Secret @

Wake on LAN/WAN
Authentication Port 1812
SMS / Mail Alert Service

Ret
Bonjour v 2

High Availability Secondary Server

Local 802.1X General Setup

Secondary Server

Secret @

Authentication Port 1812

These parameters are explained as follows:

Item Description
Primary Server
Enable Click to enable or disable the server settings.

Enable Accounting Click to enable or disable the accounting.

RADIUS Accounting is a network customer billing mechanism for
RADIUS server.

If enabled, Vigor router will deliver accounting request (e.g., IP
address, traffic from the client) to the specified RADIUS server
periodically.

Accounting Port - Set the UDP port number (1813 in default) as the
accounting port.

Disconnect Message Port - Set a UDP port number (3799 in default)
for receiving the disconnected-request packets from the AAA server.
Note that these packets have been accepted by the RADIUS server

before being disconnected by the AAA server.

Interim Update Interval - Set a value (10 minutes in default). It
indicates the time between each transmittal of an interim update for

a specific session.
Comments Enter a brief description for this profile.

RADIUS Request Set a timeout value for the router waiting for a response from the
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Interval

Primary Server

Secret

Authentication Port

Retry

Secondary Server

Secret

Authentication Port

Retry

Clear

Save

VigorACS3 User's Guide

RADIUS server. If no response, Vigor router will send the authentication

request again.
Enter the IP address of RADIUS server.

The RADIUS server and client share a secret that is used to
authenticate the messages sent between them. Both sides must be

configured to use the same shared secret.
Enter the UDP port number that the RADIUS server is using.

Set the number of attempts to perform reconnection with RADIUS

server.
Secondary Server
Enter the IP address of RADIUS server.

The RADIUS server and client share a secret that is used to
authenticate the messages sent between them. Both sides must be

configured to use the same shared secret.
Enter the UDP port number that the RADIUS server is using.

Set the number of attempts to perform reconnection with RADIUS

server.
Clear all modifications on this page.

Save the current settings and return to previous page.
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9.4.11.6 Internal RADIUS

The built-in RADIUS client feature enables the router to assist the remote dial-in user or a wireless

station and the RADIUS server in performing mutual authentication.

LAN DNS / DNS Forwarding General Setup
DNS Security

Schedule

Enable
Extornal RADILS

‘Wake on LAN/WAN

802.1X user list.

SMS / Mail Alert Sarvice

Bornjour
@ Note:

High Availability

Local 802.1X General Setup

Index

Authentication Port

Authentication Method

Authentication List

+ 1.0nlytheuser profiles which is enabled in

©

1812

PAP Only >

Support 802.1X Method

Synchronize the Internal RADIUS user list to Local

will be listed here, and it shows in the

* 2. RADIUS Client Access List is first match.

RADIUS Client Access List

Cllent Secret Cllent Access IP Address Cllent Access P Mask Cllent Access IPvé Address

1 false
2 false
3 falsa

1 Clear

0000 0000
0000 0000

0000 0000

These parameters are explained as follows:

Item

Enable
Authentication Port

Authentication
Method

Support 802.1X
Method

Authentication List

Synchronize Internal
RADIUS uset list to
Local 802.1X user list

Description

General Setup

Click to enable or disable the internal RADIUS server settings.
Enter the UDP port for authentication messages.

Specify the way to authenticate the wireless client.
PAP only
PAP/CHAP/MS-CHAP/MS-CHAPV2

Click to enable or disable the Support 802.1X Method function.
EAP_TTLS/PAP
EAP_TTLS/MSCHAP
EAP_TTLS/MSCHAPV2
EAP_PEAP/MSCHAPV2

Use the drop down list to choose the use profile.

Users can be authenticated by RADIUS server and local 802.1X to get
certain network service. It is not necessary to create new user profiles
(contqining user accounts and user passwords) for RADIUS and locall
802.1X respectively.

Simply select to update the 802.1X authentication list to match the
RADIUS authentication list.
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Save Save the current settings
RADIUS Client Access List

Client Access Enable = Display the status (true or false) of the client entry.

Only clients that meet the criteria configured in the access list are

allowed to access the RADIUS server.

Client Access Display the text string that is known to both the router’s RADIUS server
Shared Secret and the RADIUS client that is used to authenticate messages sent
between them.

Client Access IP Display the base address of the IP block.

Address

Client Access IP Display the IP mask to configure the size of the IP block.
Mask

Client Access IPv6 Display the base address of the IPv6 block.
Address

To configure the profile, move the mouse cursor to any entry (1to 10) and click to open the

following page.

Enable O
Shared Secret

IP Address 0.0.0.0
IP Mask 0.0.00
IPvG Address

IPvé Length 0

cancel
These parameters are explained as follows:
Item Description
Enable Click to enable [ disable the profile.
Shared Secret Enter a text string. It is known to both the router’s RADIUS server and

the RADIUS client that is used to authenticate messages sent between

them.
IP Address Enter the base address of the IP block.
IP Mask Enter the IP mask to configure the size of the IP block.
IPv6 Address Enter the base address of the IPv6 block.
IPv6 Length Enter the prefix length of the IPv6 block.
Cancel Discard current modification and return to previous page.
Save Save the current settings and return to previous page.
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9.4.11.7 External TACACS+

It means Terminal Access Controller Access-Control System Plus. It works like RADIUS does.

LAN DNS / DNS Forwarding

DNS Security Primary Server

Schedule
Enable

External RADIUS
Server IP Address
Intemal RADIUS

Destination Port

Active Directory /LDAP Type
UPnP Shared Secret

IGMP

Secondary Server
Wake on LAN/WAN

Server IP Address
SMS / Mail Alert Service

Bonjour Destination Port
High Avalability Type

Local 802.1X General Setup Shared Secret

@ Clear

0.0.0.0

ASCll

0.0.00

AsCll

These parameters are explained as follows:

Item

Enable

Server IP Address

Destination Port

Shared Secret

Clear

Save

Description
Click to enable [ disable the external TACACS+ server settings.
Enter the IP address of the TACACS+ server.

Enter a port number used by the TACACS+ server. Port 49 is most

common.

Enter a text string. It is known to both the TACACS+ server and client
(the router) that is used to authenticate messages sent between
them. Maximum length is 36 characters.

Clear all modifications on this page.

Save the current settings.
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9.4.11.8 Active Directory/LDAP

Lightweight Directory Access Protocol (LDAP) is an industry-standard protocol for maintaining

and accessing directory information on a network. When used in conjunction with a Vigor router,

LDAP can be used to authenticate VPN connection attempts.

LLAN DNS / DNS Forwarding,
DNS Security

Schedule

External RADIUS

Internal RADIUS

[External TACACS+

Wake on LAN/WAN

SMS / Mail Alert Service

Bonjour

High Availability

Local 802.1X General Setup

General Setup

©

Enable
Bind Type Simple Mode v
Server Address 1Pv4 format (EX - 123.12.1.1)

Destination Port 389

Use SSL

Active Directory / LDAP Profiles

index  Name ¢ Name Additional Filter

@ N e a W N e

These parameters are explained as follows:

Item

Enable

Bind Type

Server Address

Destination Port

Use SSL

VigorACS3 User's Guide

Description

General Setup

Group Distingulshed Name

Click to enable [ disable the AD/LDAP function.

Select from one of 3 bind types:

simple Mode - Initiate bind operation (authentication) without

performing user search.

Anonymous - Bind anonymously, without supplying the

distinguished name (DN) and password, and perform user

search.

Regular Mode - Same as Anonymous mode, except that the DN

and password are sent to the server.

Enter the network address of the LDAP server.

Enter a network port that the LDAP server listens on. The default ports

are 389 for unsecured connections and 636 for LDAPS (LDAP over SSL)

connections.

Click to enable or disable SSL.

If enabled, the router will use Secure Sockets Layer (SSL) for LDAP

traffic.

521



522

Regular DN

Regular Password

Save

Index

Name

Distinguished Name

following page.

Name

Common Name Identifier
Base Distinguished Name
Additional Filter

Group Distinguished Name

Item

Name

Common Name
Identifier

Base Distinguished

Name

Additional Filter

Group Distinguished

Name

Cancel

Enter the LDAP Distinguished Name for authentication if Bind Type is
set to Regular Mode.

Enter the LDAP Password for authentication if Bind Type is set to
Regular Mode.

Save the current settings.
Active Directory [ LDAP Profiles

Display the index number of the profile.

Up to 8 LDAP profiles can be configured.
Display the user-defined name that identifies this entry.

Display the distinguished name (DN) configured in the profile.

To configure the profile, move the mouse cursor to any entry (1to 8) and click to open the

Cancel m

These parameters are explained as follows:

Description

Enter a name that identifies this profile.

Enter a common name attribute, which is typically “cn” in most LDAP

configurations.

Enter a starting point of user search in the LDAP directory, for example,
dc=draytek,dc=com.

Additional filter to be applied to the search request to identify eligible

users.
For example,
- “OpenLDAP: (gidNumber=500)"

The base DN of the tree in the LDAP directory that contains groups, for
example, ou=groups,dc=draytek,dc=com.

Discard current modification and return to previous page.
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Save

9.4.11.9 UPnP

The Vigor supports UPnP (Universal Plug and Play), which is a suite of network protocols that

Save the current settings and return to previous page.

simplifies network configuration.

LAN DNS / DNS Forwarding

Enable UPnP Service
DNS Security ()
T Default WAN ~
External RADIUS Enable Connection Control Service ()
B RALUS Enable Connection Status Service @)

External TACACS+

Active Directory /LDAP

IGMP

Wake on LAN/WAN
@ Clear

SMS / Mail Alert Service

Bonjour

High Availability

Local 802.1X General Setup

© Note:
+ Toallow NAT pass-through to a UPnP enabled client the connection control service must also be enabled.

& CAUTION: Due to vulnerabilities CVE-2020-12695, UPnP is not considered safe to use. Use it at your own

These parameters are explained as follows:

Item
Enable UPnP Service

WAN Interface

Enable Connection

Control Service

Enable Connection
Status Service

Clear

Save

VigorACS3 User's Guide

Description
Click to enable or disable the UPNP function.

Select the WAN port on which ports will be opened in response to

UPNP commands.

Click to enable or disable the connection control service.

Click to enable or disable the connection status service.

Clear all modifications on this page.

Save the current settings.

523



524

9.4.11.10 IGMP

Internet Group Management Protocol (IGMP) is an IPv4 communication protocol for establishing

multicast group memberships.

Dynamic DNS IGMP Proxy

LAN DNS / DNS Forwarding,
Interface WANL >

DNS Security
1GMPversion Auto v
Schedule

TS General Query Interval (seconds) 15
Intemal RADIUS Add PPP header

* Encapsulate IGMP in PPPoE

External TACACS*

Active Directory /LDAP

UPnP

Enable IGMP syslog

IGMP Snooping

Wake on LAN

SMS / Mail Alert Service

Bonjour

High Availability

Local B02.1X General Setup Index

Working group

Group ID PL P2 P2 Pa Ps 3

AN

No data avallable

These parameters are explained as follows:

Item
IGMP Proxy
Interface

IGMP version

General Query
Interval (seconds)

Add PPP header

Enable IGMP syslog

Enable IGMP

Snooping

Save

Group ID

Description
Click to enable or disable the IGMP proxy settings.
Select an interface for packets passing through.

At present, two versions (v2 and v3) are supported by Vigor router.
Choose the correct version based on the IPTV service you subscribe.

Or choose Auto.

Set a suitable time (unit: second) as the query interval to limit the
frequency of query sent by Vigor router.

Click to enable or disable the function.

If you have no idea to enable or disable, simply contact your ISP

providers.

Click to enable or disable the function.

If enabled, the router will store the IGMP status onto Syslog.

If enabled, the following option shall be configured.

Enable IGMP Fast Leave - If enabled, multicast for a group is
immediately terminated when the last host in that group sends a

“leave” message.
Save the current settings.
Working group

Display the ID port of the multicast group, which is within the IP range
reserved for IGMP, 224.0.0.0 through 239.255.255.254.
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P1-PX Display the LAN ports that have IGMP hosts joined to this multicast
group.

9.4.11.11 Wake on LAN / WAN

If you wish to be able to select the IP address of the Wake-on-LAN client, its MAC address must
first be bound to a static IP address using the Bind IP to MAC function.

LAN DNS / DNS Forwarding

DNS Security Wake on LAN
Scheduls
e Wake by MAC Address

External RADIUS
IP Address
Internal RADIUS

MAC Address o
Exenal TACACS+ [N

Actve iecony L0WP [ wakeur |

UPnP

IGMP Result

SMS / Mail Alert Service (@ Note:

* Wake on LAN integrates with function; only bound PCs can wake up through IP.
Bonjour

High Availability

Local 802.1X General Setup Wake on WAN

Enable Wake on WAN

Wake on WAN Type Any WAN IP Access List

These parameters are explained as follows:

Item Description
Wake on LAN
Wake by To wake up the binded IP,

MAC Address - Enter the correct MAC address of the host in
MAC Address boxes.

MAC Address Enter any one of the MAC addresses of the bound PCs.
Wake Up Click to wake up the selected device.
Result Display the result of WOL execution.
Wake on WAN
Enable Wake on Click to enable or disable the function.
WAN

Wake on WAN Type Set the path for the boot packet (sent by a mobile phone) to deliver to
the remote device.

Any WAN IP - Any WAN IP can be used as a path for waking the
remote device.

Access List - Enter the WAN IP address with the subnet mask. Later,
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use your mobile phone (installing an APP for sending the boot
packets first) to connect to the Vigor router network. The boot packets
will be transferred to the remote device via any WAN IP or the IP listed

on Access List.

Save Save the current settings.

9.4.11.12 SMS/Mail Alert Service

The function of SMS (Short Message Service)/Mail Alert is that Vigor router sends a message to
user’'s mobile or e-mail box through specified service provider to assist the user knowing the

real-time abnormal situations.

Dynamic DNS SMS Alert Set to Factory Default

LAN DNS / DNS Forwarding
Index SMSEnable SMS Provider SMS Raciplant Number SMS Notify Profile SMS Schadulal SMS Schadule2

DNS Security 1 false I-Local number

Schedule false L-Local number

External RADIUS false 1-Local number

false 1-Local number
Internal RADIUS
false 1-Local number

Active Directory /LDAP false I-Local number

false 1-Local number

2
3
4
5
Extemnal TACACS+ 3 false L-Local number
7
8
UPnP
]

false 1-Local number

10 false 1-Local number

@ Note:
* Allthe SMS Alert profiles share the same "Sending Interval” setting if they use the same SMS Provider.

Bonjour

e Mail Alert Set to Factory Default
 ocel BOIX Genersd Schup Index Mail Enable Mail Service Mail Address Mail Notify Profile Mail Schedulel Mail Schedule2

1 false 1-Mall_Notrfy 1

2 false 1-Mall_Notrfy 1

3 false 1-Mall_Notrfy 1

4 false 1-Mail_Notrfy 1

5 false 1-Mall_Notrfy 1

6 false 1-Mall_Notrfy 1

7 false 1-Mall_Notrfy 1

8 false 1-Mail_Notrfy 1

] false 1-Mall_Notrfy 1

These parameters are explained as follows:
Item Description

SMS Alert It allows you to specify SMS provider, who will get the SMS, what the
content is and when the SMS will be sent.

Mail Alert It allows you to specify Mail Server profile, who will get the notification
e-mail, what the content is and when the message will be sent.

To configure the SMS alert profile, move the mouse cursor to any entry (1to 10) and click to open
the following page.
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2865ac_001DAA000000 / Conflguration / Applications

Enable O

SMS Provider 1 v
Recipient Number

Notify Profile 1 ~
Schedule 1

Schedule 2

et [
These parameters are explained as follows:
Item Description
Enable Click to enable or disable the SMS alert profile.
SMS Provider Use the drop down list to choose SMS service provider.
Recipient Number Enter the phone number of the one who will receive the SMS.
Notify Profile Use the drop down list to choose a message profile. The recipient will

get the content stated in the message profile.

Schedule1/ 2 Enter the schedule number that the SMS will be sent out.
Cancel Discard current modification and return to previous page.
Save Save the current settings and return to previous page.

To configure the mail alert profile, move the mouse cursor to any entry (1to 10) and click to open
the following page.

2865ac_001DAA000000 / Configuration / Applications

Enable O

Mail Service 1 v
Mail Address

Notify Profile 1 -
Schedule 1

Schedule 2

O s |
These parameters are explained as follows:
Item Description
Enable Click to enable or disable the mail alert profile.
Mail Service Use the drop down list to choose mail service object.
Mail Address Enter the e-mail address of the one who will receive the notification
message.
Notify Profile Use the drop down list to choose a message profile. The recipient will
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get the content stated in the message profile.

Schedule1/2 Enter the schedule number (0~15) that the notification will be sent out.
Cancel Discard current modification and return to previous page.

Save Save the current settings and return to previous page.
9.4.11.13 Bonjour

Bonjour is a service discovery protocol which is a built-in service in Mac OS X; for Windows or
Linux platform, there is correspondent software to enable this function for free.

LAN DNS / DNS Forwarding

Enable Bonjour Service O
DNS Security

Schedule HTTP Server

External RADIUS
Telnet Server

Intemal RADIUS
FTP Server
External TACACS+

SSH Server
Active Directory /LDAP

UPnP LPR Printer Server
IGMP

Wake on LAN/WAN m

SMS / Mail Alert Service

These parameters are explained as follows:

Item Description
Enable Bonjour Click to enable or disable the Bonjour service.
Service With bonjour service enabled, Vigor router can share the service (e.g,,

HTTP service, Telnet service, FTP service, SSH service, LRP Printer server
and etc.) to the LAN clients.

Save Save the current settings and return to previous page.
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9.4.11.14 High Availability

The High Availability (HA) feature of the router provides redundancy of network resources, and
reduces downtime in case of component failure.

Dynamic DNS
Enable High Avallability

LANDNS / DNS Forwarding,

DN Securty Redundancy Method Active-Standby ~

Schedule
General Setup
External RADIUS

Group 1D 1
Internal RADIUS

T Priority ID 10
Active Directory /LDAP Authentication Key draytek.

Protocol 1Pva v
Management Interface LaNL v
Update DDNS

Syslog

Config Sync

Local 802.1X General Setup.
Enable Config Sync ( Max. Sync to 10 routers )

WaN setings ©

These parameters are explained as follows:

Item Description
Enable High Click to enable or disable the HA function.
Availability

Redundancy Method = Select the redundancy method (Hot-Standby or Active-Standby) for
high availability.

General Setup

Group ID Enter a value (1~255). Each router must be specified with one group ID.
Different routers with the same ID value will be categorized into the

same group.

Priority ID Enter a value (1~30). Different routers must be configured with
different IDs.

Authentication Key Enter an authentication key up to 31 characters long.

Protocol Select the IP protocol (IPv4 or IPvB) to be used for DARP.
Management Select the interface to be used for DARP negotiation between routers.
Interface

Update DDNS Click to enable or disable the function.

If enabled, the router will update the DDNS server for the secondary

device when the primary router fails.

Syslog Click to enable or disable the function. If enabled, the router will

record required information on Syslog.

Config Sync
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Enable Config Sync Click to enable or disable the Config Sync function.

Day [ Hour [ Minute The primary router will synchronize its configuration with secondary
routers at every specified time interval.

WAN Settings Click to enable or disable the WAN settings.
WAN settings will be excluded when executing configuration
synchronization.

Enable Config Inherit = Click to enable or disable the function.

The configuration inherits will be executed only when the device

(router) plays the role of the master device.

Once another device with the priority ID higher than this device is
ready to take over the management as the master device, after
acting as the primary master for a while, this device will sync the
configuration to all members in the same group and return to the role

of the backup device (secondary master).
Config Inherit... for () minute - Enter a value.
Time Sync

Enable Time Sync Click to enable or disable the function.

Day [ Hour [ Minute - The primary router will synchronize its
configuration with secondary routers at every specified time interval.

IPv4 Set IPv4 virtual IP for each LAN interface.
IPv6 Set IPv6 virtual IP for each LAN interface.
Save Save the current settings and return to previous page.

To configure the IPv4 profile, move the mouse cursor to any entry and click to open the following

page.

™~ / Configuration / Applications

Index LAN

Enable C

Virtual IP 192168272

To configure the IPv6 profile, move the mouse cursor to any entry and click to open the following
page.

I Canfiguration | Applications

Index

Enable q

Virtual IP
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9.4.11.15 Local 802.1X General Setup

It allows you to configure general settings for Local 802.1X server built in Vigor router.

LAN DNS / DNS Forwarding
Enable
DNS Security
Schedule

Extemal RADIUS
Internal RADIUS
External TACACS+
Active Directory /L DAP
UPnP

IGMP

Wake on LAN/WAN

SMS / Mail Alert Service

Bonjour

High Availability

EAP_TTLS/PAP

(@ Note:
» 1. Only the user profiles which is enabled in

EAP_TTLS/MSCHAP

EAP_TTLS/MSCHAPv2

EAP_PEAP/MSCHAPv2

Authentication List

Sync User Profile Setting to Internal Radius

will be listed here.

These parameters are explained as follows:

Item

Enable
EAP_TTLS/PAP
EAP_TTLS/MSCHAP

EAP_TTLS/MSCHAPV
2

EAP_PEAP/MSCHAPV
2

Authentication List

Sync User Profile
Settings to Internal
Radius

Save
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Description

Click to enable or disable the function.

Click to enable or disable the EAP_TTLS/PAP server certificate.
Click to enable or disable the EAP_TTLS/MSCHAP server certificate.

Click to enable or disable the EAP_TTLS/MSCHAPV2 server certificate.

Click to enable or disable the EAP_PEAP/MSCHAPV2 server certificate.

Select user profiles.

Click to enable or disable the function.

It will enable/disable setting for both Internal RADIUS and Local 802.1X

synchronize for all of the user profiles.

Save the current settings.
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A Virtual Private Network (VPN) is the extension of a private network that encompasses links
across shared or public networks like the Internet. In short, by VPN technology, you can send data
between two computers across a shared or public network in a manner that emulates the

properties of a point-to-point private link.

This page displays the VPN status related to the specified device.

f Configuration / VBN

Cre dewice name (

These parameters are explained as follows:

Item Description

Add Device Click this button to add a device for building VPN connection. If you
do not click this button first, you can not drag any device from

Network view.

Create VPN To build a quick VPN connection with
PPTP/IPsec/L2TP[SSL/customized settings, simply click this button

; and choose one of the wizards for establishing VPN. Then, drag and

# PPTP WizardiP -0 r

P

drop one device to another. Here we take PPTP Wizard as an

example.
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172.16.2.130:5656 BT
Link VPN from 192.168.124.1:4433 10 192.168.105.28:443 7 ‘

2927Lac_1449BC023720 / Configural

4 & Aoot Nework(70) Show device

L - R e )

b Marketing comiel0)

b SOWAN)

b b ssssss{123)1)

b d72)

4 dhodiian) Devies: 20251 001DAADDTSE0
b apoio) o T e s
. LAN IP: 192.168.28.1

b rgz200)

& 810_001DAATDES 14

A 902_001DAAIDSFIE -
A 130_001DAAR3ADS

A4 130.001DAR8411C8

A 130.001DAA854204 :

A 130 DO DAARNAFAN

—— PPIP = [Psec = 121D ——— SSL —— VPN Disconnected

U

PP ——, Soszrn From s
P @EsWARs_+()"<i4{0)
b s Marketing_carrie(0)

dh SO-WANL2)

i ssassal123K1)

i rd7(2)

h rdaa3)
b o ap21000}

b rdg(o)
b rda2(0)

4L 810_001DAATDES 14

& 302 001DARIDSFIG —=
A 130_001DAASIAD9S
A 130.001DARE411CE
A 130 001DAAES4204
A 130 DIINAARDAFAN

—— PPTP  ——— IPsec —— L2TP = §5L = VPN Disconnected

U
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VPN Name: p_5B0_720
VPN Type: PPTP
Encryption: MPPE

TX Packets: 10

R Packets: 1

TX Rate(Bps): 24

® R Ra:el:Bgs:]: 24
2925n_001 *-ra'ﬁ"'"-—- Up Tirme: 0:03:14

Edit LAN IP If there is LAN IP segment conflict in VPN connection, please select
that device and click this button to change LAN IP setting.

Unlink VPN To disconnect a VPN connection, Click this button and move the
mouse cursor to the VPN connection that you want to disconnect.

Remove Device Click to remove the selected device without VPN connection.

Show device name Click to display / hide the name of the device.

9.4.12.2 Remote Access Control

The Vigor router supports several protocols for VPNs, all of which can be enabled or disabled

independently of one another.

PPP General Setup
SSL General Setup
IPsec General Setup
IPsec Peer Identity
VPN Matcher
OpenVPN
WireGuard

Remote Dialdn User

LAN to LAN

Connection Management

534

Remote Access Control Setup

PPTP VPN Service Enable
IPSec VPN Service Enable
L2TP VPN Service Enable
SSL VPN Service Enable
OpenVPN Service Enable

WireGuard VPN Service Enable

@© Note:
* To allow VPN pass-through to a separate VPN server on the LAN, disable any services above that use the same protocol
and ensure that NAT or is also configured.

* Disable unused VPN services, enable »and to the used VPN services
‘to reduce Cyberattacks.

Bind to WAN
WAN PPTP VPN Service IPsec VPN Service L2TP VPN Service SSL VPN Service OpenVPN Service WireGuard Service
- I a) " o o " o -\
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These parameters are explained as follows:

Item

PPTP VPN Service
Enable

IPsec VPN Service
Enable

L2TP VPN Service
Enable

SSL VPN Service

Enable

OpenVPN Service
Enable

Enable WireGuard
VPN Service

Save

Bind to WAN

Save

VigorACS3 User's Guide

Description

Click to enable or disable the service.

If enabled, this VPN is easy to set up, has low overhead, and

moderately secure.

Click to enable or disable the service.

Click to enable or disable the service.

Click to enable or disable the service.

Click to enable or disable the service.

If enabled, this VPN offers a convenient way for users to build VPN

between local end and remote end.

WireGuard is a secure, fast, and modern open-source VPN Protocol.
This type of VPN connection is made by exchanging public keys and
intends to be considerably more performant than OpenVPN.

Save the current settings
Bind to WAN

Select the WAN interfaces to accept PPTP VPN, IPsec VPN, L2TP VPN,
inbound SSL VPN, OpenVPN and WireGuard connections.

Save the current settings
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9.4.12.3 PPP General Setup

This page allows configuration of Point-to-Point Protocol (PPP) used by PPTP and L2TP VPN

connections.

Remote Access Control

'SSL General Setup
IPsec General Setup

IPsec Peer Identity

PPP/MP Protocol

Dial-In PPP Authentication PAP/CHAP/MS-CHAP/MS-CHAPv2  ~
Dial-In PPP Encryption(MPPE) Optional_MPPE ~
Mutual Authentication (PAP)

Username

Password @

IP Address Assignment for Dial-In Users when DHCP is disabled.

‘Connection Management

LAN1

subnet

start IP Addr 1P Pool Counts.

192.168.1.200 50

These parameters are explained as follows:

Item

Dial-In PPP
Authentication

Dial-In PPP
Encryption (MPPE)

Mutual
Authentication
(pAP)

536

Description

PAP Only - Authenticate dial-in users using the PAP protocol only.
PAP/CHAP/MS-CHAP[MS-CHAPV2 - Attempt to authenticate dial-in

users using various CHAP protocols, and if the remote VPN client fails

to authenticate, fall back to PAP.

Specifies if PPP encryption (MPPE) is to be used for dial-in VPN
connections.

Optional MPPE - MPPE is optional. If the VPN client supports MPPE, PPP

data will be encrypted.

Require MPPE (40/128bits) - Require PPP encryption for dial-in VPN
connections. Both 40- and 128-bit encryption schemes are allowed.
The remote dial-in user will use 40-bit to perform encryption prior to
using 128-bit for encryption. In other words, if 128-bit MPPE encryption
method is not available, then 40-bit encryption scheme will be
applied to encrypt the data.

Maximum MPPE - Require 128-bit PPP encryption for all dial-in VPN

connections.

Specifies if mutual authentication is to be used. Some VPN peers (e.g,
certain Cisco routers) require bi-directional authentication used for

providing stronger security.
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IP Address
Assignment for
Dial-In Users when
DHCP is disabled

PPP Authentication
Methods

PPTP LDAP Profile

While using Radius
or LDAP
Authentication

VPN TCP maximum

segment size (MSS)

Save
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When mutual authentication is enabled, Username and Password
fields should also be populated using values from the VPN peer. The
maximum lengths of these fields are 23 and 19 characters,

respectively.

Click to enable or disable the function.

LAN1 - When the router’s DHCP server is disabled, the router will assign
IP addresses to dial-in VPN users starting with the IP address specified
in Start IP Address. The total number of dial-in VPN IP addresses to be

given out is specified in IP Pool Counts.

LAN2 ~ LAN8 and DMZ will be available if it is enabled. Refer to
LAN>>General Setup for enabling the LAN interface.

The credentials to be used for PPP authentication will be obtained

from the selected sources, in the following order:

Remote Dial-in User — The usernames and passwords in VPN and
Remote Access >> Remote Dial-in User section will be used.

RADIUS - An external RADIUS server is to be used for authentication.
Please be sure to set up the RADIUS server in Applications >>
RADIUS/TACACS+ section.

AD/LDAP - An Active Directory/LDAP server is to be used for
authentication. Please be sure to configure AD and LDAP settings in

Applications >> Active Directory/LDAP.

TACACS+ — A TACACS+ server is to be used for authentication. Please
be sure to set up the RADIUS server in Applications >>
RADIUS/TACACS+ section.

Configured LDAP profiles will be listed under such item. Simply check
the one you want to enable the PPP authentication by LDAP server

profiles.

However, if there is no profile listed, simply click the link of LDAP Profile
link to create/add some new LDAP profiles you want.

When the dial-in VPN user is authenticated using credentials from the
Remote Dial-in User section, an IP address from the LAN specified in
the user profile will be assigned. When the user is authenticated using
credentials from other sources (RADIUS, AD, TACACS+), the assigned
IP address will be drawn from the address pool of the LAN specified

here.

Set the maximum segment size (MSS) for different VPN types.

Please specify the MSS values for each type to avoid packets cut by
MTU during the data transmission period via the IPsec VPN

connection.

Save the current settings.
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9.4.12.4 SSL General Setup

SSL VPN (Secure Sockets Layer virtual private network) is a form of VPN that encrypts traffic using
SSL, which is the same technology used on secured websites. Because of SSL's prominence as an
encryption protocol on the Internet, most networks have few restrictions on SSL traffic, and as a
result SSL VPN is more likely to work when other VPN technologies experience difficulties due to
obstacles such as firewalls and Network Address Translation (NAT).

Remote Access Control

SSL VPN General Setup

PPP General Setup

WAN Name WAN Bind

IPsec General Setup AL ©
IPsec Peer Identity VAN ©
VPN Matcher WANZ o
OpenVPN WAN4 O
WireGuard WANS O
Remote Dialin User WANG [ o
LAN to LAN
Connection Management Fort “
Server Certificate Default Certificate
@ Note:
* Server Certificate follow the Default Certificate now.Default Certificate can be configured at Certificate >> Local Services
List.
These parameters are explained as follows:
Item Description
WAN Select the WAN interfaces to accept inbound SSL VPN connections.
Port The port to be used for SSL VPN server. The default setting is 443.
Save Save the current settings.

9.4.12.5 IPsec General Setup

There are two phases of IPsec.

Phase 1: negotiation of IKE parameters including encryption, hash, Diffie-Hellman parameter
values, and lifetime to protect the following IKE exchange, authentication of both peers using
either a Pre-Shared Key or Digital Signature (x.509). The peer that starts the negotiation proposes
all its policies to the remote peer and then remote peer tries to find a highest-priority match with
its policies. Eventually to set up a secure tunnel for IKE Phase 2.

Phase 2: negotiation IPsec security methods including Authentication Header (AH) or
Encapsulating Security Payload (ESP) for the following IKE exchange and mutual examination of
the secure tunnel establishment.

VigorACS3 User's Guide



Remote Access Control

PPP General Setup

SSL General Setup

IPsec Peer Identity
VPN Matcher
OpenVPN
WireGuard

Remote Dialdn User

LAN to LAN

Connection Management

VPN IKE/IPsec General Setup

(Dial-in settings for Remote Dial-In users and LAN-to-LAN VPN Client with Dynamic IP
IKE Authentication Method

Certificate ‘ None ~ | v

Preferred Local ID ‘ Alternative_Subject_Name ~ | v

General Pre-Shared Key S
XAuth User Pre-Shared Key ®
Security Method "

AH Enable

VPN TCP maximum segment size (MSS)

IPSec

L2TP over IPSec

GRE over IPSec

1360
1360

1360

-

These parameters are explained as follows:

Item

Description

IKE Authentication Method

Certificate

Preferred Local ID

General Pre-Shared

Key

XAuth User
Pre-Shared Key

Security Method

AH Enable

VPN TCP maximum

VigorACS3 User's Guide

X.509 certificates can be used for IKE authentication. To set up
certificates on the router, go to the Certificate Management section.

Specify the preferred local ID information (Alternative Subject Name
First or Subject Name First) for IPsec authentication while the client is
using the general setting (without a specific Peer IP or ID in the VPN

profile).

Define the PSK key for general authentication.

Define the PSK key for IPsec XAuth authentication.

Available mthods include Basic, Medium and High. Each method
offers different encryption, HMAC and DH Group.

Basic - Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option is active.

Medium - When this option is selected, the Authentication Header

(AH) protocol can be used to provide authentication to IPsec traffic.

High - When this option is selected, the Encapsulating Security
Payload (ESP) protocol can be used to provide authentication and
encryption to IPsec traffic. Three encryption standards are supported

for ESP: DES, 3DES and AES, in ascending order of security.
It is available when Basic is selected as the security method.

Set the maximum segment size (MSS) for different VPN types.
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segment size (MSS) Please specify the MSS values for each type to avoid packets cut by
MTU during the data transmission period via the IPsec VPN
connection.

Save Save the current settings.

9.4.12.6 IPsec Peer Identity

This screen allows creating profiles of subject alternative names (SANs) and distinguished
names/subject names that can be used for IPsec peer authentication in LAN-to-LAN or remote
user dial-in VPN connections.

Remote Access Control Profile Name Enable Accept Type

PPP General Setup m false Accept Any Peer ID

SSL General Setup

IPsec General Setup

VPN Matcher

OpenVPN

WireGuard

Remote Dialin User

LAN to LAN

To configure the IPsec Peer Identity profile, move the mouse cursor to any entry and click to open
the following page.

VPN PeeriD

Index 1

Profile Name 77

Enable ()

Accept Type [ Accept Subject Name v Ve
| Accept Any Peer ID

Country (C) |
| Accept Subject Alternative Name - IP address

State (ST) ‘ Accept Subject Alternative Name - Domain Name!

Accept Subject Alternative Name - E-Mail
Location (L) Accept Subject Name
Orginization (0)

Orginization Unit (OU)
Commeon Name (CN)

Email (E)

@ Clear Cancel m

These parameters are explained as follows:
Item Description

Index Display the index number of the profile.
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Profile Name A name that allows you to identify this profile.
Enable Click to enable or disable the profile.

Accept Type The router accepts the type and value of the specified subject
alternative name as valid authentication. Supported subject
alternative types are IP Address, Domain Name and E-Mail.

Accept Subject When this option is selected, the router performs peer authentication

Name by matching the values of the different subject name fields. These
fields include Country (C), State (ST), Location (L), Organization (0),
Organization Unit (OU), Common Name (CN), and Email (E).

Cancel Discard current modification and return to previous page.
save Save the current settings.
9.4.12.7 VPN Matcher

The VPN Matcher server can help two Draytek routers behind NAT establish a secure VPN tunnel

for data transmission between each other.

Remote Access Control
VPN Matcher

PPP General Setup

SSL General Setup Enable

Tl WAN Interface WAN1_First v

IPsec Peer Identity
Server Ip vpn-matcher.draytek.com
Server Port 31503

OpenVPN

WireGuard Router List Key N

Remote DiaHn User @ Note:

* Youcan r Router List Key on
LLAN to LAN L =

Connection Management STUN Server

Group Device List
MAC Remote Network Model Role

Index 4 Description

No data available

e s |
These parameters are explained as follows:
Item Description
VPN Matcher
Enable Click to enable or disable the function of VPN Matcher Setup.
WAN Interface The WAN interface to be used for dialing out to establish the VPN
connection.

WANX First —The Router first attempts to establish the VPN tunnel
using this WAN interface. When that is unsuccessful, it will attempt to
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use other WAN interfaces.

WANX Only —The Router will establish the VPN tunnel using this WAN
interface only.

server IP [ Server The IP address of the DrayTek VPN Matcher server is defined as

Port "vpn-matcher.draytek.com” with the port number "31503".

Router List Key Enter the authentication key for finding a Vigor router with the same
group of this device from the VPN matcher server. Then set a VPN link
between Vigor routers on both ends via VPN wizard.

STUN Server Detect - Click to check if the NAT used by Vigor router is core NAT or
not. If not, no VPN can be established.

Group Device List

Get List After entering the Authkey above, click to get available Vigor router
which is within the same group as this device.

Cancel Discard current modification and return to previous page.

Save Save the current settings.

9.4.12.8 OpenVPN

9.4.12.8.1 0penVPN Server Setup

OpenVPN requires

the use of certificates. Certificates generated by the third party can be

imported to your host and ready for use by Vigor router.

Remote Access Control OpenVPN Server Setup  Client Config

PPP General Setup

SSL General Setup

General Setup

P Fr Enable UDP O

IPsec Peer Identity

'VPN Matcher

UDP Port 1184

Enable TCP [ @)
TCP Port
WireGuard 1o
Remote DiaHn User Cipher Algorithm AES256-CBC v
LAN to LAN HMAC Algorithm SHA256 -
Connection Management
= Certificate Authentication (o)

Certificates Setup

Certificate Source Uploading certificates to Router  +
Trust CA default -
Server Certificate None -

@ Note:

* OpenVPN on Vigor Router only support TUN device interface currently. So please setup corresponding configurations on
the dlient side.

These parameters are explained as follows:

Item

Enable UDP

Description
General Setup

Click to enable or disable UDP protocol for OpenVPN connections. If
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enabled, please

UDP Port - Enter the UDP port number.

Enable TCP Click to enable or disable the TCP protocol for OpenVPN connections. If
enabled, please

TCP Port - Enter the TCP port number.
Cipher Algorithm Select the desired cipher algorithm.

HMAC Algorithm Select the desired HMAC hash algorithm. It is used to validate the
data integrity and authenticity of the VPN data.

Certificate Click to enable or disable the settings. If enabled, the router can validate
Authentication that the client certificate was issued by a trusted CA.

Certificates Setup

Certificate Source Select a source for the certificate to be used for OpenVPN.

Router generated certificates - Router-generated certificates that

will be used for OpenVPN.
GENERATE - Click to generate a certificate.

Delete all certificates - Click to remove all certificates
generated by the router.

Uploading certificates to Router - Third-party certificates will be

used for OpenVPN.

Trust CA - Use the dropdown list to select a trusted CA
certificate that has already been uploaded to the router. To
upload Trusted CA certificates to the router, click the Trust CA
label and you will be taken to the Certificate Management >>

Trusted CA Certificate page to perform the operation.

Server Certificate - Use the dropdown list to select a server
certificate that has already been uploaded to the router. To
upload server certificates to the router, click the Server
Certificate label and you will be taken to the Certificate
Management >> Local Certificate page to perform the

operation.

Save Save the current settings.
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9.4.12.8.2 Client Config

Create and export the configuration required for a remote OpenVPN client to connect to the

router.

Remote Access Control OpenVPN Server Setup ~ Client Config

PPP General Setup

Client Config

SSL General Setup.

IPsec General Setup Remote Server IP | Domain | VPNMatcher

e Foor Mlantty Transport Protocol v

VPN Matcher
Auto Dial-Out Enable | Disable

Set VPN as Default Gateway Enable | Disable
WireGuard

Remote Dialn Usar Cache password for auto reconnect Enable | Disable

Ll File Name ovpn

Connection Management

Client cert at

Client key key

@ Note:
* Please make sure the Client cert and the Client key are located in the same folder with .ovpn file.
+ Please make sure that WAN can be used as OpenVPN server.
+ Cache password for auto reconnect.
Enabled: Cache password in virtual memory for re-authentication to keep VPN always connected.

Disabled: Type password manually when re-authentication is needed. VPN may disconnect during re-authentication.

These parameters are explained as follows:

Item Description
Client Config
Remote Server There are three types of the remote server.

IP - Use the numeric IP address as the server address.
Domain - Use the domain as the server address.

VPN Matcher - Use the VPN matcher as the server.

IP If IP is selected as the remote server, enter the IP address of the server.
Domain If Domain is selected as the remote server, enter the domain name of
the server.

Transport Protocol Select UDP or TCP for the protocol to be used by the OpenVPN client to
connect to the router.

Auto Dial-Out Enable - If selected, the remote client can auto-dial to this Vigor
router to build an OpenVPN tunnel.
Disable - Select to disable the function.

Set VPN as Default Enable - If selected, the Vigor router will be treated as a "default’

Gateway gateway for OpenVPN clients. The OpenVPN client will redirect all the
traffic to the Vigor router via the OpenVPN tunnel.

Disable - Select to disable the function.
Cache password for = Enable - OpenVPN will reconnect per hour. While reconnecting, the
auto reconnect password is required. If the function is enabled, the password for

OpenVPN connection will be kept and used by the Vigor system for
reconnection every time.

Disable - Select to disable the function.
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File Name

Enter the filename of the configuration file to be downloaded from the

router.
Client cert Enter the filename of the client certificate obtained from 3rd party
provider.
Client key Enter the filename of the private key obtained from the 3rd party
provider.
Export Click to download the settings on this page as a file.
9.4.12.9 WireGuard

WireGuard is a secure, fast, simple, and modern open-source VPN Protocol. By using

state-of-the-art cryptography, WireGuard can build a VPN by exchanging private and public

keys between VPN servers (e.g. Vigor router) and VPN clients (e.g., WireGuard VPN Client).

Remote Access Control

PPP General Setup

SSL General Setup

IPsec General Setup

IPsec Peer Identity

VPN Matcher

OpenVPN

Remote Dialin User
LAN to LAN

Connection Management

WireGuard
Public Key

|P Address 182.168.1.1

Listen Port 51820

Cancel ﬂ

These parameters are explained as follows:

Item

Private Key

Public Key

IP Address

Listen Port

Cancel

Save
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Description

Display the private key generated.

Generate a Key Pair - Generate keys for the VPN server.

It is required to be configured in the WireGuard VPN client router.

After clicking Generate a Key Pair, the public key and a QR code

representing the public key will be shown on this page

Enter an IP address. Vigor router's LAN IP can be used as the

WireGuard interface IP.

Enter a port number for WireGuard VPN server.

The default number is 51820.
Discard current modification and return to previous page.

Save the current settings
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9.4.12.10 Remote Dial-In User

The system administrator can manage remote access by maintaining a table of remote user
profiles, so that users can be authenticated via VPN connection.

Index: Enable Username Status

PPP General Setup 1 Disable 77 Disable
SSL General Setup

IPsec General Setup

IPsec Peer Identity

VPN Matcher
OpenVPN

WireGuard

LAN to LAN

Connection Management

To configure the remote dial-in user profile, move the mouse cursor to any entry and click to
open the following page.

Remote Dial In User

User account and Authentication

Index 1
Enable

Multiple Concurrent Connections Allowed ()
Idle Timeout 300
Username 27?7
Password

Mobile One-Time Passwords(mOTP)

@ Note:
* Usemname can not contain characters\" and \\ -

* OpenVPN tunnel does not support mOTP.

Allowed Dial-In Type

PPTP ©
IPsec Tunnel 2]
@ Clear Cancel m

These parameters are explained as follows:

Item Description

User account and Authentication

Index Display the index number of the user account profile.

Enable Click to enable or disable the user account profile.

Idle Timeout Set the allowed idle time before the router disconnects the VPN
connection.

Username Set a username used for PPTP, L2TP or SSL Tunnel dial-in type
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Password

Mobile One-Time
Passwords (mOTP)

PPTP [ IPsec Tunnel /
L2TP / L2TP with IPsec
Policy [ SSL Tunnel /
OpenVPN Tunnel

Specify Remote
Node

Netbios Naming
Packet

Multicast via VPN

Subnet

Assign Static IP

Digital
Signature(X.509)
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Set a password used for PPTP, L2TP or SSL Tunnel dial-in type

Click to enable or disable one-time passwords (Mobile-OTP).

If enabled, please

PIN Code - Enter the code for authentication (e.g, 1234).

Secret - Enter the 32 digit-secret number generated by mOTP in the
mobile phone (e.g., €759bb6f0e94c7ab4fes).

Allowed Dial-In type

Click to enable (select) or disable (deselect) the PPTP [ IPsec Tunnel /
L2TP / L2TP with IPsec Policy / SSL Tunnel / OpenVPN Tunnel protocol.

Click to enable or disable the function.

The IP address of the remote VPN client (Remote Client IP) or the Peer
ID (used in IKE aggressive mode) can be optionally specified.

Remote Client IP - Enter the IP address for remote client.

Or Peer ID - Enter the string for peer ID.

It is available when Specify Remote Node is disabled.

Specifies whether to allow NetBIOS nhaming packets to traverse
through the VPN tunnel.

Pass — Click it to have an inquiry for data transmission between

the hosts located on both sides of VPN Tunnel while connecting.

Block — When there is conflict occurred between the hosts on

both sides of VPN Tunnel in connecting, such function can block

data transmission of Netbios Naming Packet inside the tunnel.
It is available when Specify Remote Node is disabled.

Specifies whether to allow multicast packets to traverse through the
VPN tunnel.

Pass — Click this button to let multicast packets pass through

the router.

Block — This is default setting. Click this button to let multicast
packets be blocked by the router.

Subnet
Select an interface.

Click to enable or disable the function.

IP Address - Enter a static IP address.

It is available when Specify Remote Node is disabled.

Click to enable or disable the authentication using X.509 Peer IDs. If
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Enable Pre-Shared
Key

Digital
Signature(X.509)

Medium(AH)

High(ESP)

Local ID (optional)

Clear
Cancel

Save

enabled, please

Digital Signature(X.509) Index - Select an X.509 profile.
IKE Authentication Method

It is available when Specify Remote Node is enabled.
Click to enable or disable the function. If enabled, please

Pre-Shared Key - Enter an IKE PSK.

Click to enable or disable the authentication using X.509 Peer IDs. If

enabled, please

Digital Signature(X.509) Index - Select an X.509 profile.
IPsec Security Method

Click to enable or disable the function that data will be authenticated,

but not be encrypted.
The payload (data) will be encrypted and authenticated.

Click to enable or disable the setting.

Specify alocal ID to be used when establishing a LAN-to-LAN VPN

connection using IKE aggressive mode.
Clear all modifications on this page.
Discard current modification and return to previous page.

Save the current settings and return to previous page.

9.4.12.11 LAN to LAN

To create a LAN to LAN connection for the selected CPE, choose LAN to LAN. You can create up to

32 profiles for a CPE.

Remote Access Control Alarm Enable Index Enable Always On Default Route Name
PPP General Setup disable 1 false false false m
SSL General Setup

IPsecGeneral Setup

Pass packets from LAN in Routing mode to VPN

1Psec Peer Identity

VPN Matcher Pass Packets to WAN when the VPN disconnects [ @]

OpenVPN

WireGuard @ Note:

* 1.0nly 50 Lan-to-Lan profile can select "Always on".
& 2.0nly 1 Lan-to-Lan profile can select "Default Route™.

Remote Dial-in User

« XXOOOCThis Dial-out profile has already joined for VPN Backup Mechanism
« XX00OThis Dial-out profile does notjoin for VPN TRUNK

Connection Management

« XX)OOOCThis Dial-out profile has already joined for VPN Load Balance Mechanism

k Mask Status

0.0.00 255.255.255.0 Offline

K < 11 > b

To create a new LAN to LAN profile, click the bottom one entry. To configure the LAN to LAN profile,

move the mouse cursor to any entry and click to open the following page.
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Common Settings

Index

Enable this profile

Enable ACS Alarm

Profile Name

Call Direction

Dial-Out Through

Always on

Idle Timeout

Quality Monitoring/Keep Alive
Netbios Naming Packet

Multicast via VPN

Dial-Out Settings

@ Clear

nr
Both Dial-Out Dial-In GRE Tunnel

WANLI First v

Pass Block

Pass Block

Cancel ﬂ

These parameters are explained as follows:

Item

Index

Enable this profile
Enable ACS Alarm
Profile Name

Call Direction

Dial-Out Through

Always On

Quality Monitoring
[Keep Alive
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Description

Common Settings

Display the index number of the profile.
Click to enable or disable this profile.
Click to enable or disable the function.
Enter the name of the profile.

Specify the allowed call direction of this LAN-to-LAN profile.
Both
Dial-Out
Dial-In
GRE Tunnel

Select the WAN connection for connections made using this profile.

This setting is useful for dial-out only.

Click to enable or disable the function to maintain an always on

dial-out connection. However, if disabled,

Idle Timeout - Set a value if Always On is disabled. The router will
close connection if no activity is observed in the VPN connection for

this many seconds.

Click to enable or disable the function.
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Netbios Naming Specifies whether to allow NetBIOS naming packets to traverse
Packet through the VPN tunnel.

Pass — Click it to have an inquiry for data transmission between

the hosts located on both sides of VPN Tunnel while connecting.

Block — When there is conflict occurred between the hosts on
both sides of VPN Tunnel in connecting, such function can block

data transmission of Netbios Naming Packet inside the tunnel.

Multicast via VPN Specifies whether to allow multicast packets to traverse through the
VPN tunnel.

Pass — Click this button to let multicast packets pass through
the router.

Block — This is default setting. Click this button to let multicast
packets be blocked by the router.

Dial-Out Settings
VPN Server Select the VPN protocol to be used.
IPsec Tunnel Type Select IKEvI or IKEv2.

Server IP/Host Name  Enter an IP address or DNS host name of remote VPN host.

Dial-Out Schedule Connect and disconnect according to schedule profiles.
Profile Up to four schedule profiles can be specified.
IKE Phase 1Settings
Mode Select IKE phase 1 mode. Main mode is more secure than Aggressive

mode since more exchanges are done in a secure channel to set up

the IPsec session.
Main Mode

Aggressive Mode
Authentication Select PSK(IKE Pre-shared key) or X509 (X.509 digital signature).

Pre-Shared Key It is available when PSK is selected as Authentication.

Enter the PSK.
Local ID Enter a string.

Proposal Encryption = Select an proposal encryption mode.

Proposal ECDH Select an proposal ECDH group (e.g., G14).
Group
Proposal Select SHA256 or SHAL.
Authentication
IKE Phase 2 Settings
Security Protocol Select the dial-out protocol.
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Proposal Encryption

Proposal
Authentication

Phase 1Key Lifetime

Phase 2 Key Lifetime

Phase 2 Network ID

Enable Perfect
Forward Secret

Ping to Keep Alive

Local Network IP /
Mask

Remote Network IP [
Mask

More Remote Subnet

Mode
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ESP(High)

AH(Medium)
Select an proposal encryption mode.

Select All, SHA256, SHA1 or None.

IKE Advanced Settings

For security reason, the lifetime of key should be defined. The default

value is 28800 seconds.

For security reason, the lifetime of key should be defined. The default

value is 3600 seconds.

In Aggressive mode, Local ID is on behalf of the IP address while
identity authenticating with remote VPN server. The length of the ID is

limited to 47 characters.

Click to enable or disable the function.

If enabled, the IKE Phase 1 key will be reused to avoid the computation
complexity in phase 2.

Click to enable or disable the transmission of PING packets to a
specified IP address.

PING Target IP - Enter the IP address of the remote host that located
at the other-end of the VPN tunnel.

TCP/IP Network Settings

Display the local network IP and mask for TCP / IP configuration. You

can modify the settings if required.

Add a static route to direct all traffic destined to this Remote Network

IP Address/Remote Network Mask through the VPN connection.

Add a static route to direct all traffic destined to more Remote
Network IP Addresses/ Remote Network Masks through the VPN
connection.

More Remote Subnet

Index  Network IP Netmask Action

1 0.0.0.0/0 v + Add

Enter the IP address and the mask address. Click +Add to save the

settings and create a new entry.
If the remote network only allows one IP address for the local network,
select NAT; otherwise, select Routing.

Routing

NAT
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RIP via VPN Specifies the direction of Routing Information Protocol (RIP) packets.

Translate Local It is available when Routing is selected as Mode.

Network Click to enable or disable the function. This is usually used when you

find there are several subnets behind the remote VPN router.

If enabled, the function of Change Default Route to this VPN tunnel will

be disabled. And please configure the following options.

Type - There are two types (Translate Whole Subnet, Translate

Specific IP) for you to choose.
For Translate Whole Subnet;

Local Subnet - Select the LAN whose IP addresses are to be
translated.

Translated IP - Specify an IP address.
More Local Subnet - Add more subnets.

More Local Subnet
Index  Translated To Local Network Action

1 LANA - L add

For Translate Specific IP,

Virtual IP Mapping - Specify the local IP address and the

mapping virtual IP address.

Virtual IP Mappin,
pring Index Local IP Virtual IP Action

Change Default Click to enable or disable this option .

Route to this VPN Select this option to direct all traffic that is not LAN-bound to this VPN
tunnel.

Clear Clear all modifications on this page.

Cancel Discard current modification and return to previous page.

Save Save the current settings and return to previous page.
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9.4.12.12 Connection Management

You can initiate outbound LAN-to-LAN VPN sessions, and view and disconnect all current
LAN-to-LAN and dial-up VPN sessions.

i A VPN Name VPN Type Remote IP Virtual Network Tx Packets TxRate Rx Packets Rx Rate Up Time
PPPP General Setup No data available

SSL General Setup

IPsec General Setup

IPsec Peer Identity

VPN Matcher

OpenVPN

WireGuard

Remote DiaHin User

LAN to LAN

9.4.13 Mesh

9.4.13.1 Mesh Setup

Vigor router is treated as a mesh root. You can search and specify mesh nodes as members
under current mesh group.

General Setup

Mesh Enable @)

Role Mesh Root

Mesh Group Name VigorMesh

Auto Reselect O

Log Level Basic v
Mesh Group

Index MAC Address Model Device Name

No data available

9 Reset Mesh Group ) Delete I s |

These parameters are explained as follows:

Item Description

General Setup

Mesh Enable Click to enable or disable the mesh network function.

Role Display the role of the router. For Vigor router, it is always Mesh Root.
Mesh Group Name Display the name of the current mesh group.

Auto Reselect Click to enable or disable the function.

It is selected in default. To perform the auto reselect, make sure the
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process for CFG Sync and CFG Check for mesh nodes are successful.
If enabled, after changing the environment of mesh network (e.g.,
offline, disconnection), the root device will perform auto reselect to

reconstruct the mesh network.
Log Level Choose Basic or Detailed.
Mesh Group

Index, MAC Address, Basic information including MAC address, model and device name of
Model, Device Name  the members in this Mesh Group will be shown in this area.

Reset Mesh Group Click it to clear the Mesh Group information. All mesh nodes in the
group will become isolated.

Cancel Discard current modification.

Save Save the current settings

9.4.13.2 Add Mesh Node

Before a Mesh Node is connected, it is unable to check the device status from Mesh Root. This
page can help to discover all Mesh devices around and offer the Link Status and Operation Mode

of each Mesh device.

2865ac_001DAA000000 ; Configuration / Mesh

Search Mesh Nodes

Search new mesh node E
1. Click search. The system will search new mesh node around.
Search new mesh node
3%
2865ac_001DAA000000 / Configuration / Mesh

Search Mesh Nodes

Searching mesh nodes,
Search new mesh node E please wait for a while...

2. Available mesh nodes will be listed on this page.

< Configuration 2865ac_001DAA000000 / Conflguration / Mesh

Mesh Setup Search Mesh Nodes

Search new mesh node

Add  Index  MACAddress Model Devica Name
1 00507FFI91BC  VigorAP 903 VigorAP903

2 1449BC426EIE  VIGOTAP 960C | VigorAP960C

3. Select the device(s) you want to group under this mesh group and click +Add.
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2865ac_001DAAD00000 | Configuration / Mesh c

& Configuration

Mesh Setup Search Mesh Nodes
Search new mesh node m
Mesh Status
Add Index MAC Address. Model Device Name
1 00S07FFI91BC  VIGOTAP903 | VIgorAPa03
o 2 14490BC426ELE VIgorAP960C | VigorAP960C

4. Wait for a moment.

Add new mesh node

3o

Adding selected mesh nodes,
this will take a minute, please
wait...

5.  Open Configuration>>Mesh Setup. The new mesh node will be added.

Mesh Group

Index MAC Address Model Device Name
1 001DAAD0000D Vigor 2865 DrayTek

2 0050TFF191BC Unknown VigorAPS03

‘D Reset Mesh Group Cancel m

9.4.13.3 Mesh Status

This page shows the mesh status.

One Mesh Group can contain up to 8 devices. A Device with hop 0 is one special Ethernet
Backhaul. It means this node will use Ethernet cable to join the mesh group while others use the

wireless link.

. 2865ac_001DAA000000 / Configuration / Mesh <
& Configuration
Mesh Setup ® Online(syncready) & Online @ Offline
EICRE R Index Status DovicoName  MAC Address (Model) Hop  Uplink Up Timo Clionts  Disconnect
1 @ undefined  DrayTek 00LDAADOOOOO (Vigor 2865) 0 2d 15:22:57 0
2 ® undefined  VigorAP903 0050TFF191BC (VigorAP 903) 1 001DAADOOO00 0d 00:03:36 0
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9.4.14 Wireless LAN

9.4.14.1 General

This page lets you configure the most basic settings of your wireless network, including the SSIDs,

WLAN channels and bandwidth control.

2927ac_1449BC30C3F0 / Configuration / Wireless LAN &

General Setup

Wireless LAN Enable O
Access Control Mode Mixed(11b+11g+11n) v
WPS

Channel Channel 6, 2437MHz v

Advanced Setting

Station Control

Bandwidth Management Cancel m

AP Discovery
Index Schedule SSID
Airtime Faimess . .
Band Steering 2 0
Roaming 3 0
4 0

Station List

Station List - Advance

@ Note:

Channel setting should not be changed while Wireless 2.4G WAN mode is in use.

Station List - Neighbor Isolate Member: Prevent the clients associated with this SSID from accessing each other.

Isolate VPN: Block the wireless clients from accessing the VPN network and prevent wireless traffic being sent to VPN connections.
Only the action "Force Down" in the Schedule Profile will be applied to WLAN, other actions will be ignored.
When the router is in High Availability Hot-Standby method and it's the Secondary Router, the wireless function will be disabled.

These parameters are explained as follows:

Item Description
General Setup

Wireless LAN Enable  Click to enable or disable the wireless LAN function.

Mode Select the 802.11 mode allowed on the band.

Channel Allows you to specify a particular wireless channel to use.
Cancel Discard current modification.

Save Save the current settings.

Index Display the index number of the WLAN profile.

Schedule Display the number of the schedule profile.
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To configure the schedule profile, move the mouse cursor to any entry (1to 4) and click to open
the following page.

WirelessLAN_General_SchSsID

Index 1
Schedule None
SsID Nothing selected
Select All Deselect All
SSIDL{ALL)
ot [N
S5ID2
S5ID3
S5ID4

These parameters are explained as follows:

Item Description

Index Display the index number of the schedule profile applied to the SSID.
Schedule Select a name of the schedule profile.

SsSID Select a number of SSID.

Cancel Discard current modification and return to previous page.

Save Save the current settings and return to previous page.
9.4.14.2 SSID

Set Service Set Identification (SSID), which shows up as the AP identifier.

2927ac_1449BC30C3F0 / Configuration / Wireless LAN <
Index Enable Hide sSID ssiD 1solate Member isolate VPN
1 true false DrayTek-30C3F0 false false
2 false false DrayTek_Guest false false
3 false false false false
sasrenlarinl 4 false false false false

WPs
@ Note:
* Isolate Member: Prevent the clients associated with this SSID from accessing each other.

Advanced Setting
« Isolate VPN: Block the wireless clients from accessing the VPN network and prevent wireless traffic being sent to VPN connections.

Station Control

Bandwidth Management

To configure the SSID profile, move the mouse cursor to any entry (1to 4) and click to open the
following page.
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2865ac_001DAA000000 / Conflguration / Wireless LAN

General Setup

Index 1

Hide SSID O

SSID DrayTek

Advance Setup

Isolate Member o
O

Isolate VPN

Cancel m

These parameters are explained as follows:
Item Description

General Setup

Index Display the index number of SSIDs. There are four SSIDs.
Hide SSID Click to enable or disable the SSID settings.
SSID Enter or display the name of SSID.
Advance Setup
Isolate Member Click to enable or disable the function.

If enabled, the router disallows communication between wireless

clients (stations) on the same SSID.

Isolate VPN Click to enable or disable the function.

If enabled, the router blocks wireless clients (stations) from accessing

VPN clients.
Cancel Discard current modification and return to previous page.
Save Save the current settings and return to previous page.
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9.4.14.3 Security

Every router has a default wireless password (PSK) which is provided on a label attached to the
bottom of the router. For extra security, you can set your own wireless password

2927ac_1449BC30C3F0 / Configuration / Wireless LAN @
Index Mode WPA Encryption Mode 'WEP Encryption Mode WEP Key Index
1 Disable TKIP_for_WPAJAES_for WPA2_and_WPA3 1
2 Disable TKIP_for_WPA/AES_for_WPA2_and_WPA3 1
3 Disable TKIP_for_WPA/AES_for_WPA2_and_WPA3 1
Faes T 4 Disable TKIP_for_WPA/AES_for_WPA2_and_WPA3 1

WPS
Advanced Setting
Station Control

Bandwidth Management

AP Discovery

Airtime Faimess

Band Steering

Roaming

Station List

Station List - Advance

To configure security settings, move the mouse cursor to any entry (1to 4) and click to open the
following page.

General Setup

Index 1

Mode WEP/802.1x_Only ~
WEP

WEP Encryption Mode

WEP Key Index 1

WEP Key

Note:
Please configure the

e [0

These parameters are explained as follows:
Item Description
General Setup
Index Display the index number of SSID1 to SSID4.

Mode Disable - Encryption mechanism is disabled.
WEP or WEPI802.1x_OnIy— Allows only connections from WEP clients.
WPA/802.1x_Only or WPA2/802.1x_Only or
Mixed(WPA+WPA2/802.1x_Only), WPA[PSK or WPA2/PSK or

Mixed(WPA+WPA2)/PSK, WPA3/SAE, Mixed(WPA2+WPA3)/SAE -
Allows only connections from WPA clients.
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WEP Encryption

Mode

WEP Key Index

WEP or WEP/802.1x_Only

Select 64-bit or 128-bit.

Select an index number to configure the WEP setting.

WEP Key Enter the encryption key.
WPA/802.1x_Only or WPA2/802.1x_Only or
Mixed (WPA+WPA2/802.1x_Only), WPA/PSK or WPA2[PSK or
Mixed(WPA+WPA2)/PSK, WPA3/SAE, Mixed(WPA2+WPA3)/SAE
WPA Encryption Display the encryption mode used for WPA.
Mode

WPA Pre-shared Key Enter 8~63 ASCII characters.

Cancel Discard current modification and return to previous page.
Save Save the current settings and return to previous page.
9.4.14.4 Access Control

In the Access Control web page, users may configure the white/black list modes used by each

SSID and the MAC addresses applied to their lists.

292Tac_1449BC30C3F0 / Configuration / Wireless LAN

General Setup

SSID 1 Enable
SSID 1 Policy White_List v

SSID 2 Enable

Advanced Setting
SSID 2 Policy White_List -
Station Control

SSID 3 Enable
Bandwidth Management
Jr s — SSID 3 Policy White_List -

Airtime Faimess SSID 4 Enable

Band Steering

SSID 4 Policy White_List v

Roaming
Station List

B Clear

Station List - Advance

Station List - Neighbor

MAC Address Filter List

Index  MAC Address Attrlbute  SSID1  SSID2  SSID3  SSID4  Comment

1

These parameters are explained as follows:

Item Description
General Setup

SSID1Enable ~SSID 4  Click to enable or disable the MAC filter.

(e E
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Enable

SSID 1Policy ~ SSID 4
Policy

White List - Only allow wireless clients whose MAC addresses are
listed in the MAC Address Filter list.

Black List - Only allow wireless clients whose MAC addresses are not
listed in the MAC Address Filter list.

Clear Clear all modifications on this page.
Cancel Discard current modification.
Save Save the current settings.
MAC Address Filter List
Index Display the index number of entry.
MAC Address Enter the MAC address of wireless client.
Attribute Select to isolate the wireless client from LAN.
SSID1 ~ SSID4 Select the SSIDs to which the above MAC address filter will be applied.
Action +Add - After entering MAC address and select SSIDs, click +Add to

save the settings and create an additional setting entry.

It provides an easy way to connect wireless to wireless access points and routers with WPA or

WPA2 encryption.

292Tac_1449BC30C3F0 |/ Configuration / Wireless LAN &

Enable WPS [ @)

WPS Status Configured

WPS SSID DrayTek-30C3F0

WPS Authentication Mode Disable

Cancel m

These parameters are explained as follows:

Item Description

Enable WPS Click to enable or disable the WPS function.

WPS Status Display system information related to WPS. The message
“Configured” means that the wireless security (encryption) function of
the router is properly configured and functioning properly.

WPS SSID Display the name of SSIDI1. WPS is supported on SSIDI1 only.

WPS Authentication | Display the current authentication mode of the router.

Mode

Cancel Discard current modification and return to previous page.

VigorACS3 User's Guide

561



562

Save

Save the current settings and return to previous page.

9.4.14.6 Advanced Setting

This page allows you to configure advanced settings such as operation mode, channel

bandwidth, guard interval, and aggregation MSDU for wireless data transmission.

Station Control

Bandwidth Management

AP Discovery

Airtime Faimess

Band Steering

Roaming

Station List
Station List - Advance

Station List - Neighbor

Operation Mode

Channel Bandwidth

Guard Interval

Aggregation MSDU(A-MSDU)

Long Preamble

Packet-OVERDRIVE™ TX Burst

Antenna

Tx Power

WMM Capable

APSD Capable

Rate Adaptation Algorithm

Fragment Length

RTS Threshold

2927ac_1449BC30C3F0 / Configuration / Wireless LAN

Mixed_Mode
20740

auto

©

2T2R

100%

New

2346

(256 - 1346 bytes)

2347

(1-234T bytes)

Cancel ﬂ

These parameters are explained as follows:

Item

Operation Mode

Channel Bandwidth

Guard Interval

Aggregation MSDU

Description

Mixed_Mode - The router can transmit data using all protocols
supported by 802.11a/b/g and 802.1In standards. However, all wireless
transmissions will be slowed down when any 802.11g or 802.11b

wireless client is connected.

Green_Field - Select this mode to achieve the highest throughput.
This mode supports data transmission between 802.11n systems only.

20 MHz - Vigor Router will utilize 20 MHz channels for data

transmission and reception between the AP and wireless stations.
40 MHz - Vigor Router will utilize 40 MHz channels for data
transmission and reception between the AP and wireless stations.

20/40 MHz - Vigor Router will utilize either 20 MHz or 40 MHz for data
transmission and reception depending on the number of nearby
wireless APs.

If you choose auto as guard interval, the router will choose short
guard interval (which increases wireless performance) or long guard
interval for data transmit depending on the station capability.

Click to enable or disable the function.
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If enabled, it will combine frames of different sizes to improve
performance at the MAC layer for clients from certain manufacturers.
Long Preamble Click to enable or disable the function.

This option determines the length of the sync field in an 802.11 packet.

TX Burst Click to enable or disable the function.

If enabled, this feature can enhance the performance in data

transmission about 40%*.

Antenna Vigor router can be attached with two antennas to have good data
transmission via wireless connection. However, if you have only one

antenna attached, please choose 1TIR.

TX Power Sets the power percentage of the access point’s transmission signal.
The greater the TX Power value, the higher intensity of the signal will
be.

WMM Capable Click to enable or disable the function.
It provides basic Quality of Service (QoS) by prioritizing traffic based
on four access categories defined in the IEEE 802.1le standard.
APSD Capable Click to enable or disable the function.

It allows access points to buffer traffic before transmitting it to
wireless devices, thus allowing wireless devices to enter into power

saving mode which reduces power consumption.

Rate Adaptation Wireless transmission rate is adapted dynamically. Usually,

Algorithm performance of “new” algorithm is better than “old”.

Fragment Length Set the Fragment threshold. You are advised to leave the default
value, 2346.

RTS Threshold Minimize the collision (unit is bytes) between hidden stations to

improve wireless performance.

Country Code Vigor router broadcasts country codes according to the 802.11d

standard. Click Reference to get detailed information.

Isolate 2.4GHz and Click to enable or disable the function.

5GHz bands If enabled, the wireless client using 2.4GHz band is unable to connect

to the wireless client with 5GHz band, and vice versa.
Cancel Discard current modification.

Save Save the current settings.

VigorACS3 User's Guide 563



9.4.14.7 Station Control

Station Control is used to specify the duration that the wireless client can connect to the Vigor
router. If this function is disabled, wireless clients can connect to the router as long as the router

is powered on and the wireless feature is enabled.

2927ac_1449BC30C3F0 / Configuration / Wireless LAN &
Index SSID Enable ‘Connect Time Reconnect Time
1 DrayTek-30C2F0 false 0 days:1 hours:0 min 1days:0 hours:0 min
2 DrayTek_Guest false 0 days:1 hours:0 min 1 days:0 hours:0 min
3 false 0 days:1 hours:0 min 1 days:0 hours:0 min
Access Control 4 false 0 days:1 hours:0 min 1 days:0 hours:0 min

WPS

Advanced Setting

Bandwidth Management

AP Discovery

Airtime Faimess

Band Steering

Roaming

Station List
To configure the station control settings, move the mouse cursor to any entry (1to 4) and click to

open the following page.

Index 1

SsID DrayTek

Enable 0

Connect Time 0~ 1~ 0 v
days hours minutes

Reconnect Time 1 v 0 w 0

days hours minutes

Display All Station Control List
Hotspot Web Portal

Note:
Once the feature is enabled, the connection time quota will apply to each wireless client (identified by MAC address).

w3
These parameters are explained as follows:
Item Description
Index Display the index number of SSID profile.
SSID Display the name of the SSID.
Enable Click to enable or disable the station control function for this SSID.
Connect Time [ Enter the time in days, hours and minutes.
Reconnect Time In the Connection Time dropdown box, select the maximum amount

of time that a wireless client is allowed to connect within the period of
time selected in the Reconnection Time dropdown box.

Cancel Discard current modification and return to previous page.

Save Save the current settings and return to previous page.
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9.4.14.8 Bandwidth Management

The downstream or upstream from FTP, HTTP or some P2P applications will occupy large of

bandwidth and affect the applications for other programs. Please use Bandwidth Management

to make the bandwidth usage more efficient.

2927ac_1449BC30C3F0 / Configuration / Wireless LAN c
Index SSID Enable LimlitType UploadLimit DownloadLimit
1 DrayTek-30C3F0 false Auto_Adjustment 30000 30000
2 DrayTek_Guest false Auto_Adjustment 30000 30000
3 false Auto_Adjustment 30000 30000
Access Control 4 false Auto_Adjustment 30000 30000

WPS

Advanced Setting

Station Control

AP Discovery
Airtime Faimess
Band Steering
Roaming
Station List

Station List - Advance

To configure the bandwidth management settings, move the mouse cursor to any entry (1to 4)

and click to open the following page.

SsiD

Enable

Bandwidth Limit Type

Total Upload Limit{Kbps)

Total Download Limit(Kbps)

(D Note:

DrayTek
Auto_Adjustment ~
30000

30000

* Download: Traffic going to any station.Upload: Traffic being sent from a wireless station.

* Allow auto adjustment could make the best utilization of available bandwidth.

= - |

These parameters are explained as follows:

Item
SSID
Enable

Bandwidth Limit
Type

VigorACS3 User's Guide

Description

Display the specific SSID name.

Click to enable or disable the function.

Auto_Adjustment - Bandwidth limit is determined by the system

automatically.

Total Upload - Enter a value to define the maximum data traffic
(uploading) for all of the wireless clients connecting to this

router.

Total Download - Enter a value to define the maximum data
client(stations) connecting to this router.

Per_Station_Limit - Bandwidth limit is determined according to the
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limitation of the wireless client.
Upload Limit(Kbps) - Enter a value to define the maximum data
traffic (uploading) for each wireless client connecting to this
router.

Download Limit(Kbps)- Enter a value to define the maximum

data traffic (downloading) for each wireless client connecting to

this router.
Cancel Discard current modification and return to previous page.
save Save the current settings and return to previous page.

9.4.14.9 AP Discovery

Vigor router can scan all regulatory channels to find working APs in the neighborhood.

20 n 2927ac_1449BC30C3F0 / Configuration / Wireless LAN ¢
General Index BSSID Channel RSSI SSID Authentication
SsID No data available
Security

Statistics

Access Control
WPS AP number v.s. Channel
Advanced Setting Lo
Station Control 08
Bandwidth Management 0.6

04
Airtime Faimess 02

0.0

Band Steering

Roaming

Station List

(DNote:
¢ During the scanning process (~5 seconds), no station is allowed to connect with the router.

Station List - Advance
* AP Discovery can only support up to 32 APs displayed on the screen.

Station List - Neighbor

9.4.14.10 Airtime Fairness

Airtime fairness is essential in wireless networks that must support critical enterprise

applications.
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246 “ 2927ac_1449BC30C3F0 / Configuration / Wireless LAN c

General
Enable Airtime Fairness o
SsiD
Triggering Client Number 2
Security
(2~ 64, Default: 2)

Access Control

WPS
Note:

* Please enable or disable this function according to the real situation and user experience. It is
NOT suitable for all environments.

Advanced Setting

Airtime:

* Airtime is the time where a wireless station occupies the wireless channel. Airtime Fairness
function tries to assign similar airtime to each station by controlling TX traffic. IN SPECIFIC
ENVIRONMENTS, this function can reduce the bad influence of slow wireless devices and
improve the overall wireless performance

Station Control

Bandwidth Management

AP Discovery

* Suitable environment : (1) Many wireless stations. (2) All stations mainly use download traffic.
(3) The performance bottleneck is wireless connection.

* Triggering Client Number: Airtime Fairness function is applied only when the active station

Band Steering number achieves this number.

Roaming
Station List
o [N

Station List - Advance

Station List - Neighbor

These parameters are explained as follows:

Item Description

Enable Airtime Click to enable or disable the airtime fairness.

Fairness

Triggering Client Airtime Fairness function is applied only when there are at least this
Number many active wireless stations.

Cancel Discard current modification.

Save Save the current settings.

9.4.14.11 Band Steering (for 2.4G only)

Band Steering detects if the wireless clients are capable of 5GHz operation, and steers them to
that frequency. It helps to keep the 2.4 GHz band clear for legacy clients, and improves users’
experience by reducing 2.4 GHz channel utilization.

e Conon 2865ac_001DAA000000 / Conflguration / Wireless LAN e
€ Configuration

=15 “ Enable Band Steering O

General 5G Capability Check Timer 15
SSiD
(1- 60 seconds, Defauit: 15

Security

© Note:
* Pleasesetup at least one pair of 2.4GHz and 5GHz Wireless LAN with the same SSID and security.

WPS © Band Steering Note:
* Band steeringis used to detect if the wireless client s capable of dual-band or not. If dual-band is detected, the AP will let the wireless

Bandwidth Managerment client connect to less congested wireless LAN, such as 56Hz to prevent from network congestion.

* Band steering would actively block the client's attempts to associate with 2.4GHz Wireless LAN. So the setting of "Check time for WLAN

Airtime Fairmess client 56 capability” would cause the delay of 2.4G WLAN connection.

Advanced Setting

et [

AP Discovery

These parameters are explained as follows:
Item Description

Enable Band Click to enable to disable the Band Steering function.
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Steering

56G Capability Check = Set a check time value.

Timer When a wireless client attempts to connect, the router will block
attempts to connect to the 2.4 GHz band for the specified period of
time (default is 30 seconds), which hopefully will entice the client to
connect to the 5 GHz band. If the client fails to connect to the 5 GHz
band within the specified interval, it will then be able to connect to the
2.4 GHz band.

Cancel Discard current modification.

Save Save the current settings.

Add Click to add a new entry to Access Control.

9.4.14.12 Roaming

Wi-Fi roaming allows wireless stations to switch connections between access points within an

area to achieve better coverage and signal quality.

General

SSID

Security

Access Control

WPS

Advanced Setting

Station Control

Bandwidth Management

AP Discovery

Airtime Faimess

Band Steering

Station List

Station List - Advance

Station List - Neighbor

292Tac_1449BC30C3F0 / Configuration / Wireless LAN @

Roaming Type Minimum_RSSI v
Minimum RSSI -66

60% (Default: 66 dBm)
Adjacent AP RSS| over 5

(Defautt: 5 dbm)

(© AP-assisted Client Roaming Note:
* When AP detects that a station may need to roam, AP disconnects the station

» This feature helps those stations with bad roaming ability. Avoid the situation that a station is
already close to the other AP but still sticky to the original AP and with bad performance.

* Please notice that RSSI Requirement mode is common for 2.4G and 5G.

(@® Minimum RSSI with Adjacent AP RSSI over X
* Disconnect clients with bad signal to encourage roaming only when they can have better signal
through another DrayTek AP.

* All APs must be DrayTek APs which support this feature. The LANs assigned by the SSID of all
APs must be connected by Ethernet and under the same subnet.

Cancel m

These parameters are explained as follows:

Item

Roaming Type

Strictly Minimum

RSSI

Description

Disable RSSI Requirement - The Vigor router does not pay
attention to the RSSI level of wireless stations. Selecting this
option means the Vigor router will not interfere with the roaming

behavior of wireless stations.
Strictly Minimum RSSI

Minimum RSSI

The Vigor router willimmediately disconnect the wireless station if its
RSSI falls below the configured value.
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Specify a value as a threshold.

Minimum RSSI The Vigor router will disconnect wireless clients whose RSSI falls below
the minimum threshold only if there is also a neighboring wireless
host (router or AP) that has an RSS! value (defined in the field of With
Adjacent AP RSSI over) higher than a certain threshold.

In order for this option to work, other wireless hosts connected to the
same LAN subnet need to support the exchange of RSSI information
with peer wireless hosts via Ethernet.

Specify a value as a threshold.

Adjacent AP RSSI Specify a value as a threshold.
over

Cancel Discard current modification.
Save Save the current settings.

9.4.14.13 Station List

Station List provides an overview of all currently connected wireless clients and their status.

=3 “ 2927ac_1449BC30C3F0 / Configuration / Wireless LAN c
General Station List
SSID
Index MAC Address Status Associated With 1P Address

Security

« C: Connected, No encryption.

Access Control
« E: Connected, WEP.

WPS

Advanced Setting

Station Control

Bandwidth Management

AP Discovery

Airtime Faimess

Band Steering

Roaming

Station List - Advance

Station List - Neighbor

These parameters are explained as follows:

Item

Station List

Add to Access

Control

Add
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« P:Connected, WPA.

« A:Connected, WPA2.

« S:Connected, WPA3.

« 0:Connected, OWE.

« B:Blocked by Access Control.
* N:Connecting.

« F: Fail to pass WPA/PSK authentication.

Add to Access Control :

SsID (1-4)

After a station connects to the router successfully, it may be turned off without notice. In that case, it will still be on the list until the connection expires.

Description
Display wireless stations connected to the Vigor router.

MAC - Enter the MAC address.
SSID - Specify the number of SSID.

Click to add a new entry to Access Control.
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9.4.14.14 Station List - Advance

Display wireless stations connected to the Vigor router with more detailed information.

]

2927ac_1449BC30C3F0 / Configuration / Wireless LAN

e Index MAC Address AID RsSI Rate
SSID No data available
Security
fr(Er) Add to Access Control :
WPS
MAC
Advanced Setting
ssib (14)

Station Control

Bandwidth Management

AP Discovery

Airtime Faimess

Band Steering

Roaming

Station List

9.4.14.15 Station List - Neighbor

WMM PhMd MCS

After a station connects to the router successfully, it may be tumned off without notice. In that case, it will still be on the list until the connection expires.

This page displays the nearby wireless stations connected to other access points that are

detected by the Vigor router.
e

292T7ac_1449BC30C3F0 / Configuration / Wireless LAN

General Index MAC Address Vendor RSSI
SSID
Security Add to Access Control :
Access Control MAC
WPS
SSID 14

Advanced Setting

Station Control

Bandwidth Management

lote:
» 1. Approx. Distance is calculated by actual signal strength of device detacted. Inaccuracy might occur based on barrier encountered.
AP Discovery

Airtime Faimess + 3. Trademarks and brand names are the properties of their respective owners.
Band Steering
Roaming

Station List

Station List- Advance

These parameters are explained as follows:
Item Description
Station List

Add to Access

Control

MAC - Enter the MAC address.
SSID - Specify the number of SSID.

Approx Distance

= 2. Due to the differences in signal strength for different devices, the calcuated value of approximate distance also might be different.

SSID Visit Time

Display wireless stations connected to the Vigor router.
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9.4.15.1 Sessions Limit

9.4.15 Bandwidth Management

When LAN clients share a common public IP address by means of Network Address Translation

(NAT), the router must track NAT sessions so that traffic to and from the WAN can reach the

intended destinations. There is a finite number of sessions that can be tracked by the router. By

setting session limits will

IPva

Enable

Limitation List

IPV6

Enable

Limitation List

(Max 255 characters)

Default Max Sessions

Default Max Sessions

Administration Message

ensure that the router does not run out of resources.

O
100

Index  StartlP  EndiP Max Sessions

1 0000 0000 O

@ Clear Al

O
100

Index  SartlP  EndIP  MaxSessions

1

@ Clear All

Administration Message

You have reached the maximum number of
permitted Intemet sesslons.<p>Please close one
ormare applicationsto allow further Intemet
access <p>Contact your system administrator for

PR ———
) Reset to default

. -

These parameters are explained as follows:

Item

Enable
Default Max

Sessions

Limitation List

Clear All

Administration
Message

Schedule1~4

Cancel
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Description
IPv4 [ IPv6
Click to enable or disable the sessions limit function.

The default maximum number of sessions allowed per LAN client,
unless overridden by specifying a different number in the Limitation
List.

Display specific limitation entries.
Clear all modifications on this page.
Administration Message

Enter a message to be displayed in a web browser on the LAN client

when the maximum number of NAT sessions has been reached.
Time Schedule

Specify up to 4 time schedule entries to enable or disable the WAN.

Specify up to 4 time schedule entries to apply the sessions limit
management.

Discard current modification.
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Save

9.4.15.2 Bandwidth Limit

Save the current settings.

Bandwidth Limit ensures LAN clients get their fair share of network bandwidth by placing
restrictions on upstream and downstream network speeds.

IPv4

Enable

1P Routed Subnet

Default TX Limit Per User

Default RX Limit Per User

Limitation List

Default TX Limit Per User

Default RX Limit Per User

Limitation List

2000 Kbps
8000 Kbps

index SwrtiP  EndiP TXLmit RXUmit Eact
1 None  None 0 0 Eac

——
& Claar All

index StartiP  EndIP  TXLmit RXUimit Eact
1 None  None 0 0 Eac

e —
8 Clear All

= -

These parameters are explained as follows:

Click to enable or disable the bandwidth limit function.

Set default upstream speed limit for each LAN client.

Set default downstream speed limit for each LAN client.

Item Description
IPv4 [ IPv6
Enable
IP Routed Subnet - It is available for IPv4 only.
Default TX Limit Per
User
Default RX Limit Per
User

Limitation List

Display specific limitation entries.

To add a new profile, click the last index number to open the setting

page.
IPv4 Bandwidth Limitation List
Add Entry By
IP Group None
IP Object None
Each or Shared Each
TX Limit 0
RX Limit 0

& Clear

1P Range

IP Object

Shared

Mbps

Mbps

w
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After finishing the settings, click Save. A new profile will be added and

displayed on the limitation list.

Limitation List

Index Start IP End IP X
1 192.168.1.55 192.168.1.65 10
2 MNone MNone 0
i) Clear All
Clear All Clear all profiles in the limitation list.
Allow user to use Click to enable or disable this function.
more bandwidth If enabled, it lets the router automatically adjust the upstream and

thanthe assigned...  §ownstream limits based on available bandwidith.

Smart Bandwidth Click to enable or disable this function.
Limit If enabled, it restricts the bandwidth of LAN clients that are not in the
limitation list when the network sessions exceed a predefined

threshold.

Apply the below limit = Enter the number of sessions that a LAN client is allowed to have

tousers notin... before Smart Bandwidth Limit activates.

TX Limit Upstream speed limit for each LAN client. Unit can be either Kbps or
Mbps.

RX Limit Downstream speed limit for each LAN client. Unit can be either Kbps or
Mbps.
Time Schedule

Schedule1~4 Specify up to 4 time schedule entries to apply the bandwidth limit
management.

Cancel Discard current modification.

Save Save the current settings.

APP QoS allows QoS to be applied to select protocols and applications. Protocols and

applications fall into two categories: Traceable and Untraceable.
I

Sessions Limit.

APP QoS
Bandwidth Limit
Enable

Click the Enable button to enable or disable the APP QoS function. Then click Save to save the

settings.
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Traceable

Traceable applications are those whose traffic can be 100% traced, and can be assigned a

specific QoS class.

Sessions Limit

Bandwidth Limit

Untracesble

Type Name
Instant Message
Vol

Protocol
Tunneling
Stream

Remote Control
Web HD

Game

Apple Services
Google Services
Amazon Services

E-Life

+ Please remember to adjust inbound/Outbound bandwidth of your network in "Qualty of Service”.
« This will help QoS to work more efficient.

Click the index number (e.g., #1) of type to get the following page. Each type will bring different

setting page. Here we take #1 Instant Message as an example.

Sessions Limit Index

Bandwidth Limit

Type Name:

Untraceable App Name
Facebook/instagram
LINE

Linkedin

signal

Slack

Snapchat

Telegram

WhatsApp

1

Instant Message

Select All Clear All

Enable Version

5.23.0.2134

1262
400
107950
17.10

03.2848

These parameters are explained as follows:

Item

Enable

Action

Cancel

Save

Untraceable

Description

Action

QoS Class 1 (High)

Qos Class 1 (High)

Qos Class 1 (High)

Qos Class 1 (High)

QoS Class 1 (High)

QoS Class 1 (High)

QoS Class 1 (High)

Qos Class 1 (High)

e [

Click to enable or disable the bandwidth limit function.

Select a QoS class to be applied to the application.

Discard current modification.

Save the current settings.

Untraceable applications, on the other hand, are detected when they attempt to establish

connections to remote hosts, and all traffic between the remote hosts and the local network will

be placed under QoS, within the same QoS class.
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Sessions Limit

Bandwidth Limit.

APPQoS

Traceable

Action

Index
1
2

3

)
5
6
7

8

QoS Class 1 (High)

Typa Nama
Instant Message
VolP

23

Protocol
Tunneling
Stream

Remote Control

Web HD

@ Note:

= Please remember to adjust Inbound/Outbound bandwidth of your network In"Quallty of Service".
= This will help QoS to work more efficlent.

Click the index number (e.g., #1) of type to get the following page. Each type will bring different

setting page. Here we take #1 Instant Message as an example.

Sessians Limit

Bandwidth Limit

APP QoS

Traceable

Index

Type Name

1

Instant Message

Select All Clear All

App Name
AIM Login
AW
Ares
BaiduHI
Fetion
GaduGadu Protocol
I

15pQ

KC
Paltalk
PocoCall
Qnext

Tencent QQ

Enable

These parameters are explained as follows:

Item
Enable
Cancel

Save
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Description

Click to enable or disable the bandwidth limit function.

2012/2009 beta3

Discard current modification.

Save the current settings.

oot [
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9.4.16 USB Applications

576

9.4.16.1 General Settings

This page allows you to configure the file sharing feature of the Vigor router, where USB mass

storage devices such as thumb drives and hard drives can be made accessible to LAN clients.

User Management

Temperature Sensor

Disk Status

2927ac_1449BC30C3F0 | Configuration / USB Application c

Simultaneous FTP Connections 5

Default Charset English ~

Modem Status SMB File Sharing Service

Printer Status

Sensor Status

Workgroup Name WORKGROUP
Host Name Vigor

Printer Server

© Note:
* [f character set is set to "English", only English long file name is supported.
* Multi-session FTP download will be banned by Router FTP server. Ifyour FTP client has a multi-connection mechanism,

such as FileZilla, you should limit client connections to 1 to improve performance.
* Aworkgroup name must be different from the hostname. The workgroup name can have up to 15 characters and the host
name can have up to 15 characters. Names cannot contain any of the following: .;: " <>*+=/| 7.

These parameters are explained as follows:

Item

Simultaneous FTP
Connections

Default Charset

SMB File Sharing

Service

Access Mode

Workgroup Name

Host Name

Printer Server

Save

Description

Enter the maximum number of simultaneous FTP sessions allowed.

Select the character set for file and directory names.

Click to enable [ disable the function.

LAN Only - Only users on the LAN can connect access the shared USB
disk.

LAN and WAN - Both LAN and WAN users can access SMB server of the

router.
Enter the workgroup name. Maximum allowed length is 15 characters.

Enter the NetBIOS hostname for the router. Maximum allowed length is
23 characters.

Click to enable [ disable the function.

If enabled, the Vigor router can act as a print server for printers
connected the USB.

Save the current settings.
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9.4.16.2 User Management

This page allows you to set up profiles for FTP/SMB users.

General Settings 2927ac_1449BC30C3F0 | Configuration / USB Application

Index Username FTP/SMB User Home Folder Flle Access Rule
Temperature Sensor 1 false

Disk Status

Modem Status

Printer Status

Sensor Status

Set to Factory Default c

Directory Access Rule

To configure the user management settings, move the mouse cursor to any entry and click to

open the following page.

2865ac_001DAADD0000 / Configuration / USE Application

/% No USB disk Connected ! Please Insert the disk.

Index 1
FTP/SMB User
Username (Max 11 characters allowed)
Password (Max. 11 characters allowed) @
Confirm Password @
Home Folder
Create New Home Folder
(D Note:

= Thefolder name can only contain the following characters: A-Z a-z0-9$%'-_ @~ " 1 () and space.

Access Rule

File [ Read
L] write
[ Delete

Directory O ust

Create

@ Clear

Set to Factory Default c

Cancel

These parameters are explained as follows:

Item Description
Index Display the index number of USB application profile.
FTP/SMB User Click to enable / disable the function.

If enabled, this profile (account) for FTP service and [ or SMB service

will be activated.

Username Enter the username for this user profile.

Password Enter the password for this user profile.

Confirm Password Enter the password again to confirm.

Home Folder Enter the folder which will be the root folder for FTP and SMB sessions

established using the credentials of this user profile.
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Create New Home
Folder

Access Rule

Clear

Cancel

Save

Enter a name as a new folder name.

+Create - Click to create a new folder.
Access Rule

File - Check the items (Read, Write and Delete) for such profile.

Directory —Check the items (List, Create and Remove) for such profile.
Clear all modifications on this page.
Discard current modification and return to previous page.

Save the current settings and return to previous page.

9.4.16.3 Temperature Sensor

This page displays the status information for the USB disk connecting to Vigor router.

General Settings 2927ac_1449BC30C3F0 / Configuration / USB Application c

User Management

Temperature Calibration 0

Temperature Unit Celsius(°C)  Fahrenheit (°F)

Enable Syslog Alarm

Upper Temperature Limit 0

Lower Temperature Limit 18

These parameters are explained as follows:

Item

Temperature
Calibration

Temperature Unit
Enable Syslog Alarm

Upper [Lower

Temperature Limit

Save

578

Description

Enter the difference between the actual temperature and the
temperature as reported by the thermometer.

Select the temperature scale to be used.
Select to enable recording of the temperature in Syslog.

Enter the upper and lower temperature limits. If the temperature falls

outside of this range, an alert will be sent.

Save the current settings and return to previous page.
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9.4.16.4 Disk Status

This page displays the status information for the USB disk connecting to Vigor router.

General Settings

User Management

Temperature Sensor

Modem Status

Printer Status

Sensor Status

Index

1

Connection Status.

Write Protect Status

Disk Capacity

Free Capacity

2927ac_1449BC30C3F0 | Configuration / USB Application

No Disk Connected

@ Note:
= Only support FAT16 and FAT32 format, FAT32 is recommended.
= Only support to mount single partition, maximum capacityis 500GB. If there are more then one partition, only one of

‘them will be mounted.

* Single file size can be up to 4GB, which is the limitation of FAT32 format.
* Ifthe write protect switch of the USB disk is turned on, the USB disk is in READ-ONLY mode. No data can be written to it.

USB Disk Users Connected

service 1P Address (Port) username

These parameters are explained as follows:

Item

Connection Status

Description

Drop

Display if the USB is connected or disconnected.

Disconnect USB Disk - If connected, click to disconnect USB disk with

the router.
Write Protect Status  Display the total capacity of the USB storage disk.
Disk Capacity Display the disk capacity.
Free Capacity Display the free space on the USB storage disk.
USB Disk Users Display the clients that are connected to the SMB/FTP server.
Connected
9.4.16.4 Modem Status

General Settings
User Management Index

Temperature Sensor 1

Disk Status 2

Printer Status

Sensor Status

2927ac_1449BC30C3F0 | Configuration / USB Application

Connection Status Manufacturer
No Modem Connected

No Modem Connected

Model

Click the index number to open the following for viewing detailed information for parameter

settings.
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SESTT oo sessmsss==== [ Configuration / USE Application
Index z
Connection Status

Manufacturer

Model

Revision

Serial Number

M50

Signal Quality (CINR)

RS51 Signal

Hardware

SIMPIN

Link Speed

9.4.16.5 Printer Status

Cancel

This page displays current status for the USB printer connecting to Vigor router managed by

VigorACS 3.

No Printer Connected

No Printer

General Settings 2927ac_1449BC30C3F0 / Configuration / USB Application
User Management
Connection Status
Temperature Sensor
Disk Status Manufacturer
Modem Status Model

Serial Number

Sensor Status

Printer Queue

Index user

1 No Printer
2 No Printer
3 No Printer
4 No Printer

9.4.16.6 Sensor Status

No Printer

No Printer

Flles Name

No Printer

No Printer

No Printer

No Printer

Status

No Printer

No Printer

No Printer

No Printer

This page displays current status for the USB thermometer connecting to Vigor router managed

by VigorACS 3.

No Temper Connected

no tmper

EarEE TR 2927ac_1449BC30C3FO0 | Configuration / USB Application
User Management
Connection Status
Temperature Sensor
Disk Status Manufacturer
Modem Status Product

Printer Status

no tmper
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9.4.17 System

9.4.17.1 Maintenance

This page can be used for backup configuration for specified CPE, restoring configuration for
specified CPE, making firmware upgrade for CPE, and even reboot the specified CPE via VigorACS
3.

2927ac_1449BC30C3F0 | Configuration / System g

Time Settings

Configuration Backup
NetFlow

Admin Account Backup Config
Admin Local User
Restore Config LastConfig = LocalFile = Shared Folder
SNMP Settings
Management
Webhook
Syslog Settings
Mail Alert Firmware Upgrade
Internal Service User List
Model Name Vigor2927ac
Panel Control
Modem Firmware Version No DSL
Firmware Version r5952_eb0dc82250_beta
Choose a Firmware File From Local File Shared Folder
Protocol Options TRO69 HTTP HTTPS
Upgrade Now

‘‘‘‘‘ =

These parameters are explained as follows:

Item Description
Configuration Backup

Backup Config Backup - Click to backup the configuration from CPE to VigorACS
server.
Restore Config Select the type of configuration file.
Last Config
Local Flle
Shared Folder
Restore Now - Click to initiate restoration of configuration

immediately.

Download Config Download - Click to download the lastest configuration backup file
from VigorACS server.

Firmware Upgrade
Model Name Display the model nhame of the CPE.
Modem Firmware Display the modem version of the CPE.
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Version
Firmware Version

Choose a Firmware

File From

Protocol Options

Upgrade Now

Restart the device

Schedule Profile

OK

Reset to factory
default

Save

9.4.17.2 Time Settings

No DSL - It indicates the selected CPE is non-DSL device.
Display the firmware version used by the CPE.

Local File - Select a firmware from the host by clicking Browse.

Shared Folder - Select a firmware from the database by click Browse.

Select TROG9, HTTP, or HTTPS.

Click to upgrade the firmware immediately.

Device Reboot

Reboot Now - Click to reboot the router immediately.
Auto Reboot Time Schedule

Select up to 4 user-configured schedules to reboot the router on a
scheduled basis.

Save the settings.
Reset

Reset Now - Click to reset the router with factory default setting

immediately.

Save the current settings.

This page allows you to configure settings related to the system date and time.

S— 292Tac_1449BC30C3F0 / Configuration / System
Current System Time 2025-02-17T08:36:47
NetFlow
Local Time Zone +00:00
Admin Account
Time Setup Use Browser Time  Use Internet Time
Admin Local User
SNMP Setings Primary Server pool.ntp.org
Management Secondary Server
TROG9 Settings
Priority Auto ~
Webhook
Time Zone (GMT) Greenwich Mean Time : Dublil
SysLog Settings
- Daylight Savings O
Internal Service User List Daylight Saving Type Default  ByDate | ByWeekday
Panel Control Start Yearly on March last Sun
End Yearly on October last Sun
Automatically Update Interval 30mins -
Send NTP Request Through Auto ~

These parameters are explained as follows:

Item

Current System

Description

Display the current time obtained from the time server.
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Time
Local Time Zone

Time Setup

Primary Server
Secondary Server
Priority

Time Zone

Daylight Savings

Daylight Savings
Type

Start

End

Automatically

Update Interval

Send NTP Request
Through

Save

Display the time zone where the router is located.
Use_Browser_Time - Click to let the router set its system time using
the time reported by the web browser.

Use_Internet_Time - Click to let the browser set its system time by
retrieving time information from the specified network time server

using the Network Time Protocol (NTP).

Enter the address of the time server (primary).
Enter the address of the time server (secondary).
Select Auto or IPv6 First as the priority.

Select the time zone where the router is located.

Click to enable or disable the Daylight Saving Time (DST) if it is
applicable to your location.

Default - Uses the default DST schedule for the time zone.

By Date - Select this option if DST starts and ends on fixed dates.

By Weekday - Select this option if DST starts and ends on certain
days of the week.

It is available when By Date is selected as Daylight Saving Type.

Use the drop down list to select month, day and hour settings as the
starting point.

It is available when By Date is selected as Daylight Saving Type.

Use the drop down list to select month, day and hour settings as the

ending point.

Select the time interval at which the router updates the system time.

Select a WAN interface to send NTP request for time synchronization.

Save the current settings.

This page allows you to set the IP address, port number, versions and timeout for collecting

packet information monitored by NetFlow feature.
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Maintenance

Time Settings i
nable

Collector ip
Admin Account

Collector port
Admin Local User

SNMP Settings Version

Management Active timeout

TRO69 Settings

Inactive timeout

Webhook

Syslog Settings

Mail Alert

Internal Service User List

PPanel Control

2927ac_1449BC30C3F0 / Configuration / System &

«©

1Pva format (EX: 123.12.1.1)

4739

IPFIX -
300

15

Cancel m

These parameters are explained as follows:

Item Description
Enable Click to enable or disable the NetFlow function.
Collector ip Enter the IP address of a server (e.g., VigorConnect) which can be
used as the flow collector.
Collector port Enter the port number of the server.
Version The router supports three versions (v5, v9 and IPFIX) of NetFlow
feature.
Active timeout Range from 60 to 1800 seconds. Default is 300 (seconds).
Set the time interval of activity that marks a flow active. The data flow
information will be collected continuously until the active timeout.
Inactive timeout Range from 15 to 1800 seconds.
Set the time interval of inactivity that marks a flow inactive. The
collected data information will be exported after the inactive time
interval.
Save Save the current settings.
9.4.17.4 Admin Account

This page allows you to set or change the administrator password.
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Maintenance

Time Settings

NetFlow

Admin Local User

SNMP Settings

2927ac_1449BC30C3F0 / Configuration / System

Admin Account

Admin Password @

@ Note:

* Password can contain only azAZ0-9,;:." < * +=|2@#A1() $ % &

Managsment Enable 'admin’ account login toWeb Ul @)

TRO69 Settings

from the Internet

Webhook Use only advanced authentication method

SysLog Settings
Mail Alert
Internal Service User List

Panel Control

for Admin "WAN" login

User Account

Enable User Account

User Password @

@ Note:
* Password can contain azAZ09,;:." <" +=[7@#A1()

* Password can't be all asterisks(*). For example, "' or ****"is illegal, but "123** or **45' is OK.

Login Greetings

-

These parameters are explained as follows:

Item

Admin Password

Enable admin

account login to..

Use only advanced
authentication..

Enable User Account

User Password
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Description
Admin Account
Enter the new password.

Click to enable or disable the function.

If enabled, it allows the administrator to log in from the Internet. This

option is enabled when Administrator Local Account is enabled (see

below).

Click to enable or disable the function.

If enabled,

Advanced Authentication - Advanced authentication method can

offer a more secure network connection. Select to require mOTP or

2-step authentication when logging in from the WAN.

Mobile one-Time Password (mOTP) - Enter the PIN Code and

Secret settings for getting one-time passwords.

2-Step Authentication - Select the SMS and/or Mail profiles and

the destination SMS number and/or email address for
transmitting the password.

User Account

Click to enable or disable the function.

If enabled, other users are allowed to administer the router.
Enter a string as the password for the user account.

Login Greetings
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Login Page Logo

Enable Login
Greetings

Logo Image Upload

Title

Message

Cancel

Save

Default - Choose it to use the default image.
Blank - Choose it to discard the logo image.

Upload a file - Choose it to specify an image as the logo.

Click to enable or disable the function.

It is available when Upload a file is selected as Login Page Logo.
Browse - Click to select an image file.

+Upload - Click to upload the selected image file to VigorACS.

Enter a brief description (e.g., Welcome to DrayTek) which will be

shown on the heading of the login dialog.

Enter words or sentences here. It will be displayed for bulletin
message. In addition, it can be displayed on the login dialog at the
bottom.

Discard current modification.

Save the current settings.

9.4.17.5 Admin Local User

Usually, the system administrator has the highest privilege to modify the settings on the web user

interface of the Vigor router. However, in some cases, it might be necessary to have other users in

LAN to access into the web user interface of Vigor router.

Maintenance

Time Settings

NetFlow

Index

SNMP Settings

Management

TRO69 Settings

Webhook

Syslog Settings

Local User

2927ac_1449BC30C3F0 | Configuration / System c

©

Local User List

Username Password Action

+ Add

Administrator LDAP Setting

Enable LDAP/AD login for Admin users

Mail Alert Administrator TACACS+ Setting

Internal Service User List

Panel Control

Enable TACACS+ login for admin users

These parameters are explained as follows:

Item
Local User

Local User List
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Description
Click to enable or disable the local user setting.

Index - Display the index number of local user profile.

User Name - Display the name of the local user profile.
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Enable LDAP/AD
login for Admin
users

Enable TACACS+
login for admin

users

Enable Fallback to
Local Authentication

Save
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Password - Display the password of the local user profile.

Action +Add - Click to create a new user profile.

specific User

Authentication method Basic | Mobile one-Time Passwords(mOTP)

2-Step Authentication

Index - Display the index number of the profile.
Username - Enter the name of the user profile.

Authentication method - Choose Basic, mOTP or 2-Step

Authentication.
If Basic is selected - Enter the password.

If Mobile one-Time Password (mOTP) is selected- Enter
the PIN Code and Secret settings for getting one-time

passwords.

If 2-Step Authentication is selected- Select the SMS
and/or Mail profiles and the destination SMS number

and/or email address for transmitting the password.
Administrator LDAP Setting

Click to enable or disable the LDAP/AD login profile.

Administrator TACACS+ Setting

Click to enable or disable the function.

If it is enabled, any user can access into the web user interface of

Vigor router through the TACACS+ server authentication.

If it is enabled, the administrator can use other login methods for

authentication once the TACACS+ server has no response.

Save the current settings.
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9.4.17.6 SNMP Settings

This page allows you to configure settings for SNMP and SNMPv3 services.

Mai 2927ac_1449BC30C3F0 / Configuration / System (&
aintenance
Time Setin
&) Enable SNMP Agent O
NetFlow
Enable SNMPV1 Agent O
Admin Account
[—— Enable SNMPV2C Agent ©
Get Community public
Management Set Community private
TROBO Settings
Trap Community public
Webhook
Trap Timeout 10
SysLog Settings
Mail Alert Manager Host IP (IPv4)

Internal Service User List

PPanel Control

Index 1: IP

Index 2: IP

Index 3: IP

0.0.0.0

Index 1: Subnet Mask ~

0.0.0.0

Index 2: Subnet Mask ~

0.0.0.0

Index 3: Subnet Mask ~

These parameters are explained as follows:

Item

Description

Enable SNMP Agent [  Click to enable or disable the SNMP function.

Enable SNMPV1
Agent/

Enable SNMPV2C
Agent

Get Community
Set Community
Trap Community

Trap Timeout

Index #:IP

Index #: Subnet
Mask

Index #:IP

Enter the Get Community string. The default setting is public.
Enter the Set Community string. The default setting is private.
Enter the Trap Community string. The default setting is public.
The default setting is 10 seconds.

Manager Host IP (IPv4)

Enter the IPv4 address of hosts that are allowed to issue SNMP
commands.

Select a subnet mask for IP address configured above.
Manager Host IP (IPv6)

Enter the IPv6 address of hosts that are allowed to issue SNMP
commands.
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Index #: Prefix Enter the fixed value for prefix length.

Length
Notification Host IP (IPv4)

Index #: 1P Enter the IPv4 address of hosts that are allowed to be sent SNMP traps.
Notification Host IP (IPv6)

Index #:IPv6 Enter the IPv6 address of hosts that are allowed to be sent SNMP traps.

Address
SNMPV3 Agent

Enable SNMPV3 Click to enable or disable the SNMPv3 function.

Agent

USM User Enter the username to be used for authentication

Auth Algorithm Select one of the hashing methods to be used with the authentication
algorithm.

Auth Password Enter a password for authentication.

Privacy Algorithm Select an encryption method as the privacy algorithm.

Privacy Password Enter a password for privacy.

save Save the current settings.

This page allows you to manage the settings for Internet/LAN Access Control, Access List from
Internet, Management Port Setup, TLS/SSL Encryption Setup, CVM Access Control and Device

Management.

VigorACS3 User's Guide 589



S— 2927ac_1449BC30C3F0 / Configuration / System c

Time Settings

Router Name DrayTek
NetFlow
Default:Disable Auto-Logout
Admin Account g ()
Admin Local User Enable Validation Code in Internet/LAN

Access
SNMP Settings

© Note:
« IE8and the below version do NOT support DrayOS CAPTCHA auth code.

TR069 Settings

Webhook Internet Access Control

Syslog Settings
Allow management from the Internet " @)

Mail Alert

Domain name allowed
Internal Service User List

Panel Control FTP Server

HTTP Server

[J Enforce HTTPS Access
HTTPS Server

Telnet Server

TROB9 Server

SSH Server

] SNMP Server

These parameters are explained as follows:

Item Description
Router Name Enter the router name as provided by ISP.
Default:Disable Click to enable or disable the function.

Auto-Logout If enabled, the auto-logout function for web user interface will be

disabled
Enable Validation Click to enable or disable the function.
CodeinInternet/LAN |t ongpled, Vigor router will require users to enter a validation code as
Access

shown in an image when they log in.
Internet Access Control

Allow management  Click to enable or disable the function.

from the Internet If enabled, it allows system administrators to login from the Internet,
and then select the specific services that are allowed to be remotely
administered.

Domain nhame Enter a domain name.

allowed This setting is only available if DNS filtering is enabled, applying DNS
filter profile in firewall rules, or enabling DNS Filter Local Setting.

Disable PING from Click to enable or disable the function.

the Internet If enabled, it will reject all PING packets from the Internet. For
increased security, this setting is enabled by default.

Apply to Interface Allow the user to access the router via the selected WAN interfaces.

LAN Access Control
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Allow management
from LAN

Apply to Subnet

Enable LoopBack
Interface

Allow management
from the Internet

Disable PING from
the Internet

Enable Random
Interface
Identifiers...

Apply Access List to
PING

Apply Access List to
PING

Management Port

Setup
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Click to enable or disable the function.

If enabled, it allows system administrators to login from LAN interface.
There are several servers provided by the system which allow you to
manage the router from LAN interface. Check the box(es) to specify.
Click to enable or disable the LAN interface.

If enabled, the selected interface can be used for accessing into web

user interface of Vigor router.
IP Object Enable - Click to enable or disable the IP object setting.

Index in IP Object - Enter the index number of the IP object profile.
Related IP address will appear automatically.

LoopBack Interface

Click to enable the function of Loopback Interface.

LAN#- Select a LAN subnet as the Loopback Interface.
IPvé Management Setup

Click to enable the function. Select the servers that system

administrators are allowed to manage from the Internet.

Click to reject all PING packets from the Internet. For increased

security, this setting is enabled by default.
IPv6 Address Security Option

Click to enable or disable the function.

If enabled, the IPv6 address will be generated randomly but not using
LAN/WAN MAC to prevent the attack from the hacker.

Access List from the Internet

Click to enable or disable the function.

Access List #: IP Object - Enter the index number of the IP object

profile. Related IP address will appear automatically.
IPv6 Access List

Click to enable or disable the function.

Access List #: IPv6 Object - Enter the index number of the IP object

profile. Related IP address will appear automatically.
Management Port Setup

User Define Ports - Specify user-defined port numbers for the Telnet,
HTTP, HTTPS, FTP, TR-069 and SSH servers.

Default Ports - Use standard port numbers for the Telnet and HTTP

servers.

Brute Force Protection
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Enable brute force

login protection

Maximum login

failure

Penalty period

Table

TLS1.3,1.2,1.1,1.0
Enable, SSL 3.0
Enable

Type
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Click to enable or disable the function.
If enabled, any client trying to access into Internet via Vigor router will

be asked for passing through user authentication.

Specify the maximum number of failed login attempts before further

login is blocked.

Set the lockout time after maximum number of login attempts has
been exceeded. The user will be unable to attempt to log in until the

specified time has passed.
Blocked IP List

Display, in a new browser window, IP addresses that are currently

blocked from logging into the router.
TLS/SSL Encryption Setup

Check the box to enable SSL 3.0/1.0/1.1/1.2 encryption protocols.

CVM Access Control
Click General Settings or IPsec VPN Settings to configure the basic
settings for CVM mechanism.
General Settings -
Enable CVM Port - Click to enable or disable the function.

CVM Port - Check the box to enable Central VPN Management
port setting.

Enable CVM SSL Port - Click to enable or disable the function.
CVM SSL Port - Check the box to enable Central VPN

Management SSL port setting.

CVM WAN Interface — For Vigor router can manage only the client
from WAN interface, you have to specify which interface will be
used for such function. If you choose MANUALLY, you have to
specify WAN IP address.

CVM WAN IP - Specify WAN IP address.

Username - Enter a username which will be used by any CPE

trying to connect to Vigor router.
Password - Enter the password for the user.

Polling Interval (sec.) - Enter the time value (unit is second). The
range is from 60 ~ 86400.

IPsec VPN Settings — Central VPN management is operated through

IPsec VPN connection.

IPsec Mode — Choose Aggressive or Main as the IPsec Mode.
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Enable AP

Management

Device Management

Respond to external
device

Save

Security Method - Choose one of the following methods (AH or
ESP) for the security of data transmission. For example, choose AH
to specify the IPsec protocol for the Authentication Header

protocol. The data will be authenticated but not be encrypted.
Encryption Type — Choose one of the selections as the encryption
type.

Local Subnet — Select LAN1 or Manually.

CVM LAN IP [ Mask —Enter the IP address and subnet mask of
local host.

AP Management

Click to enable or disable the access point management function.

Device Management
Click to enable or disable the device management function.

Click to enable or disable the function.

If enabled, the router will function as a slave device.

Save the current settings.

9.4.17.8 TRO69 Settings

CPE device supports the TR-069 standard for remote management by VigorACS.

Maintenance

Time Settings

ACS Server

2927ac_1449BC30C3F0 / Configuration / System &

O

Internet v
http://rdBacs.draytek.com:8080/ACSSe

Acquire URL from DHCP option 43

NetFlow
Prima
Admin Account ry
Admin Local User Tr069 Enable
Rl SSiine HTTP compression Enable
Management
ACS Server On
URL
Webhaok
Syslog Settings
Mail Alert Username

Internal Service User List
Password

Panel Control
STUN Setting
Enable STUN

Server Address

Server Port

rd3network

Minimum Keep Alive Period

These parameters are explained as follows:

Item
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Description
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Tr069 Enable

HTTP compression
Enable

ACS Server On

URL

Username

Password

Enable STUN
Server Address
Server Port

Maximum Keep
Alive Period

Minimum Keep Alive

Period

Enable

Use SSL/TLS

Protocol
Client URL
Port
Username

Password

Enable Periodic

Inform

Inform Interval

Primary
Click to enable or disable the TR-069 functionality.

Click to enable or disable the HTTP compression function.

Choose the interface for connecting the router to the Auto

Configuration Server.

Enter the URL for connecting to the ACS.

Acquire URL from DHCP option 43 - Select to acquire the ACS URL
from DHCP option 43.

Enter the username required to connect to the ACS server.
Enter the password required to connect to the ACS server.
STUN Settings

Click to enable or disable the function.

Enter the IP address of the STUN server.

Enter the port number of the STUN server.

Enter the maximum interval between keep-alive messages that the

CPE client sends to the ACS server.

Enter the minimum interval between keep-alive messages that the

CPE client sends to the ACS server.

XMPP Settings

Click to enable or disable the XMPP settings.

Click to enable or disable the SSL/TLS encryption protocols.

Client Settings

Select Https if the connection is encrypted; otherwise select Http.
Display the URL of the client.

In the event of port conflicts, change the port number of the CPE.
Enter the username that the VigorACS will use to connect to the CPE.
Enter the password that the VigorACS will use to connect to the CPE.
Periodic Inform Settings

Click to enable or disable the function.

If enabled, the CPE Client will periodically connect to the ACS Server to
update its connection parameters at intervals specified in the Interval
Time field.

Set interval time or schedule time for the router to send notification to
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(sec.) CPE.

Advanced
Disable TR069 Click to enable or disable the function.
configuration
change from CPE Ul
Apply Settings to APs
Enable Click to enable or disable the function.
AP Password Enter the password of the VigorAP that you want to apply Vigor

router’s TR-069 settings
Apply Specific STUN  Click to enable or disable the function of applying specific STUN
Settings to APs settings to AP.
If enabled,
Enable AP STUN - Click to enable or disable the STUN server settings.
Server Address - Enter the IP address of the STUN server.
Server Port - Enter the port number of the STUN server.

Maximum Keep Alive Period - Enter the maximum interval between

keep-alive messages that the CPE client sends to the ACS server.
Minimum Keep Alive Period - Enter the minimum interval between
keep-alive messages that the CPE client sends to the ACS server.

CPE Notification Settings

Enable Click to enable or disable the function.

If enabled, select the notification item(s) by clicking it. Vigor router will
send the utilization status to VigorACS.

Web Login
Web Configuration

High Avadilability

SSH Login

SSH Command
Bandwidth Enable - Click to enable or disable this function. To administrator, this
Utilization feature is useful to monitor the bandwidth utilization of CPE(s). When

the bandwidth used is over the threshold level (percentage defined in
medium and high fields), a notification will be sent to VigorACS. After
a long time observation, the administrator can determine if it is
necessary to increase the bandwidth setting for that CPE or not. The
default is disabled.

Time Period — Choose the time interval (15 mins, 30 mins, 1hour, 3
hours, or 6 hours) for CPE to send a notification of bandwidth

utilization to VigorACS.
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Enable / WAN — Choose the WAN interface by clicking Enable for
applying the bandwidth utilization notification mechanism.

Threshold Level - Set the percentage of bandwidth in
transmission and receiving data as threshold values for CPE to
detect bandwidth utilization.

Line Speed - Set the transmission rate and receiving rate for
specified WAN interface.

Save Save the current settings.

9.4.17.9 Webhook

Vigor router will send a report (webhook message) including WAN up, down, CPU usage, memory
usage and etc. to a monitoring server periodically.

Maintenance 2927ac_1449BC30C3FO / Configuration / System Webhook -
Time Settings
System Webhook
NetFlow
Admin Account Enable D

Admin Local User Monitoring Server URL

SNMP Settings Report Period (minutes) 0

Management

(@ Note:
* Vigor Router will use HTTPS to send the Webhook message by default. When tha Monitoring Server supports HTTP only,

TRO60 Settings
please configure the URL with HTTP://.

SysLog Settings

Internal Service User List

Panel Control

These parameters are explained as follows:

Item Description

Enable Click to enable or disable the Webhook function.
Monitoring Server Enter the URL of a server.

URL

Report Period Define the interval time for each report to be sent.
(minutes)

Save Save the current settings.

9.4.17.10 SysLog Settings

SyslLog function is provided for users to monitor router.
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Maintenance 2927ac_1449BC30C3F0 | Configuration / System &

Time Settings

Enable O
NetFlow
Syslog Save to Syslog Server USB Disk
Admin Account
T — Maximum Syslog folder space 1 GB v
SNMP Settings When Syslog folder is full Overwrite oldestlogs  Stop logging
Management Router Name DrayTek

TRO6D Settings

Primary Syslog Server
Webhook

Server IP Address [ Hostname

Mail Alert Destination Port 514

Intemal Service User List
Secondary Syslog Server
Panel Control

Server IP Address [ Hostname

Destination Port 514
Mail Syslog
Collect Syslog About Firewall Log
VPNLog
User Access Log / Hotspot User Information
=

These parameters are explained as follows:

Item Description

Enable Click to enable or disable the Syslog function.
Syslog Save to Select Syslog Server and / or USB Disk.
Maximum Syslog Set a space (unit GB/MB) to store event logs.
folder space

When Syslog folder Overwrite oldest logs - If selected, the action of overwriting the
is full olderest logs will be executed.

Stop logging - If selected, the action of stopping logging will be
executed.

Router Name Display the name for this router.

Primary [ Secondary = Server IP Address [ Hostname - Enter the IP address of the Syslog

Syslog Server server.

Destination Port - Enter a port for the Syslog protocol.

Mail Syslog Click to enable or disable the function.

If enabled, it will record the mail event on Syslog.
Collect Syslog About = Select the type of log to send the corresponding message to syslog.

Save Save the current settings.
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9.4.17.11 Mail Alert

This page allows to configure settings for Mail alert.

P 2927ac_1449BC30C3F0 / Configuration / System c
Time Settin
= Enable @)
NetFlow
Send A Test E-Mail
Admin Account
Interface Any -~
Admin Local User
SNMP Settings SMTP Server
Management SMTP Port P

TR069 Settings

Mail To

Webhook
Sender Address
SysLog Settings

Connection Security Planintext v

Note:
* StartTLS: Accept using plain text if the StartTLS connection fails.
* Force StartTLS: Stop if the StartTLS connection fails.

Authentication

Internal Service User List

Panel Control

Username
User Password @

Enable E-Mail Alert DoS Attack APPE

VPN Log ['] Debug Log

=

These parameters are explained as follows:

Item Description

Enable Click to enable or disable the mail alert function.

Send Test E-Mail - Make a simple test for the e-mail address
specified in this page.

Interface Specify an interface.

SMTP Server Enter an IP address of the SMTP server.

SMTP Port Enter the port number of the SMTP server.
Mail To Specify a mail address for receiving the mail.
Sender Address Specify a mail address for sending mails out.

Connection Security  gglect o method (Plaintext, SSL, StartTLS or Force StartTLS) to ensure
the connection security. SSL means to use port 465 for SMTP server for

some e-mail server uses https as the transmission method.

Accept using plain text if StartTLS connection failed.

Force StartTLS. Stop if StartTLS connection failed.

Authentication Click to enable or disable the function.

If enabled, the authentication will be activated while using an e-mail

application.

Username Enter the user name for authentication.
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User Password Enter the password for authentication.

Enable E-Mail Alert Select the item(s) to send the alert message to the e-mail box while
the router detecting the item(s) you specify here.

Save Save the current settings.

9.4.17.12 Internal Service User List

This page allows you to turn on or turn off security authentication service (offered by internal
RADIUS and/or Local 802.1X) for each user profile without accessing into the User Management

configuration page.

— 2927ac_1449BC30C3F0 / Configuration / System c
Time Settin
= Enable [ @)
NetFlow
Send ATest E-Mail
Admin Account
Interface Any v
Admin Local User
SNMP Settings SMTP Server
Management SMTP Port 25

TRO69 Settings

Mail To

Webhook
Sender Address
Syslog Settings

Connection Security Planintext ~

Note:
« StrtTLS: Accept using plain text if the StartTLS connection fails.

Internal Service User List

Panel Control  Force StartTLS: Stop if the StartTLS connection fails.

Authentication
Username
User Password @

Enable E-Mail Alert DoSAttack APPE

VPN Log ['] Debug Log

These parameters are explained as follows:

Item Description

Username Display the name of the existed user profile.

Internal Services Click to enable (turn on) or disable (turn off) the security

RADIUS authentication service offered by the internal RADIUS server for the
user profile.

Internal Services Click to enable (turn on) or disable (turn off) the security

Local802.1X authentication service offered by the Local 802.1X server for the user
profile.

Apply Save the current settings.
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9.4.17.13 Panel Control

This page allows you to customize the behavior of the LEDs, buttons, WLAN, USB and LAN ports on

the front panel.

LED

2865ac_001DAA000000 / Configuration / System

Enable LED O
Admi it
Admin Local User Enable Sleep Mode
SNMP Settings Turn off LED after (Minutes) 1
Management
Button
TRO63 Settings
SysLog Settings Wireless O
Mail Alert Factory Reset [ o)
Internal Service User List Note:
Enable the Sieep Mode will make the functions of “Wireless Button" and *Factory Reset Button” on the front panel as below:
LED Status LEDOn LED Off
Wireless Button Wireless On/Off/WPS
Press 1 second: Turn LED off Immediately™ Turn LEDON™
Factory Reset Button Press tll the ACT light flashing: Reset router
*Still functional even the buttons are disabled.
UsB
1 [ @] No Device
2 O No Device
e .. |
These parameters are explained as follows:
Item Description
LED
Enable LED Click to enable or disable the LEDs to function according to the
configured settings.
Enable Sleep Mode Click to enable (turn on) or disable (turn off) the LEDs after the
specified number of minutes has elapsed.
Turn off LED after Enter a number.
(Minutes)
Button
Wireless Click to enable or disable the ability of the Wireless button to control
WLAN and WPS functions.
Factory Reset Click to enable or disable the reset function of the factory reset
button.
UsB
Enable Click to enable or disable the USB port.
LAN Port
Enable Click to enable or disable the LAN port.
Status Display the status of the USB port.
Speed Display the negotiated speed of the LAN port.
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Cancel

Save

9.4.18 Switch

9.4.18.1 Status

Discard current modification.

Save the current settings.

It displays information, including Group, Switch name, IP address, model, System Up Time, Port in

Use, Clients, and Firmware Version of VigorSwitch connected to Vigor router.

Switch Status

Gro

Status

up

New Switch List

“* / Configuration / Switch

Switch Hierarchy

Switch Name 1P Address MAC Address Model System Up Time Part In Use Clients Firmware Version

switch Name 1P Address MAC Addrass Model Firmware Version
62280 @152168.1.10 00:1D:AA22BOAA 62280 2.51_RCS

P2500 @152168.1.1 00:1D:AA4C:18:83 P2500 2.60_RC

arted VigorSwitch model and firmware version:

1 V348, G2260V3.48, P1260 2.2.1, G1260 22.1, P2280 2.2.1, 62280 2.2.1, P2121 2.3.2, G121 2.4.3, P1092 1.04.05, G1080 1.04.05. G1085 2.4.3, P1085 243

These parameters are explained as follows:

Item

Status

New Switch List
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Description

Display the switch which is managed by Viogr router.

Group - Display the name link of the group. You can click the link to

modify the group settings if required.

Switch Name - Display the name link of VigorSwitch. You can click the
name link to access into the switch profile.

IP Address - Display the IP address of VigorSwitch.
MAC Address - Display the MAC address of VigorSwitch.
Model - Display the model name of VigorSwitch.

System Up Time - Display the time accumulated since this Vigorwitch

is powered up.

Port in Use - Display how many devices connected to VigorSwitch.
Clients - Display the number of LAN ports used in VigorSwitch.
Firmware Version - Display the firmware version that VigorSwitch

current used.

The one under New Switch List is allowed to be managed under
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current used group.

+Add Device - Make the selected VigorSwitch to be managed by
Vigor router and be shown under Status.

Status

Group Switch Name IP Address MAC Address Model System Up Time

Mew Switch List

Index Switch Name IP Address MAC Address
[ a 1 G2280 ] ® 00:1D:AA22:BD:AA
2 P2500 L 00:1D:AAAC:T 8:63

Select a switch from New Switch List and click +Add Device. Then, the

selected switch will be moved and displayed under Status.

Switch Status Switch Hierarchy

Status

Group Switch Name IP Address MAC Address Model Sys

Default G2280 @ 00-1d-aa-22-80-aa G2280 0:5

New switch List

Index Switch Name IP Address MAC Address

1 P2500 ® 00:1D:AAAC:18:83

Check box - Click to select the device.

Index - Display the index number of Vigor Switch.

Switch - Display the name of the device.

IP Address - Display the IP address of the device.

MAC Address - Display the MAC address of the device.

Model - Display the model name of VigorSwitch.

Firmware Version - Display the firmware version that VigorSwitch

current used.

Search Click to search Vigor switch.

Switch Hierarchy

This page displays the hierarchy of VigorSwitch(es) managed under Vigor router.
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" 777777 1 Configuration / Switch
Switch Status Switch Hierarch
(]
2)
L)

L=

9.4.18.2 Profile

This page will show general information, such as name, group, IP address, MAC address, model
and password of VigorSwitch only when it connects to Vigor router. By clicking the index number
link, a profile setting page for that switch will be shown. Note that each profile represents one
VigorSwitch.

T77TTTTT 1 Configuration / Switch

Profile List

Index  Name Group 1P Address MAC Address Madel

1 62280 Default L € 00-1d-32-22-80-a2 G2280
New Switch List

Index  Switch Nama 1P Addross MAC Addrass Modal Firmware Vorsion

1 P2500 L ] 2 00:1D:ANAC18:83 P2500 26.0_RC1

These parameters are explained as follows:

Item Description
Profile List
Delete Click to remove the selected entry from the profile list.
Check box Click to select the device.
Index Display the index number of the switch profile.
Name Display the name of the switch profile.
Group Display the group name of VigorSwitch(es).
IP Address Display the IP address of VigorSwitch.
MAC Address Display the MAC address of VigorSwitch.
Model Display the model nhame of VigorSwitch.
New Switch List
+Add Device Make the selected VigorSwitch to be managed by Vigor router and be

shown under Profile List.

Index Display the index number of the switch device.
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Switch Name Display the name of the switch.

IP Address Display the IP address of VigorSwitch.

MAC Address Display the MAC address of VigorSwitch.

Model Display the model name of VigorSwitch.

Firmware Version Display the firmware version that VigorSwitch current used.

To edit profile for the selected switch:
1. Selecting one device from the Profile List. Click on the entry to open the following page.
Switch Profile 1: G2280

Index

switch Name

Trap Community Name
Enable Copy configuration

Copy configuration from Mane

Login Password @

IP Address

Cancel m Send to Device

These parameters are explained as follows:
Item Description
Index Display the index number of the switch profile.

Switch Name Enter a name for the Switch. The purpose of nhame is used for

identification.

It is useful when there are many VigorSwitch (same modes) devices

connecting to Vigor router.
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Comment Enter the text in such field if additional explanation for the switch is
required.

Trap Enter the text in such field as trap community.

Community

Name

Enable Copy Click to enable or disable the function.

configuration

Copy Check the box to copy configuration from other device. Use the drop

configuration  down list to choose the one you need.

from Note, if there is only one VigorSwitch connected and managed by
Vigor router, then such field is unavailable.

Login Display the original login password for the VigorSwitch.

Password
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IP Address Display the dynamic IP address (of the connected switch) assigned

by Vigor router.

Cancel Discard current modification and return to previous page.

Save Save the current settings.

SendtoDevice Transfers the configuration change (e.g, login password, switch

name, etc.) to the VigorSwitch immediately.

2. After finished the settings, click VLAN tab to open following page.

Blank page due to LAN>>VLAN not configured previously:

Switch Profile 1: G2280

General VLAN port
Router VLAN
Group Subnat viD Priority P 2z 3 2] s ssi01 ssiDz
vallal
[External Switch VLAN - Port Members
1 2 3 4 5 & 7 8 L] w0 n 2 13 14 15 16 7 "

55103 55104 SS5I01 56

5510256

S5ID356  SSID4SG

& Note: The router configuration will be updated when getting profile settings from external switch.

D Set Vian to Factory Default

Setting page with LAN>>VLAN configured previously:

Switch Profile 1: G2280

General VLAN Port
Router VLAN
Group Subnet vip Priority L) P2 "3 P4 Ps 5101 55102
VLAND LANT ] 0 =} B 5] = =]
VLANT LANZ 10 0 =] =]
VLANZ LANZ 20 [ 5] B =]
External Switch VLAN - Port Members
1 2 3 4 s 6 7 ) £ R L T R O TR 1]
viano[o] @ -] -] -]
wan1 [10]
wlanz (20)

55103 S5ID4 5SID15G  SSIDZ5G

SSID356  SSID45G

8 Note: The router configuration will be updated when getting profile settings from external switch.

3 set vian to Factory Default
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Cancel

Save

Send to Device
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3.  Click save to save VLAN configuration. Then, click Port tab to access the following page:

Switch Profile 1: G2280

General VLAM

Part Description Port Control schedule Ingress Rate (Kbps) Engress Rate (Kbps)

- [
These parameters are explained as follows:
Item Description
Description If required, enter a brief description to explain the device connected
to VigorSwitch via the LAN port.
Port Control Disable Port — The port (e.g. Port 3 in this case) which is used to

connect VigorSwitch and Vigor router will not be shutdown by Vigor

router.

Other LAN ports of VigorSwitch allow to connect to any LAN device.
When it is checked, after clicking Save, the network connection

between that device and VigorSwitch will be terminated.

By Schedule — Two schedule profiles can be specified here to force
Vigor router executing specific action to VigorSwitch.

Ingress Rate Check the box for entering the ingress rate for the selected
VigorSwitch. After clicking Save, the value modified in this page will be

written to VigorSwitch and enabled.

Egress Rate Check the box for entering the egress rate for the selected
VigorSwitch. After clicking Save, the value modified in this page will be

written to VigorSwitch and enabled.
Cancel Discard current modification and return to previous page.
Save Save the current settings.

Send toDevice Transfers the configuration change (e.g. login password, switch

name, etc.) to the VigorSwitch immediately.

4.  Click save to save the changes and then click Send to Device. Settings will be sent to
Vigorswitch immediately.
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9.4.18.3 Alert And Log

Alert and Log is helpful for the user to understand the abnormal situation occurred in VigorSwitch
quickly.
Alert Setup

This page is used to define the name of alert, level of alert (in color), and determine to record the
data in the database, or send a notification message to the user based on the level.

2927ac_1449BC30C3F0 / Configuration / Switch &

Status

Profile
Enable Alert and Log O

Alert Levels and Action

Switch and Port Setup
AlertLogs Index  Enable  LevelName color Create Log send Notification  Object1 object2 object3 Object4

Database Setup 1 No Alert No Color No Log No Notification

Group
2 Minor Alert @ Enable No Notification

Maintenance
3 Moderate Alert sms1-777 v sms1-777 sms 1277 ~ sms1-227 v
4 Major Alert @ sms1-777 -~ sms1-222 ~ sms 1277 ~ sms1-227 v
5 @ sms1-722 ~ sms1-222 sms1-277 ~ sms1-227 ~
6 @ sms1-777 ~ sms 1-272 sms 1277~ sms1-227 v
T © sms1-777 -~ sms1-222 ~ sms 1277 ~ sms1-227 v
8 @ sms1-727 ~ sms1-222 sms1-277 ~ sms1-227 ~

) setto Factory Defautt E

These parameters are explained as follows:
Item Description

Enable AlertandLog  Click to enable or disable the function.

Enable Alert and Log ©
Alert Levels and Action
index  Enable  LovelName color Croatetog SondNotification Dbt 1 Object2 objects Objcts
1 No Alert Necolor  Nolog No Noufiation
2 ] Mnor Alet [} Enable o Noufication
3 ] -] sms1972 v smstom - smstaR - s 1
4 =) a st - smst7 -+ smsta® o+ sms17r

Alert Levels and Action

Index Display the index number of alert profile.
Enable Check it to enable this feature.
Level Name Define names for representing the severity of alert event. The default

names for index 1to index 4 will be shown on each setting box. Index 5

to index 8 are reserved for user-defined.

Color Define the color for each level of alert. However, the color of index 1is

No color and unable to be changed.

Create Log Check the box to create log of alert. Such log will be seen on Alert Logs
page. Note that No Log for index 1; and log for index 2 is enabled in
default.
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Send Notification If it is checked, Vigor router’s system will send notification to specified

phone number via SMS.

Object1~4 Select the SMS object which will get the SMS from Vigor router. Up to 4
objects can be selected at one time.

Save Save the current settings.

Switch and Port Setup

This page defines enabling switch alert and/or port alert for each switch.

2927ac_1449BC30C3F0 / Configuration / Switch &

index  Switch Name 1P Address Model Switch alert Port Alert

Alert Setup

Alert Logs

Database Setup

Group

Maintenance

These parameters are explained as follows:

Item Description

Index Display the index number of the alert profile for switch(es).
Switch Name Display the name of the switch.

IP Address Display the IP address of the switch.

Model Display the model name of the switch.

Switch Alert Display the switch alert status.

Port Alert Display the port alert status.

To configure the switch alert settings, move the mouse cursor to any entry and click to open the

setting page.
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index

Switch Name

IP Address

Model

Switch Alert

Port Alert

Cold start

Warm Start

Disconnect

Reconnect

Port Alert

Port Description

2-Minor Alert

Device Disconnects Device Reconnects Schedule on/off Shutdown En/Dis

1Mo Alert = 1-No Alert = 1-No Alert = 1-No Alert =

1-No Alertt = 1-Ho Alert  ~ 1-No Alertt = 1-No Alert -

These parameters are explained as follows:

Item

Index

Switch Name
IP Address
Model

Switch Alert

Port Alert

Port Alert table

Cancel

Save

VigorACS3 User's Guide

Description

Display the index number of the alert profile for switch(es).
Display the name of the switch.

Display the IP address of the switch.

Display the model name of the switch.

Enable - Click to enable the switch alert function.

Cold Start, Warm Start, Disconnect, Reconnect - When VigorSwitch
encounters the alert events, alert mechanism will perform
corresponding actions based on the servity level of the incident
encountererd. Specify the severity level (Minor, Major, or No) for each

incident.

Disable - Click to disable the switch alert function.

Enable - Click to enable the port alert function.

Available Ethernet ports for the selected VigorSwitch (e.g.,, G2280 in
this case) will be shown on this page. Each port can be confgiured

with different alert level for diffent alert event.

Disable - Click to disable the port alert function.

Port - Available Ethernet ports for the selected VigorSwitch (e.g.,
G2280 in this case) will be shown on this table. Each port can be

confgiured with different alert level for different alert event.
Discard current modification and return to previous page.

Save the current settings and return to previous page.
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Alert Logs

The system administrator can get the information by filtering the collective information based on

the conditions specified in this page.

Status 2927ac_1449BC30C3F0 / Configuration / Switch (&
Profile
Select Columns to Filter Logs v

Level

MlertSetup
Switch and Port Setup Type Switch Alert PortAlert

Switch ~
Database Setup .

Time Period Last24Hours | Last7Days
Group

Alert Logs
v <l > v

Index.”  LevelName Time Type switch Port Incident

No data available

These parameters are explained as follows:

Item

Select Columns to
Filter Logs

Alert Logs

Description

Level — The alert can be divided into several levels, Minor Alert,
Moderate Alert and Major Alert. Check the one(s) you want to check in
Alert Logs list.

Type - Select the type (switch / port) of the log to be displayed in
Alert Logs list.

switch - Switch(es) connecting to Vigor router will be shown in this

area. Select the one you need.

Time Period - Select Last 24 Hours or Last 7 Days as time period.
Apply - Click to save the configuration.

Log related to the items selected above will be shown in Alert Logs list.

This area displays logs (level name, time, type, switch, port, and

incident) related to VigorSwitch managed by Vigor router.

9.4.18.4 Database Setup

The database of the switch can be used to record alert logs and traffic history. This page is used

to determine if it is necessary for the user information to be recorded in the database of the

switch.
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Group

Maintenance

2927ac_1449BC30C3F0 / Configuration / Switch (4

Enable Database to Record alert logsand @)

traffic history

File Path No USB Disk Detected

Database Usage N/A

Notification Send notification ~
Email Notification Object 1 -
SMS Notification Object 9-Custom 1 v

Action Backup and clean up all user info, ar

=
These parameters are explained as follows:
Item Description
Enable Database to Click to enable or disable the function.
Record alertlogs If enabled, it will make the database (in USB disk) record the alert logs
and traffic history and traffic history.
File Path Display the file path for storing the logs.
Database Usage Display the used capacity.
Notification Send notification - A notification will be sent out when there is no
capacity for storage in USB.
Email Notification Object - Choose an email notification object
profile.
SMS Notification Object - Choose a SMS notification object
profile.
Don't send notification - No notification will be sent out when there is
no capacity for storage in USB.
Action Choose an action.
Backup and clean up all user info, and start a new record - Only the
newest events will be recorded by the system.
Stop recording user information - When the capacity of log is full, the
system will stop recording.
Save Save the current settings.
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9.4.18.5 Group

Different switches can be classified into different group(s). There are ten switch groups available
for configuration.
2927ac_1449BC30C3F0 / Configuration / Switch c

Index  Group Name member switch

Default

Maintenance

To configure the group settings, move the mouse cursor to any entry and click to open the
following page.

2865ac_001DAA000000 / Configuration / Switch

Index 1
Profile Name Default
Enable Group Password o
Group Password

Member Switch

. |
These parameters are explained as follows:

Item Description

Index Display the index number of the profile.

Profile Name Enter a name as the group name.

Enable Group Click to enable or disable the group password.

Password

Group Password Enter a password that the system administrator can use to access

into the managed VigorSwitch connecting to Vigor router.

Member Switch Choose the switches you want to group.
Cancel Discard current modification and return to previous page.
save Save the current settings and return to previous page.
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9.4.18.6 Maintenance

This page is able to execute configuration backup, restore, reboot or reset the VigorSwitch

devices remotely.

< Configuration

Status
Profile
Aert And Log

Database Setup

Group

Action Type

Select Device

Switch Name MAC P

2865ac_001DAA000000 / Conflguration / Switch

Config Backup v

Download Config:

G2280 001022226092 192.168.1.10

These parameters are explained as follows:

Item

Action type

Switch Name
MAC

IP

Download Config

Save
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Description

Four actions including configuration backup, configuration restore,
remote reboot and factory reset are offered by Vigor router to

perform on VigorSwitch.

Config Backup - Perform the configuration backup.

Config Restore - Perform the configuration restoration.
Restore Config From - Select Local File or Shared Folder.
File/Path - Click Browse to locate a file.

Remote Reboot - Reboot the VigorSwitch devices remotely.

Factory Reset - Reset the VigorSwitch devices with factory default
settings.

Select Device

Display the name of the switch.

Display the MAC address of the switch.

Display the IP address of the switch.

Click to download the configuration file and store on the host.

Save the current settings.
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9.5 Advanced

Advanced

Parameter Tree
l &3 Exclude Parameters

Test Inform

9.5.1 Parameter Tree

All control parameters of the selected CPE will be presented on this page with a tree view that is

convenient for the administrator/user to view and select.

Oray Tek v © & EE LT M
292TLac_1449BC023768 | Advanced / Parameter Tree
Name Value DataType
4 @ InternetGatewayDevice.

@ LANDeviceNumberOfEntries 9
@M WANDeviceNumberOfEntries 6

b @ Devicelnfo.

b @ ManagementServer.

b @ Time.

[ @ Layer3Forwarding.

b @ LANDevice.

b @ WANDevice.

b @ X_00507F_InternetAcc.

b @ X_00507F_LAN.
M X_00507F_LoadBalancePolicyNumberOfEntries 3

b @ X_00507F_LoadBalancePolicy.

b @ X_00507F_NAT.

b @ X_00507F_Firewall.

b @ X_00507F_Bandwidth.

b @ X_00507F_Applications.

b @ X_00507F_VPN.

b @ X_00507F_WirelessLAN.

B Save
These parameters are explained as follows:
Item Description
Name Lists the name of the parameter.
Value Display the setting value (true/fqlse, numbers, selections and etc.) of
the selected parameter. Sometime, It might be null.
DataType It means the data type (e.g, string, boolean or unsignedint) of the

parameter.

However, the corresponding information will be displayed in this field

614 VigorACS3 User's Guide



Copy

Save

only if the parameter allowed to be written.

Copy the selected parameter with the value.

The copied parameter can be added onto the XML template
downloaded from Provisioning>>Global Parameters. After that, the
completed XML template can be saved as a sampling profile which
will be selected and applied to Provisioning>>Global Parameters.

Save the change.

The firmware version of the managed CPE might be different from the data stored on VigorACS

database. Therefore VigorACS will compare the available parameters of the selected CPE with

the one stored in the VigorACS database automatically. When some of the parameters not

supported by the CPE, those parameters will be listed on this page.

)rayTek VigorACs 3

2927Lac_1449BC023768 | Advanced / Exclude Parameters

1Delete All

Parameter

. Peap 6:32:02 " 5
29271ac_1449BC023768 v Q n Hze mk_carrie ~ pg
8/5/24 System Administrator

nternetGatewayDevice X_00507F_Status.CPUTemperature

nternetGatewayDevice.X_00507F_Status.MenitoringDevicesStatistics.Client562.Client.

ntern

ientServer.AliasB

nternetGatewayDevice.ManagementServer.InstanceWildcardsSupported

nternetGatewayDevice X_00507F_VPN.ConnStatusNumberOfEntries

nternetGatewayDevice.X_00507F_MaxNumberOflLoadBalancePolicy
nternetGatewayDevice.X_00507F_InternetAcc.MultiPVCs.General.{x].WAN.Iy}.

nternetGatewayDevice.X_00507F_InternetAcc WAN.x}.InternetPhysicalType

nternetGatewayDevice. X_00507F_InternetAcc WAN.{x}.MTU
nternetGatewayDevice X_00507F_LTE LTEStatus.ModemICCID1
nternetGatewayDevice.X_00507F_LTE LTEStatus.ModemICCID2

nternetGatewayDevice.X_00507F_Operation_Mode_AP

nternetGatewayDevice X_00507F_VPN.ConnStatus.{x}.Phs2Networkid

nternetGatewayDevice X_00507F_WirelessLAN.General.LongPreamble

nternetGatewayDevice.X_00507F_WirelessLAN_AP.General.ModeList

nternetGatewayDevice X_00507F_WirelessLAN_5G.General TxBurst

nternetGatewayDevice X_00507F_WirelessLAN_5G_AP.General.ModeList

nternetGatewayDevice.X_00507F_USBApplication.DeviceStatus.Modem.{x]. SignalStrength

nternetGatewayDevice.X_00507F_WirelessLAN.General .SSID.{x}.RateCtrl

nternetGatewayDevice. X_00507F_WirelessLAN.General.SSID.{x}.Upload

nternetGatewayDevice X_00507F_WirelessLAN.General.SSID.{x}.Download
nternetGatewayDevice.X_00507F_WirelessLAN_5G.General.SSID.{x}.RateCtrl
nternetGatewayDevice.X_00507F_WirelessLAN_56.General.SSID.{x}.Upload

nternetGatewayDevice X_00507F_WirelessLAN_56.General.SSID.{x}. Download

nternetGatewayDevice WANDevice.{x} WANCommoninterfaceConfig WANInfName

These parameters are explained as follows:

Item

Delete All

VigorACS3 User's Guide

Description

Click to remove all parameters listed in this page.
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To test the bidirectional connection between the selected CPE and the VigorACS server, click on
Scan Test.

Advanced / Test Inform

2865Vac 1449BC34FE08 STD 4521 ' Reload

Device Information

2865Vac_l449BC34FE08_STD_4521 Vigor2865Vac 4.5.3_STD

Connectivity

Inform

Get Parameters

Complete

¢7 Common Ul Status

9 Support Status © Firmware Version is not supported

Later the test result will be shown below.
Advanced / Test Inform
& 2865Vac_1445BC34FE08_STD_4521 ' Reload

Device Infermation

2865Vac_1449BC34FE08_STD_4521 Vigor2865Vac 4.5.3_STD

6 [INFO] - InternetGatewayDevice. Devicelnfi

9:56 [INFO] - InternetGatewayDevice.Devicelnft

Connectivity - InternetGatewayDevice. Devicelnf
- InternetGa ice.Devicelnf

Devicelnf
Inform

Get Parameters

Complete
5 [INFO] - Intel

0:56 [INFO] - InternetGatewa evicelnfoX_00507F_ManagementPass
NFO] - Intes a y AuthKe; bb2cc4fd2bdf5ct
5 [INFO] - InternetGate: e e X_00507F_Man.

:56 [INFO] - InternetGatewayDevice. Devicelnf
[INFO] CPE GetParameterValuesResponse
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